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collaborative nrotection nrofile for databhase management systems

1. Preface

1.1 Obiectives of Document

This document presents the Comman Criteria (CC) collaborative Protection. Profile
(cPP).to express the securitv functional requirements (SFRs) and security assurance
reqguirements (SARs) for a Database Management System. The Evaluation Activities
that snecifv the actions the evaluator nerfarms to determine if a product satisfies the
SFRs cantured within this cPP are described.in the assaciated Sunnarting NDocument.

1.2 Scope of Document

The scope of the cPP within the develooment and evaluation nrocess. is described in
the Common Criteria.for Information Technoloay. Security. Evaluation ICCA1].. In
particular, a.cPP.defines the IT security. requirements of a aeneric tvoe of TOE and
snecifies the functional and assurance security measures to be offered by.that TOE
ta meet stated reguirements [[CC1], section C.11.

1.3 Intended Readershin

The target audiences of this cPP.are DBMS developers, CC consumers, system
intearators, CC evaluators and CCRA schemes.

Althouoh the cPPs and SDs may.contain minor editorial errors, cPPs are recoanized
as livina documents and the iTCs are dedicated to ongoino updates.and revisions.
Please report any.issues to the DBMS iTC. Information on how to contact the DBMS

1.4 . Ralated Documents

The fallowing documents are available from the CC Portal at
httns://www_commoncriteriaportal.org/

vA1:3 Paae 3 of 61
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The selection oneration is used to select nne or. more ootions provided hv the CC in
statina a reauirement. Selectians that have been made hv the PP authors are
denoted by italicized text, selections to be filled in by the Security Target (ST) author
annear.in sauare hrackets with an indication that a selection.is to be made,
[selection:], and are not italicized

The assignment nperation is used to. assign a soecific value to an unsoecified
parameter, such as the lenqgth of a. passwaord. Assionments that have been made by
the cPP authors are denoted hv showino the value in sguare hrackets,

[assianment valuel. assianments to.be filled in by the ST author annear in sauare
brackets with an.indication that an assianment is to. be made [assianment:].
Assignments within selections are denoted hv showina the value.in sauare hrackets
and italics [assionment valuel,

The iteration aperation is used when.a component.is repeated with varyino
onerations.

Iteration is denoted by showing the iteration. number in parenthesis followina the
comnonent identifier.. (iteration number).

The CC paradiagm also allows orotection orofile authars to create their own
requirements. Such requirements are termed “extended requirements” and are
permitted if the CC dnes not offer suitahle reauirements. to meet the author’s needs.
Extended reauirements must he identified and are required to use the CC
class/familv/comoonent model in articulatina the reauirements. In this cPP, extended
reqguirements will he indicated with.the “ EXT” following.the comnpaonent name.

Aonlication Nntes are nrovided to help the develoner, either to clarifv the intent of a
requirement. identifv imnlementation choices. or to define “oass-fail” criteria for a
requirement. For those components where Anplication Notes are aporopriate, the
Aonlication Nntes will follow the requirement comnaonent. Thev are numbered and
formatted thus:

Avonlication Note 1: . This [s an application note.

vA1:3 Paae 5 of 61
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Priface

Objectives of Document

This.document nresents the Common Criteria.(CC).collaborative Protection Profile (cPP) to express
the security. functional. requirements (SFRs).and. security .assurance recvirements. (SARs) for. a
Database. Management.System. The Evaluation Activities that specifv the actions the.evaluator
performs.to determine if a. product satisfies the SFRs captured within. this cPP are.described in. the
associated Supporting Document.

Scope of Document

The scope of the cPP within.the development and.evaluation.process. is descrihed in.the Common
Criteria.for Information Technology Security Evaluation. [CC1]. In. particular. a cPP. defines the IT
security requirements. of a.generic.type of TOE and specifies the functional and assurance security
measures to be offered hv that TOE to meet stated requirements.[[CC1], section C.1]

Intended Readership

The target. audiences. of. this. cPP.are DBMS. developers,. CC_consumers. svstem. integrators. CC
avaluatarsand CCRAschemes:

Although. the cPPs and. SDs may contain. minor editorial errors, cPPs.are.recognized as living
documents.and the iTCs are dedicated.to ongoing updates and.revisions. Please report. any.issues.to
the DRMS ATC Informaticn. an_how.ta.contact the . DRMS _ITC. can. he found.en. thae.Techpical

Communities information nage,

Related Docnments

The following documents are available from the CC Portal at
hitps:/www,commoncriterianortal.org/

Cammon. Criteria

ccil Common Criteria.for Information. Technology
Securitv FEvaluation, Part 1: Infroduction and
general model, CCMR-2022-11-001, CC:2022
Revigion 1, Novemher.2022

[cc2l Common Criteria for Information. Technology
Securitv Evaluation, Part 2: Security functional
reguirements..CCMB-2022-11-002,. CC:2022

)4 Revision 1, Novembher.2022
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2.cPP.Introduction
2.1 PP Referanca ldaentification

cPP Reference: collaborative Protection Profile for Database Management
Systems

cPb Version: 1.3
cPb Naten 13 March 2022
2.2...ePP.Quarviaw

This.is a collaborative Protection Profile (cPP), a PP that meets the requirements for
cPPs described in the Commaon Criteria Recoonition Arranqaement

Security Taraets (STs) that claim.conformance. tn this cPP shall claim exact
conformance as defined in Addenda for Exact conformance the CC. [CCADD]

The oroduct tvpe of the Taraet of Evaluation (TOE) described.in this cPP is a
database management svstem (DBMS). A database is an organized collection of
data. generally stored and accessed electronicallv from a computer system. The

annlications. and the database itself to capture and analyze the data. The DBMS
software additionally encompasses the core facilities provided to.administer the
database. A DBMS may be a sinqle-user system, in which only.one user mav access
the DBMS at a.given time. or a multi-user svstem, in which. many users mav access
the DBMS. simultaneouslv.

The DBMS will have the caoabhility to limit DBMS access to authorized users, enforce
Discretionary.Access Controls (DAC) on obiects under the control of the database
management svstem based on user and ootionally. group authorizations. and
provide user accountabhility via audit. of users' actions.

This cPP. specifies security reauirements for a commercial-off-the-shelf (COTS)
database management svstem (DBMS). The TOE tyne is a datahase management
system

Security Taraets (ST) derived from this cPP.describe Taraets of Fvaluation (TOFE)
that are Datahase Manaaement Svstems.

2.2 . _TONE Nverview

A TOE compliant with this cPP includes, but is.not limited. tn. a DBMS server and can
be evaluated as a software anlv application layered an an underlving svstem_ie.. an
oneratina svstem (OS). hardware, network services, and/or custom software. and.is
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Chapter 1. cPP Introduction

1.1..cPP Reference Identification

cPP Reference: collahorative Protection Profile for Datahase Management Systems

cPPR Versian:.2.0

cPP Date:.27 Avril 2026

1.2.cPP QOverview

This is a collahorative Protection Profile (cPP). a PP that meets the reauirements for.cPPs.described
in the Common Criferia Recognition Arrangement.

Security Targets (STs) that claim conformance.to this ¢cPP.shall claim exact.conformance as defined
in £C:2022 ICC11,

The nroduct tvpe.of the Target of Evaluation. (TOF).described in.this cPP is.a.database. management
svstem (DBMS). A. database is. an organized collection. of data,. generallv stored and accessed
electrapically from a computer.system. The. database.management svstem (DBMS) is the software
that interacts with end users, anplications..and the database itself to capture and apalyze the data.
The .DBMS. software .additionally. encompnasses. the . core facilities provided. to. administer . the
database.. A DBMS may be a.single-user system, in.which only one user may access.the DBMS at a
given time. or.a multi-user svstem, ip which manv users. may.access the DBMS simultaneously.

The DBMS will have.the capahility.to limit. DBMS, access fo.authorized users, enforce Discretionary
Access Controls.(DAC).on. chiects.under. the control of the database. management svstem hased on
user. and. optionally. groun_autbhorizations,.and. nrovide .user. accountability .via_audit of nsers'

actiens

This. cPP _specifies. security. requirements. for. a. commercial-off-the-shelf . (COTS). datahase
management system.(DBMS). The TOE tvpe.is a database management.system.

Securitv Targets (ST). derived from.this cPP describe Targets of Evaluation. (TOF).that.are Datahase
Management Systems.

1.3. TQE Overview
A . TOE compliant with. this.cPP includes, hut.is not.limited to, a. DBMS server and can.be.evaluated
as a.software. onlv_anpplication.lavered on an_underlving system, i.e.. an_onerating, system. (OS).
hardware, network services, and/or custom software, and is usuvally embedded as a component of a
larger. system. within. an .operatinnal .environment.. This .profile .establishes the reauirements
necessarv to.achieve the security ohjectives of the Target of Evaluation (TOE).and its environment.

Conformant TOEs provide access control based nn nser identity.and,.optionally, groun.membership,
e.g. Discretionary Access. Confrol (DAC), and generation of avdit.data for security.relevant events.
Autborized administrators.of the TOF, are.trusted to not misuse the privileges assigned.to them.
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usually. embedded as a comnaonent of a larger svstem within an operational
environment. This profile estahlishes the reauirements necessarv to achieve the
securitv objectives of the Taraet of Evaluation (TOE).and. its environment.

Conformant TOEs provide access control based on user identity and. optionally,
groun.membershin. e.a., Discretionary Access Control (DAC). and. generation nf
audit records for security relevant events. Authorized administrators. of the TOE are
trusted to not misuse the privileges assioned to them,

231

Database Manaacement Systems overview

A DBMS. is comprised of the DBMS server application that berforms some ar all of
the followina functions:

a)
b)

c)
d)
e)
f)

Cantrollina TOE users' accesses tn user data and TSF data;

Indexina data values to their physical Iocatinns for quick retrievals based on a
value or range of values:

Executing pre-written nrograms (i.e.. ufilities). to oerform common tasks like
database hackun. recovery. loading. and cooving:

Supoorting mechanisms that enable concurrent database access (e.a., locks):
Assistina recovery of user data.and DBRMS data.(e.qg., transaction log); and
Trackino operations that users nerform.

Most commercial DBMS server aonlications also provide the followina functions:

A data model with which the DBMS data structures and arqanization can he
conceptualized (e 0., hierarchical. ohject-oriented. relational data models) and
DBMS nbhjects defined

Hiah-level lanauaqge(s) or interfaces that allow authorized users to define
database constructs; access and. modify user ar DBMS data: nresent user or
DBMS data: and perform onerations on thnse data.

A DBMS sunnarts. two user tvnes:

1

2

Users who interact with.the DBMS to observe and/or mndify data ohjects for
which thev have authorization to access: and

The authorized administrators wha implement and manaqe the various
information-related obnlicies of an oraanization (e.q.. access, inteqrity,
consistency, availahility) for the databases that thev install. confiqure. manaoge.
and/or awn

A DBMS stares and cantrols. access tn two tyoes of data:

1

The first tvpe.is the user data that the DBMS maintains and orotects. User
data mav consist of the following:
a) The user data stored in.or as datahase objects;
b) . The definitions of user databases and datahase obiects. commonly
known as DBMS metadata; and

v41.3
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1.2.¥%Datahase Management Systems overview

A DRMS is.comprised. of .the DBMS server. application that performs.some.or all of the following
functians:
¢ Controlling TQE users' accesses to user data and TSF.data:

+ Indexing data.values to.their nhysical lacations for.guick retrievals hased on a value or.range of
values:

» Executing pre-written. programs (ie., utilities) to.perform common tasks like database hackunp,
recovery,loading. and.conving:

» Sunnorting mechanisms that enahle concurrent database. access (e.g.. locks);
» Assisting recovery of user data and DRMS data (e.g., transaction.log): and

« Tracking onerations. that users nerform
Most commercialDBMS server applications also provide the following functions:
» A data mwodel with which.the DBMS datfa. structures. and. organization can _he conceptualized

(e.g..hierarchical obiect-oriented, relational data.models) and. DBMS.obiects defined.

 Higb-level langnage(s) or interfaces.that.allow authorized. users.tn define database constructs:
access.and. madify user.or. DBMS, data; oresent user.or.DBMS. data: and nerform. operations on

.......

A DBMS sunporfs.twn user tvpes:
o Users who.interact with the DBMS to.ohserve and/ar. modify.data abiects. for which they.have
anthorization te access;.and

s The .authorized. administrators. who implement.and. manage the. various information-related
policies.of an organization (e.g...access, integritv, consistency. availahility) for the databases that
they.install, configure. manage, and/or. cwn.

A DBMS stores and.controls access to two.tvpes nf data:
o The first tvpe.is the user.data that the DBMS maintains and nrotects, IJser data.may.consist of
the following:
o .The user data stored.in or as.database.objects:

o The . definitions .of .user. datahases. and .database. nhjects, .commonly. known .as .DBMS
metadata; and

o The nser-developed queries, functions, or procedures that the DBMS maintains for users.

» The _second .tvpe. is.the DBMS. data fe.g..configuration parameters, user securitv_attributes,
transaction log. audit. instructions, .and.records) .that.the DBMS. maintains. and. may .use to
onerate.the DRMS.

DBMS . snecifications.identify the detailed. requirements.for the DBMS server functions given in. the
ahaove.ligt,

X
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c) The user-develooed gueries, functions, or procedures that the DBMS
maintains for.users.

2. .The secand tvne is.the DBMS data (e.q.. confiquration narameters, user
securitv attributes, fransaction Inq, audit instructions, and records) that the

DBMS maintains and mav nse to.operate the DBMS.

DBMS specificatians identify. the detailed requirements for the DBMS server
functions agiven. in the above list

2. 3.2 Securitv Functionality Provided by the TOE
A DBMS evaluated against this PP will orovide the following security services.
Security services that must be provided hv the TOE:

o _Discretionary Access Control (DAC) limits. access to obiects based nn the
identity.of the subiects. or grouos to which the subiects and. obiects belana.
and which allows authorized users.to snecifv how the nhjects that they contral
are nrotected

o _Audit Caoture for creation of information.on all. auditable svents.

e _Autharized administration role to allow authorized administrators.to confiaure
the palicies for discretionary access contral. identification . and authentication,

11diti ) ] fi e guthorize inistrati

o Limitation.of tha. number of concurrent secsicns.and ragtrictions on
establishing sessinns.

Avnlication Note 1: . Some administrative tasks may be delegated to specific users (which
by that delegation become administrators althnuoh.they.can onlv
oerform.some limjted administrative actions). Fnsurino that.those
users rannnt.extend the administrative rinhts assigned to.them is a
securitv functionality the TOE has fo provide

2.2.2_ . TOFE dafinition

The TOE consists of at least one.instance of the security functions of the DBMS
server application with.its associated quidance documentation and the interfaces to
the external Information Technology. (1T) entities with. which the DBMS interacts.

This cPP. does not dictate a specific architecture. The ST writer will need to identify

section.1.4 2

The external IT entities, with.which the DBMS mav interact, may include the
fallowing:

o _Client applications that allow users to interface with the DBMS server.

e _The host aperating system (host OS) on which the TOE has been installed:
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1.2.% Securitv Functionality Provided by the TOE
A DBMS evaluated against this PP.will orovide.the following security.services.
Securitv services that must.be brovided by the TOE:

+ Discretionary.Access Control (DAC) limits access to objects based. on. the identity.of the.subijects
or groups to which. the suhjects and ohjects belong, .and .which. allows. authorized users to
snecifvy how the.obiects that they control are brotected.

+ Audit Capture.for creation of information on all. auditable events,

s Autborized administration.role.to allow authorized administrators to. configure the policies for
discretionary .access. control, .identification .and_autbenfication,. and. auditing. The TOFE must
anforgethe autherized administration.role;

« Limitation.of the number of concurrent sessions and restrictions on establishing sessions

Some administrative. tasks. mav._he delegated. to. svecific. users. (which, by. that. delegation hecome
administrators although_thev can. onlv_perform.some limited administrative .actions). Fnsuring that
those users cannot.extend the.administrative rights assigned to.them is a security functionality. the
TOF has to provide.

1.2.3. TOF. definition

The TOE consists.of at Jeast one instance of the security functions of .the DBMS server.application
with, its associated . guidance documentation .and. the. inferfaces. to. the. external Information
Technologv (IT) entities with.which. the DBMS interacts.

This cPP deoes not.dictate a specific architecture, The ST writer will need.to identify and descrihe the
TOE architectire to heevaluated Architecturesare.degoribed in.cection 1.4.2.

The external IT entities, with which the DBMS may interact, mav include the following:

+ Client.applications.that allaw nsers to interface with.the DRMS server,
+ .The host operating.svstem (bost. OS) on which the TOE has heen.installed.

» The networking, orinting, data-storage. and.other devices.and services with which the host OS
may.interact on _behalf of the DBMS or the DBMS user;. and. the other IT products.such as
annlication, servers, .web. servers, .authentication servers.. directorv services, and transaction
processors. with_which, the DBMS may .interact. fo. nerform. a DBMS, function, or. a _securitv.
function,

The TOE _Security Function.(TSE) .is limited to the.elements required to exercise the evaluated
security functionality.

The DBMS. must snecify .the host OS. on which it must. reside to nrovide.the desired.degree of
security feature integration.as well. as.the configuration of those 0OS(es) required to support. the
DBMS. functions, In all cases, the TOE. must ba installed and administered in.accordarce with. the

TOEL installaticn.and.administratian instructions,
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o _The netwarkina. printing, data-storage. and. other devices and services with
which.the host OS may interact on behalf of the DBMS or the DBMS user:
and the other IT broducts. such as anplication servers, web servers,
authentication servers. directorv services, and transaction nrocessors with
which.the DBMS mav interact to nerform a DBMS function or a securitv
function.

The TOE Security. Function (TSF) is limited to the elements reguired to exercise. the
evaluated security functionality.

The DBMS must specify the host OS on which. it must reside to provide the desired
dearee of security feature integration as well as the confiauration of those QS(es)
required to supoort the DBMS functions. In all cases. the TOE must be installed.and
admiristerad.in accordance with the TOQE installatiocn. and. administration instructions.

2 3.4 l.imitations of Securitv Claims
Conformance with this.cPP. will not quarantee the followina:

o _Physical protection. mechanisms.and the administrative procedures for.using
them are.in place,

o _Mechanisms to ensure the complete availahility of the data residing.on.the
DBMS are.in nlace. The DBMS can orovide simultanenus access to data to
make the data available to more than.one oerson at a given time, and it can
enforce DBMS resource allocation limits ta nrevent users from monopolizina a
DBMS service/resource. However.. it cannot detect or nrevent the
unavailahilitv that may.occur because of a physical or environmental disaster.,
a staraae device failure, or external threats non the underlvina oneratino
svstem. For.such threats to availahility, the environment must orovide the
required countermeasiires.

o _Mechanisms to ensure that users nrooerlv secure the data that thev retrieve
from the DBMS are.in nlace. The security nrocedures of the organization(s)
that use and manage the DBMS must define users' data retrieval. storage,
exnart, and disnositian respansibilities.

o _Mechanisms to ensure that authorized administratars wisely use DAC.
Althouoh the DBMS can suonort an access contral bnlicy by which users and
ontionally users in defined grouns, are granted access. only to the data that
they need to nerform their iohs, it cannat. completely ensure that authorized
administrators who are able to set access contrals will. do.so.prudently.

2.4 _TOE Operational Environment
241 DBMS Architecture and Environmental Comoonents

This.cPP. does not dictate a specific architecture. A TOE compliant with this cPP. mayv
be evaluated and may.ooerate in several architectures, including, hut.not limited to,
one or more of the followina:

VA3 Paae 13.0f 61
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1.2.%imitations of Security Claims
Conformance with this ¢cPP.will not guarantee the following:

« Physical nrotection mechanisms and the administrative procedures for using them.are in.place.

» Mechanisms to.ensure the.comolete availability of the data.residing on the DBMS are in nlace
The DBMS can provide simultaneous access to.data to make the. data.available.to more than one
persnn at.a.given time, and.if can.enforce. DBMS resource.allocation limits to.nrevent users from
mononelizing a. DBMS service/resonrce. However, it.cannot detect or nrevent the vnavailabilitv
that .may.occur. because of a_physical or environmental disaster, a storage device failure, or
external threats .on. the underlving .operating svstem.. For such threats .to availabilitv. .the
environment must orovide.the required countermeasures.

» Mechanisms to ensure that users.properly secure the data that they retrieve from the DBMS . are
in nlace. The security.procedures of the organization(s).that.use and manage.the DBMS must
define users' data retrieval. storage, export. and.disoosition responsihilities.

» Mechanisms to.ensure that authorized administrators wisely.use DAC. Although. the DBMS can
support. an. access .control nolicy. hy. which users and ontionallv users in. defined grouns, are
granted.access anlv to.the data that thev need to perform.their johs, it cannof completely ensure
that authorized administrators whao are.able to set access controls will.do.so nrudently.

1.4. TOE Operational Environment

1.4.1. DBMS Architecture and Environmental Components

This.cPP does.not dictate.a specific architecture. A TQE compliant. with this cPP.may.be.evaluated
and .may. operate .in .several, architectures. including. but. not. limited. fo. .one .or.maore. of. the
following:

* A stand-alone. system.running the DBMS server annlication: a_stand-alone svstem running.the
DBMS server and. DBMS client(s) and.serving one..or.more than one, online user.at a given time;

A network of systems communicating with.several distributed DBRMS servers. simultaneausly:

A network.of workstations.or terminals. running DBMS clients and communicating with a DRMS
server simultaneously: these devices. may.be hardwired.to the host.computer or. be.conpected to
it by.means of lacal or.wide-area networks: and

A network.of workstations communicating with nne cr.more anplication.servers, which in turn
interact. with the DBMS on behalf of the workstation.users nr ather.suhiects (e.g., 2 DBMS server.
interacting with a transaction orocessor.that manages user.requests)

1.4.2. TOF. Administration

This.cPP defines one necessary.administrator.role.(authorized administrator) which is. estahlished
by .the developer. of.the DBMS. This cPP. allows the DBMS developer or security.target writer.to

.............

If the securitv farget allows it. the administrators of the. system.may. assign privileges to nsers.
Wh he DBMS is established, .the abilityv to assign privileges and. their associated resnansibilities
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A stand-alone svstem runnino the DBMS server apolication: a stand-alone
svstem. running the DBMS server and DBMS client(s) and servina one,.or
more than one. online user at a.civen time:

A network of svstems communicatino with several distributed DBMS servers
simultaneously:

A network of workstations or terminals runnino DBMS clients and
communicating with a DBMS server simultaneously; these devices mav he
hardwired to the host computer.or be connected to it bv. means of local or
wide-area natworks: and

A network of workstations communicating with.cne.or more anplication
servers, which ip turp interact with the DBMS.on behalf of the workstation
users.or nther subiects (e.q.. a DBMS server interactina with a tfransaction
processor that manages user reouests).

TOFE b8 dministration

This cPP. defines nne necessary administrator role (authorized administrator) which
is established by the developer of the DRMS. This cPP allows the DBMS develooer
or security taraet writer to define more nser or administrator roles.

If the security taraet allows. it. the administrators of the system mav assian privileges
to users. When the DBMS is established. the ability to assign privileges and their

FssUCatEd TESNONSIDIitES oSt aist /XISt

Authorized administrators of the TOE will have canabilities that are commensurate
with their assianed administrative privileges. The very ahility to estahlish and assian
orivileges will.itself he a privileged function.
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2. Confarmance Claims
3.1 . Confaormance with CC

This.cPP. conforms to the reauvirements. of Comman Criteria v3.1. Revision 5 as
defined by the references [CC1]1, ICC2].and.[CC3]1. The methodology anplied for the
PP evaluation is.defined in [CEML.

This.cPP. alsc applies the. CC and CEM Addenda. Exact Conformance. Selection-
Based SFRs. Optional SFRs: V2.0.dated 2021-Sep-3Q, Final.

This cPP satisfies the following Assurance Families: APE. CCL. 1. APE. ECD 1,
APE. INT.1. APE ORJ.2, APE REQ.2 and APE. SPD 1.

3.2 Conformance with CC parts 2 and 3

DRMS cPP is C.C varsion 3 1 revision 5 Part 2 extended and Part 2 conformant
3.3 Conformance with Packaqes

The DBMS cPP dnes not claim conformance to anv functional packages

The DBMS cPP claims conformance to the EAL? assurance package augmented by
ALC. FI.R.3 Systematic flaw remediation.

3.4 Confarmanca with other Protaction Prefilas

The DBMS PP dnes not claim conformance to anv other Protection Profile
3.5 LConfarmance Stateament

DBMS cPP reguires exact conformance by an ST

Exact Confarmance is a subset of Strict Conformance as defined by [CC1]. Exact
Conformance is defined as the ST containina all of the SFRs in.section 6 (these are
mandatory SFRs).of this cPP, and potentially. SERs from Annendix A (these are
ontional SFRs). While iteration is. allowed, no.additional requirements from [CC2].
[CC3], or definitions of extended comnanents not already.included.in this cPP) are
allowed to.be.included.in the ST. Further, na SFRs.in sectinn 6 of this cPP are
allowed to.be.cmitted.

3.6 . PP-Configuration

The cnllaborative Pratection Profile for Database Management Systems (DBMS cPP)
is structured as a base Protection Profile. abhle to accommaodate a set of (aptinnal)

;;;;;;;
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2.1 Conformance with CC

This cPP conforms to the requirements of Common. Criteria:2022 as defined hy the references [CC1],
[CC2] and. [CC3].. The.framework for the.specification of evaluation.activities.is defined in. [CC4]. the
assurance nackage.is defined in.[CC5],.and the. methadology applied for the PP.evaluation.is defined
in [CEMI. This.cPP also accounts. for errata and interpretations.for CC:2022 and CEM:2022 [CCEL.

This cPP applies exact conformance, selection-based SFRs, and.optional SERs.as defined for CC:2022,
This cPP satisfies. the following. Assurance.Families:.APE. CCL.1, APE_ECD.1. APE. INT.1. APE,_0OBT.2,
APF,_REN.2 and APE_SPD.1.

2.2. Conformance with CC parts 2 and 3

DBMS.cPP ig.CC:2022.Part.2.extendad and -Part.3.canformant

2.3. Conformance with Packages

The DBMS cPP.does not claim conformance to anv functional packages.

The DBMS cPP claims conformance to.the EAL2 assurance package defined in [CC5]. augmented by
ALC FLR,3 Systematic.flaw.remediation

on Profiles

A

2.4._Conformance with ather Protec

The DBMS cPP.does not claim conformance to anv other. Protection Profile.

2.5. Conformance Statement
DBMS . cPP reqguires exact conformance hv an ST,

Exact Conformance is. a subset.of Strict Conformance as defined by.[CC1]. Exact. Conformance.is
defined.as.the ST containing all of the SFRs in section 6 (these.are mandatory. SERs). of .this cPP.
potentially. SFRs from Apnendix. A (these are.optional SFRs), and all applicable SERs from. Appendix
D. that_are.required. hv selections. made in. the mandatorv SFRs. While .iteration is allowed. no
additional requirements.from [CC21,. [CC3]. or definitions .of extended. components not. already
included ip this.cPP) are allawed.tn be ipcluded ip. the ST. Further, no SERs.in sectiop. 6 nf this.cPP
are.allowed to.be.omitted.

2.6. PP-Configuration

The collaborative Protection Profile for Database Management Systems (DRMS cPP) is strictured as
a ba&Pmtertion Profile, ahle to accommodate a set of (ontional) PP-Modules,



Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systems3. Conformance Claims3.1 Conformance with CCThis cPP conforms to the requirements of Common Criteria v3.1, Revision 5 asdefined by the references [CC1], [CC2] and [CC3]. The methodology applied for thePP evaluation is defined in [CEM].This cPP also applies the CC and CEM Addenda, Exact Conformance, Selection-Based SFRs, Optional SFRs: V2.0 dated 2021-Sep-30, Final.This cPP satisfies the following Assurance Families: APE_CCL.1, APE_ECD.1,APE_INT.1, APE_OBJ.2, APE_REQ.2 and APE_SPD.1.3.2 Conformance with CC parts 2 and 3DBMS cPP is CC version 3.1 revision 5 Part 2 extended and Part 3 conformant.3.3 Conformance with PackagesThe DBMS cPP does not claim conformance to any functional packages.The DBMS cPP claims conformance to the EAL2 assurance package augmented byALC_FLR.3 Systematic flaw remediation.3.4 Conformance with other Protection ProfilesThe DBMS cPP does not claim conformance to any other Protection Profile.3.5 Conformance StatementDBMS cPP requires exact conformance by an ST.Exact Conformance is a subset of Strict Conformance as defined by [CC1]. ExactConformance is defined as the ST containing all of the SFRs in section 6 (these aremandatory SFRs) of this cPP, and potentially SFRs from Appendix A (these areoptional SFRs). While iteration is allowed, no additional requirements from [CC2],[CC3], or definitions of extended components not already included in this cPP) areallowed to be included in the ST. Further, no SFRs in section 6 of this cPP areallowed to be omitted.3.6 PP-ConfigurationThe collaborative Protection Profile for Database Management Systems (DBMS cPP)is structured as a base Protection Profile, able to accommodate a set of (optional)PP-Modules.Page 15 of 61v 1.3"

[New Text]: "Chapter 2. Conformance Claims2.1. Conformance with CCThis cPP conforms to the requirements of Common Criteria:2022 as defined by the references [CC1],[CC2] and [CC3]. The framework for the specification of evaluation activities is defined in [CC4], theassurance package is defined in [CC5], and the methodology applied for the PP evaluation is definedin [CEM]. This cPP also accounts for errata and interpretations for CC:2022 and CEM:2022 [CCE].This cPP applies exact conformance, selection-based SFRs, and optional SFRs as defined for CC:2022.This cPP satisfies the following Assurance Families: APE_CCL.1, APE_ECD.1, APE_INT.1, APE_OBJ.2,APE_REQ.2 and APE_SPD.1.2.2. Conformance with CC parts 2 and 3DBMS cPP is CC:2022 Part 2 extended and Part 3 conformant.2.3. Conformance with PackagesThe DBMS cPP does not claim conformance to any functional packages.The DBMS cPP claims conformance to the EAL2 assurance package defined in [CC5], augmented byALC_FLR.3 Systematic flaw remediation.2.4. Conformance with other Protection ProfilesThe DBMS cPP does not claim conformance to any other Protection Profile.2.5. Conformance StatementDBMS cPP requires exact conformance by an ST.Exact Conformance is a subset of Strict Conformance as defined by [CC1]. Exact Conformance isdefined as the ST containing all of the SFRs in section 6 (these are mandatory SFRs) of this cPP,potentially SFRs from Appendix A (these are optional SFRs), and all applicable SFRs from AppendixD that are required by selections made in the mandatory SFRs. While iteration is allowed, noadditional requirements from [CC2], [CC3], or definitions of extended components not alreadyincluded in this cPP) are allowed to be included in the ST. Further, no SFRs in section 6 of this cPPare allowed to be omitted.2.6. PP-ConfigurationThe collaborative Protection Profile for Database Management Systems (DBMS cPP) is structured asa base Protection Profile, able to accommodate a set of (optional) PP-Modules.11"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V1.3.pdf

collaborative nrotection nrofile for databhase management systems

4. Security Problem Definition

In this section, the security oroblem definition (SPD) for a DBMS .is described. First,
the informal discussion of the SPD. is nresented followed by a mare farmal
descriotion in terms of the identified threats. policies. and. assumntions that will he
used to.identify the snecific security reauirements addressed hv this cPP.

4.1 _Informal Discussion

Given their common usage as renositories of high value data, attackers routinely
taraet DBMS installations. for compromise. VVulnerahilities that attackers may take
advantage of are:

o _Desion flaws and proorammina bugs in the DBMS and the associated
oroorams and svstems, creatina various securritv vulnerabilities (e.q. weak or
ineffective access. controls) which can Iead to data loss/carruption.
performance dearadation etc;

o _lInauthorized or unintended activity or misuse by authorized database users.
or network/systems manaaers. or hv unauthorized users nr hackers.(e.g
inapnrooriate access tn sensitive data, metadata or functions within
databases. or inappropriate changes to the database programs. structures or

————saruFibrepiqrratiensy

o _Malware infections causina incidents such as unauthorized access, leakage
or disclosure of personal or pronrietary data, deletion of or damaqe fo the data
or nrograms, interruption or denial of authorized access.to the database.
attacks.on other svstems and the unanticinated failure of database services:
and

o _Data corruption and/or loss caused by the entry.of invalid data or commands,
mistakes.in database or.system administration.processes. sahotage/criminal
damaaqge efc

4.2 Assets and Threat Aaents

The threats given in section 4.3 refer to varinus threat agents and assets. The term
"threat agent" is defined.in CC Part 1,

The assets. mentinned in. Table 1 helow. are either.defined.in CC Part 1. or.in the
glossary which. will he nrovided in the Apoendix of the cPP_document

The terms."TSF data", "TSF" and "user data", are defined in. CC Part 1. The terms
"public ohiects" and "TOE resources" are aiven in.the qlossary which will be provided
in the Apbpbendix of the cPP document
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CRapter 3. Security Problem Definition

In this section, the security vroblem definition. (SPD).for a DBMS.is described. First, the informal
discussion of the SPD is presented followed hv a more formal descrivfiop in.terms.of the. identified
threats,.policies, and assumntions that will be used. to.identify the snecific.securitv requirements
addressed hv this,.cPP.

2.1. . Informal Discussion

Given.their common .usage.as.renositories. of high value data, attackers routinely.target DBMS
installations for.compromise. Vulnerahilities. that attackers.may.take advantage of are;

¢ Design flaws and nrogramming bugs.in.the DBMS and the assaciated. nrograms.and svstems,
creating various security vilnerahilities (e.g.weak or ineffective access controls) which can lead
to data Joss/corruption, nerformance degradation.etc:

o Unanthorized. .or. unintended . activitv . or. .misuse. by . authorized. database. users,. or
network/systems managers, .or by unauthorized users or hackers.(e.g..inaporopriate access to
sepnsitive . data, .metadata_or functions within databases, .or. inappronriate .changes to .the
database programs, structures or.security configurations):

« Malware. infections .causing. incidents such. as. unauthorized. access. leakage or disclosure of
persnnal or oroprietarv data, deletion of or damage to the.data or programs.. interrupfion or
denial. of autbhorized access.to the datahase, attacks on.other.svstems and the. unanticipated
failure nf.database services: and

¢ Data corruption and/or loss caused by the entry of invalid. data or commands, mistakes in
database or system.administration nrocesses, sabntage/criminal. damage etc.

3.2. Assets and Threat Agents

The threats given.in section 4.3 refer to.various.threat agents and assets.. The ferm."threat agent'. is
defined.in £C Rart 1.

The assets, mentinned.in Table 1 helow, are either defined in.CC.Part.1, or.in the glossary which will
be provided in the Anpendix.of the.cPP dacument.

The terms "TSF data”, "TSF" and."user data’, are.defined.in CC Part 1, The terms "public nhjects" and
"TQE resources' are given in the.glossary .which will he vrovided.in .the Anpendix. of the cPP

dacument,

2.3 . Threats

The following.threats are identified and addressed by the TOE.and.should be read.in copjunction
with.the threat rationale.

Compliant . TOEs. will. nrovide. security. functionality. that addresses threats.to.the TQE and
imnlements nolicies that are.imnased bv the organization, Jaw.or regulation.
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4 2. _ Threats

The following threats. are identified and. addressed hv the TOE and should be read in
conjunction with the threat rationale,

Compliant. TOEs will orovide security functionality that addresses threats to the TOE
and implements oolicies that are imposed by the organization. |aw or regulation.

Table 1: Threats Aovolicable to the TOF

Thrant | petinitine

A user.or a process may.read or madifv. TSF.data usino
T ACCESS TSEFDATA functions of the TOFE without beina identified, authenticated
and. autharizad.,

A user or a2 process. may.use, manage or.modify.the TSF

T-ACCESS_TSFFUNC bvnassino.the protection.mechanisms nf the TSE

A user.wha has.nnt.stccessfully. comnleted identification
T.1A USER and authentication mav. gain.unauthorized access to user
data or. TOE resources.bevond nublic obiects.

A.user or a process . acting.on hehalf of a.user mav aain
unauthorized access to user.or TSE data.through
reallocation nf. TOE resourres from one user.or nrocess tn
ancther,

T.RESIDUAI _DATA

An authenticated user ar.a.process..in conflict with the
T.UNAUTHORIZED, ACCESS TOF security nolicy, may.oain.unauthorized access to vser
data

4.4 Orqanizational Security Policies

The following. oraanizatinnal securitv naolicies are addressed by cPP-conformant
TOEs:

Table 2: Policies Applicahle tn the TOE

Pnlicy | Defipition

P.ACCOUNTABILITY | o iammsm s o i =i

their actianswithin tha TOE

Administrative autharitv tn TSE functinnality shall he given fo
trusted.personnel.and he as restricted as possible while
suponrtina.only the administrative duties the oerson.has. This
role shall be.separate and distinct. from other authonrized usears,

B.ROLES

Antharity. shall.only be aiven.te users who are trusted to
D.USER orrform the actinns.correctly. and are nermitted hy.the
orgAanization.to access user data.
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Trlbléx Table. 1: Threats Apvlicahle to. the TOE
Threat

TACCESS.TSFDATA

TACCESS.TSFELINC

TIA USER

TRESIDIJAT, DATA

TUNAUTHORIZED ,ACCESS

Definition

A.user.or.aprocessmay.read or.modify TSFE data
using functions of the TOE without being
identified. authenticated and authorized.

A user or.a.pracess.may.use, manage or.modify

the TSF. bynassing the.protection mechanisms.of
NI Y

A user. who has not successfully.comnleted
identification and authentication may gain
unautherized accesste user dataor TOE

resonrces hevond public ohjects.

A user.or.a.process.acting on. behalf of a. user
may gain.unauthorized access.to nser or TSE
data.throngh reallocation.of TOF, resources.from
one user or.process to.another.

An.authenticated. user.or a nrocess. in conflict
with.the TQE security nolicy,. may.gain

~~~~~~~

3.4. Organizational Securitv Policies

The following organizational security nolicies are. addressed by cPP-conformant TOEs:

Table 2. Table 2: Policies Appvlicahle to.the TOE

Policy

PACCAIINFABILITY,

PRALES

,,,,,,

3.5. Assumptions

Definition

AAAAAAAAAAAAAA

accountahla for.their actianswithin the TOF,

Administrative autharity to TSE.functionalitv
shall be.given to trusted. personnel and he as
restricted as nossible while sunporting onlv the
administrative duties the person has. This role
shall be.separate and distinct from other
autharized.users

Authority shall only he given. to users who are
trusted to perform the actions.correctly.and are
permitted hy the organization.to access user
data;

This section contains assumptions regarding the IT environment in.which the TOFE will reside.
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4.5 Assumptions

This section contains assumptions. reqarding the |IT environment in which the TOE
will reside.

Table 2: Assumptions Apolicahle to the TOFE Environment

Assumptinn | Definitinr

Phvsical asnects

The aperational.environment. is assumed.to pravide the. TOE with
anprapriate nhysical nrotectinn such that the TOE is not suhiject to
ohysical attack that. mav compromise the.security and/or interfere with the
olatform’s correct.oneration. This incliides nrofection for the nhysical
infrastructure nn which the TOE depends for.correct ooeration and
hardware devices on which the TOE is executina.

APHYSICAL

Parsnnnel asnects

Autharized vsers nassess the necessary autharization to arcess. the
ALUTHLISER information manaaed. by the TOF in.accordance with nrganization
information access nalicies.

The TQE security.functionality.is manaaed.by nne.or mnre competent,
autharized.administrators. The svstem administrative nersonnel are nnt
careless. willfully nealigent, ar hnstile. and will follow and.ahide hy.the
instructions nrovided bv the auidance. documentation,

AMANAGE

Antharized users are sufficiently. trained to accomnlish a task or a aroup of
ATRAINEDLISER. | tasks within a secure IT environment hv exercising confrol nver their user
data

Proceadvural aspernts

There are no general-nirnnse computing.capabhilities (e.a., compilers or
user applications).availahle an. DBMS . sarvers, other.than those services
necessary for the oneratinn, administration. and supnort of the DBMS,

ANO. GENFRAL.
DIRPOSE

All external IT systems trusted by the TSF to.provide TSE data.or services
to.the TQOE, ar.to suonart.the TSF.in the enforcemeant of security onlicy

A PEER_FUNC. & | decisions are assumed.tn correctly imolemeant the functionality used.by

. MGT the TSF ronsistent with the assumptions defined for this functionality and
to be.propnerly. manaaged and.onerate 1inder security onlicy constraints
compatible with those af the TOF,

Anv information.orovided by a trusted. entity in the.|T environment and
used.to sunport.the. provisinn of time and.date. information used.in audit
capture, user avthentication..and avthorization that is.used.by the TOF is
carrect.and 1ip. tn date.

ASUPRORT

Connectivitv asperts

All connections to.and from remonte triisted IT systems and between
separate.parts of the TSE are nhysically and/or loaicallv. pratected. within

A.CONNECT the TOFE envirnnment tn ansure the integrity and. confidentiality. of the data
transmitted and_ tc ensure the authenticitv of the .communication end
onints.
vA.3 Paqe 18 of 1


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systems4.5 AssumptionsThis section contains assumptions regarding the IT environment in which the TOEwill reside.Table 3: Assumptions Applicable to the TOE EnvironmentAssumption DefinitionPhysical aspectsA.PHYSICALThe operational environment is assumed to provide the TOE withappropriate physical protection such that the TOE is not subject tophysical attack that may compromise the security and/or interfere with theplatform’s correct operation. This includes protection for the physicalinfrastructure on which the TOE depends for correct operation andhardware devices on which the TOE is executing.Personnel aspectsA.AUTHUSERAuthorized users possess the necessary authorization to access theinformation managed by the TOE in accordance with organizationinformation access policies.A.MANAGEThe TOE security functionality is managed by one or more competent,authorized administrators. The system administrative personnel are notcareless, willfully negligent, or hostile, and will follow and abide by theinstructions provided by the guidance documentation.A.TRAINEDUSERAuthorized users are sufficiently trained to accomplish a task or a group oftasks within a secure IT environment by exercising control over their userdata.Procedural aspectsA.NO_GENERAL_PURPOSEThere are no general-purpose computing capabilities (e.g., compilers oruser applications) available on DBMS servers, other than those servicesnecessary for the operation, administration, and support of the DBMS.A.PEER_FUNC_&_MGTAll external IT systems trusted by the TSF to provide TSF data or servicesto the TOE, or to support the TSF in the enforcement of security policydecisions are assumed to correctly implement the functionality used bythe TSF consistent with the assumptions defined for this functionality andto be properly managed and operate under security policy constraintscompatible with those of the TOE.A.SUPPORTAny information provided by a trusted entity in the IT environment andused to support the provision of time and date, information used in auditcapture, user authentication, and authorization that is used by the TOE iscorrect and up to date.Connectivity aspectsA.CONNECTAll connections to and from remote trusted IT systems and betweenseparate parts of the TSF are physically and/or logically protected withinthe TOE environment to ensure the integrity and confidentiality of the datatransmitted and to ensure the authenticity of the communication endpoints.Page 18 of 61v 1.3"

[New Text]: "Table 3. Table 3: Assumptions Applicable to the TOE EnvironmentAssumption DefinitionPhysical aspectsThe operational environment is assumed toprovide the TOE with appropriate physicalprotection such that the TOE is not subject tophysical attack that may compromise thesecurity and/or interfere with the platform’scorrect operation. This includes protection forthe physical infrastructure on which the TOEdepends for correct operation and hardwaredevices on which the TOE is executing.A.PHYSICALPersonnel aspectsAuthorized users possess the necessaryauthorization to access the informationmanaged by the TOE in accordance withorganization information access policies.A.AUTHUSERThe TOE security functionality is managed byone or more competent, authorizedadministrators. The system administrativepersonnel are not careless, willfully negligent, orhostile, and will follow and abide by theinstructions provided by the guidancedocumentation.A.MANAGEAuthorized users are sufficiently trained toaccomplish a task or a group of tasks within asecure IT environment by exercising controlover their user data.A.TRAINEDUSERProcedural aspectsThere are no general-purpose computingcapabilities (e.g., compilers or user applications)available on DBMS servers, other than thoseservices necessary for the operation,administration, and support of the DBMS.A.NO_GENERAL_ + PURPOSEAll external IT systems trusted by the TSF toprovide TSF data or services to the TOE, or tosupport the TSF in the enforcement of securitypolicy decisions are assumed to correctlyimplement the functionality used by the TSFconsistent with the assumptions defined for thisfunctionality and to be properly managed andoperate under security policy constraintscompatible with those of the TOE.A.PEER_FUNC_&_MGT14"

Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V2.0.pdf

Tablex Table 3: Assumptions Apvlicable to the TOE Environment

Assumption
Phvsical aspects

APHYSICAL

Personnel aspects

AAUTHUSER

AMAMAGE

ATRAIMEDUSEP

Procedural asnects

ANQ _GENERAL, + PURPQOSE

A.PEER_FUNC. & MGT

Definition

The operational environment is.assumed ta
provide.the TQE with appropriate physical
protection such that the TOE.is not subject to
physical attack that mav compromise the
security. and/or interfere with the platform’s
correct operation. This includes.protection for
the physical infrastructure on which.the TOE
depends for correct operation.and hardware
devices on which.the TQE. is executing

Authorized users possess.the necessary
authorization to.access theinfarmation
managed by the TOE.in accordance with
organization.information.access nolicies.

The TOE security functionality. is managed by
one or.more competent. authorized
administrators. The system.administrative
personnel are not careless, willfullv negligent,.or
hostile, and will follow and.abide by the
instructions nrovided by the gnidance
dacumentation

Authorized vsers are sufficiently frained to
accomplish a task or.a.group.of tasks within a

secure IT environment hv exercising.contral
overtheir ncer data,

There are no.general-purnose comnuting
capabilities (e.g.. compilers.or user.applications)
availahle.on DBMS servers.other.than.thase
services necessary for the operation,
administration, and supoort of the DBMS,

All external IT systems trusted by.the TSE.to
provide TSF data or services to the TOFE, .or to
support.the TSF.in the enforcement of security
policy.decisions.are assumed to.correctly
implement.the functionality used. by the TSF
consistent with the.assumptions defined for this
functionality. and.to he nronerly. managed and
operate under.securitv nolicy constraints
comnatible with thonse.of the TOF,
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5. Security Objectives

This section identifies the security nhiectives of the TOE and its suoportina
envirecnment,

These security obiectives identify the resoonsibilities of the TOE and its environment
in meetina the security prohlem definition (SPD)

5.1 _TOE security obiectives
51.1 . 0.ADMIN. ROLE

The TOE shall orovide. roles that allow only authorized users to have access to
administrative nrivileaes that are snecific to the role.

51.2_ 0.AUDIT_GENERATION

The TOE shall orovide the capability to detect and create/oenerate records of
securitv relevant events associated with users.

51.2 _0Q.DISCRETIONARY _ACCESS

The TSF shall control access nf subiects and/or users to named resources hased.on
identity of the obiect, subiect, or user. The TSE shall allow authorized users tn
snecify for.each access mode which users/subiects are allowed to.acress a specific
named obiect in that access mode

514 0DARA

The TOE shall ensure that users are authenticated before the TOE nrocesses any
actions that reauire authentication.

515 Q.MAMAGE

The TSF shall nrovide all the functions and facilities necessary to manage TOE
security mechanisms. and shall restrict. such manaaement actions to authorized
USers.

51.6  O.RESIDUJAL_ INFORMATION

The TOE shall ensure that anv information contained in a protected resource within
its control is.not inannropriately disclosed when the resaurce is reallocated.

51.7 0.TOE_ACCESS

The TOE shall orovide functionalitv that controls a user's logical access to.user data
and to tha TSE.

VA3 Paae 19.0of 61
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Assxl[\ti on

Connectivity.aspects

Definition

Any information provided hv a frusted entitv in
the IT environmwent and.used to.sunport.the
provision. of time and date, information.used.in
andit capture, user.authentication, and
anthorization that is.used hy.the TQE is correct
and un to. date.

All.canpecticns to and from remote trusted. JT
svstems.and between separate parts of the TSE
are physically.and/or logically protected within
the TOE environment fo ensure the integrity and
confidentialitv of the data transmitted.and fo
ensure the anthenticity of the communication
end naints,
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5.2 _Securitv Objectives for the Opnerational Environment
524 NE.ADMIN

Those resnonsible for the TOE are competent and frustworthy individuals. capable of
manaqging the TOFE and the security of the information it.contains

52.2 OFE.INFO_PROTECT

Thonse resnansible for the TOE shall establish and implement brocedures to ensure
that infarmation is. protected in an appropriate manner. In.particular:

o _All.network and oeripheral cahling shall he approved for the transmittal of the
most sensitive data transmitted over the link. Such phvsical links. are assumed
to he adeguately protected against threats to the canfidentiality.and inteqrity
of the data transmitted. usina aporopriate physical.and logical nrotection
technigues.

o _DAC protections on security-relevant files (suich as audit trails and
authorization databases) shall alwavs be set un correctly.

o _llsers are authorized to. access parts of the data managed by the TOE and
are trainad to.exarcise.contral.ovar thair awn data.

523 OFENO GENERAL __PURPOSE

There shall he no general-purnose computina capabilities (e 0... compilers.or user
annlications) availahle.on. DBMS servers. nther than those services necessary. for
the operation, administration. and support of the DBMS,

5.2.4. NE.PHYSICAL

Thnse resnansible for the TOE shall ensure that those parts. of the TOE critical to
enforcement nf the security policy are protected from physical attack that mioht
compromise | T security obiectives, The protection shall be commensurate with the
value of the IT assets nrotected by the TOE.

5.3 _Securitv Objectives for the Operational IT Environment
531 OF.IT_IRA

Any infarmation nrovided by a trusted entity.in the environment and used to.suonort
user authentication and authorization used hv the TOE is.correct.and.uo.to date

53.2 OFIT _TRUSTED SYSTEM

External IT svstems may he reguired by the TOE for the enforcement of the security
oolicy. These external trusted IT svstems shall be managed accordina to known,
accepted, and trusted nolicies based on the same rules.and oolicies applicable to.the
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CRapter 4. Security Objectives

This sectinon identifies the securitv obhjectives.of the TOE and its supporting environment.

These security obiectives identify.the responsibilities of the TOE.and its environment. in meeting the
security. prohlem definition (SPD)

4.1. TOE security objectives

41.1 0 ADMIN ROJLF

The TOE shall nrovide.roles that allow.only authorized users.to have access.tn administrative
privileges that are specific fo.the role.

4.1.2. 0. ATJDIT,. GENERATION

The TOE shall nrovide.the capability to. detect and create/generate.records of security relevant

avents asceciated.writh.isers,

4.1.3. ODISCRETIONARY ACCESS

The TSE shall control access. of suhjects and/or.users.to named resovrces based.on.identitv of the
ohiect. subiect, or user. The TSE.shall allow authorized nsers to snecify for.each access mode which
users/subiects.are allowed fo access a specific named obiect in.that access.mode,

4.1.4. DJXA

The TOFE _shall ensure that users_are authenticated before the TOFE processes any. actions that
reguire authenticafion.

4.1.5. OMANAGE

The .TSF. shall. nprovide . all._the functions. and .facilities . necessary. to. manage. TOF. .securitv
mechanisms, and.shall restrict such management.actions to authorized nsers.

4.1.6. O.RESIDUAL. INFORMATTON

The TOE shall. ensure that anv information contained in.a profected resource within. its. control. is
not inappropriatelv disclased when the resource is.reallocated.

41.7. 0.TOE ACCESS

The TOE shall orovide.functionalitv that controls a user’s logical access to.user.data.and to the TSE.
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TOE., and are physically and shall he sufficiently protected from any attack that mayv
cause those functions to nrovide false resuilts.
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4.MSecurity Obiectives for the Operational
Environment

4.2, QEADMIN

Those resoonsible for the TOE . are competent and. trustworthy.individuals, capable.of managing the
TOE and the securifty.of the.information.it. confains,

42.2. OEINFOQ_PROTECT

Those resoonsible for the TOE. shall establish and.imnlement procedures to.ensure that information
is protected in.an.approoriate manner, In particular:

o All. petwork and peripberal cabling.shall he aporoved for.the fransmittal of the. maost sensitive
data.transmitted.over fthe.link. Such. physical links are assumed. to. he adequately .praotected
against threats to the confidentiality.and integrity of the data fransmitted nusing appropriate
physical and.logical nrotection techniques.

» DAC.protections .on.securitv-relevant. files (such as audit. trails. and. authorization. datahases)
shall always be set up carrectly.

s Users are authorized to.access parts.of the data.managed. by.the TOFE and.are frained to.exercise
contrel overtheir.cwn data

42.3 OENO. GENERAL, PURPOSE

There.shall be no.general-nurnose.comouting. capahilities. (e.g.. compilers or user.applications)
availahle.on. DBMS servers, other than those services necessary for.the operation, adminisftration,
and supoort of the DBMS,

4.2.4. QE.PHYSICAL,

Those resonnsible for the TOE.shall ensure.that those narts.of the TOE critical to enforcement of the
security nolicv are protected from nhysical attack that might comnromise. IT.securitv ohjectives.
The nrotectiop shall he commensurate with the value of the IT. assets.protected hy the TOE.

4.3. Security Obiectives for the Operational IT
Environment

431 NOEIJT 1&A

Any .information. nrovided by _.a tfrusted entity.in. the environment and. used to support user
anthenticarion and.authorization.used hy.the TOE is correct and up.to date,

42.2. OEJT TRUSTED SYSTEM

Exteggal 1T systems may be required by the TOE for the enforcement of the security.policy, These
external trusted IT systems shall he managed according to.known, accepted, and. trusted nolicies
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6. Security Functional Reguirements
The individual security.functional reauirements. are specified.in the sections below.
6.1 _Class: Security Audit (FAU)

6.1.1 _Audit Data Generation (FAU GEN)

FAU _GEN.1.1
The TSF shall he ahle to generate an audit record of the followina auditable events:

a) Start-un and shutdown of the audit functions:

b) _All auditable events for the minimum level of audit listed in Tabhle 4:
Auditahle FEvents: and

c) [Start-up and shutdown of the DBMS: and

d) Use of snecial permissions (e.0.. those often used by authorized
administrators to circumvent access control policies).]

FAU_GEN.1.2

Ihe | SF.shall record within each audt record at least the ollowing Intormarian:

a) Date and time of the event, tyne of event, subiect identity (if aonlicable), and
the outcome (success or failure) of the event: and

b) For each audit.event tvpe, based on the auditable event definitions of the
functional comnonents included. in the cPP/ST. [information specified .in
cnlumn. three of Table 4: Auditable Eventsl.

Aonlication Note 2: . In.column 3.0f the table below, “Additional Audit Record Contents” is
used tn designate dafa that should be.included in.the audit record.if it
‘makes sense” in the context of the event which generates the.record.
If.no.other informatinn is.required (other than that listed in.item.a)
ahave) for a narticular auditable event tvpe. then an assionment of
‘none” is accentable.

Tahle 4: Auvditahle Fvents

Caluon 1: Caluyon 2: Caluon 3:
Sacurity Functional Auditable Event(s) Additinra! Aiidit Rarcerd!
Renavirement Cantantz
FALI _GEN.1 Nans Nans
| |
FAL _GEN 2 | None | Nons
FALI _SE!_1 Al madifications ta tha andit The identitv nf.the
canfiguration that occur autherized . adminiztrater
vAa:3 Paae 22 of 61
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Calyon 1

Calyon 2:

Calyon 3

Sacurity Functional Auditable Event(s) Additinra! Arndit Racerd!
Renvirement Cantantz
while.the.2udit.callection that made the chanae tn the
functions are cperating andit.confiauration
FDP _ACC.1 Nane Nane
|
FDP _ACF 1 Successful requasts tn ! None
oerform an ooeration on an
ohject coverad by.the SFP
FDP RIP.1 Nane Nane
| |
FIA. ATD.1 | Nans | Nane
|
FIA LIALL? Ar.cess denied hy | None
authenticaticn.mechaniam
FIA LJID.2 Ar.cess denied hy The user.identity provided
authenticaticn.mechaniam
FMT _MSA 1 Nane Nane
| |
FMT _MSA 3 | Nons | Nons
| |
FMT _MTD. 1 | Nons | Nons

FMT .REV.1(1)

Unsucepezsfil revoeation of

security attrihutes

Identity. of individual
attemoting.to revoke
security attrihutes

FMT .REV.1/2)

Unsuceezsfil revoeation of

security attrihutes

Identity. of individual
attemoting.to revoke
security attrihutes

FMT _SMF 1 Use of the management Identitv. of the administrator
fugstiqns oerformina these functions
FMT _SMR.1 Modifications to the.groun of Identitv. of authorized
users that are part of a role administrator madifvina.the
rcle definition
FPT TRC.1 Restorina. consistency. None
|
FTA MCS.1 Reiectinn of 2 new session | None
hased an the limitation of
multinle concurrent sessinns
FTA TSE.A Deanizal of 2.sacsion Identity. of the individual

actablicbmant due ta tha
sassion astahlishmant
mechanicm

attemoting.to establish a
sossion

FAU_GEN.2.1

For audit events resultina. from actions of identified users and any.identified arouns,

the TSF shall be able to assaciate each auditahle event with the identity of the

[selection: "user

user and aroun'] that caused the event,

v.1.3
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CRapter 5. Security Functional
Requirements

The individual security functional requirements are specified in the sections.below

5.1. Class: Security Audit (FAU)

5.1.1. Audit Data Geveration (FAU_GEN)

FATJ.GEN.1 Andit data generation

FATJ.GEN.1.1
The TSE shall he able to generate audit data of the follawing auditahle events:

o Start-up and.shutdown of the audit functions;

o Al auditahle evepts for.the lselection: minirvuml level of audit Jisted. in.Table. 4. Auditabhle
Events: and

s [assignment: Start-up.and.shutdown of the DBMS; and use of special permissions. (e.g.. those
often used by authaorized administrators to.circumvent access control naolicies).]
FAT].GEN.1.2
The TSE shall record. within the andit data atleast the following information:
 Dafe and. fime of the auvditahle event, tvne of event, subject identity. (if applicable),.and.the
ontcome fsuecess.or failure) of the event: and

» For each. auditahle_ event tyne, based. on the auditable. event. definitions of .the functiopal
comnonents.included in the PP.PP-Madule, functional nackage.or ST, [assignment: information
specified in column three. of Table 4: Auditable Fvents].

Apnlication_Note.1: .In column 3. of. the table_helow, . “Additional Audit Data. Contents” .is used.to
designate.data.that should he included.in the audit data if it. “makes.sense” in the. context.of the event
which generates. the data. If no other.information is.reauired (other.thon.that listed in item a).abnve)
for.a particular auditable event tyne, then an assignment.of “none”.is acceptoble

..............

Co]w 1: Security Functional. Column 2: Anditable Event(s) Caluvmn 2:.Additional Andit

Remfi®ement Data Covtants
FATT _GEN.1 None Naope
FALT .GEN.2 None Nope

X
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6.1.2 . Securitv audit event selection (FAU_SFEIL)

FAU SEL 1.1

auditable events based on the followina attributes:

a) user identity;

b) [selection: abiect identity. useridentity; subiect identity, host identity, group
identitv, event tvpe, success of auditable security events, failure of
auditable security eventsl;

c) [assionment: list of additional attributes that audit selectivity is based uonon]

Avonlication Note 3: . “event tyne” is to.be defined by the ST author: the.intent is. to he able

toinclude.or axclizda clagses. of avdit avents,

Avnlication Note 4: . The intent of this reouirement is.to capture sufficient audit data to
allow the administrators to perform their tasks: additional audit. data
mayv be captured.

6.2 _Class: User Data Protection (FDP)

6. 2.1 _Access control nolicy (FOP_ACC)

—FBR-ACGC4-Subset-accecss-eentrel

FDP. ACC.1.1

The TSF shall enforce the [Discretionary. Access Control nolicvl to. objects on [all
subjects. all. DBMS-controlled obiects, and all operations amona them].

FDP. ACF.1.1

The TSF shall enforce the [Discretionary. Access Control naolicyl to obiects based on
the followina: [assionment: list of subjects and obiects contralled under the indicated
SFP. and for each, the SEP-relevant security attrihutes, or named grouos of SFP-
relevant security attributes].

Aonlication Note 5: . DBMS-controlled obiects. may be implementation-specific objects that
are presented to authorized users at the 1ser interface to the DRMS.
They may.include. hut are not limited to tables. records, files. indexes.
views,.constraints. stored queries, and mefadata. Data structures that
are. not nresented.to authorized vsers.at the DBMS uisar interface. but
are used internallv, are. internal TSF.data. structures. Internal TSF data
structures are not.controlled accordina fo the rules snecified in
FDP._ACF.1.
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Co]vxn 1: Security Functional

Renquirement

FAIT SET.A

%

EDP ACCA1
EDP ACF 1

FDP RIP.1
FTA _ATD.1
FTA TJATTL.2

F1A TJID.2

EMT.MSA.1 (1)
FMT.MSA.1(2)
FMT.MSA.R
EMTLTMTD A
FMT.REV.1(1)

FMT.REV.1(2)

2

FMT.SME.1

FMT.SMPR.1

EPT _TRC.1

FTA MCS.EXT.1

FTA TSF.1

Column. 2: Anditable Fvent(s)

All.medificationsto the andit
configuration that occir while
the.audit.collecticn. functions
are operating

None

Successful requests to perform
an operation. on.an.obiect
covered by.the SEP

None

None

Access denied by authentication

mechanism

Access denied by authentication

mechanism
None
None
None

None

,,,,,,,

security attribufes

Unzuccessful revacation of

security attributes

Use of the management

fanctians

Modifications to the groun of
users that are art of a role

Restoring.consistency

Reiection.of A new sessinn
hased.onthelimitation of

multiple concurrent sessions
Danial of.a.session

..........

session establishmeant

mechanism

Calvmn 2. Additional Andit

Data Covtante

The identity of the authorized
administraterthat made the
change to the audit
configuration

Napre

None

Napre
Nore

None

The user identity nrovided

Nape
Nape
Nape
Naope

Identity.of individuval
aftemnting.to revoke security

\\\\\\\

Identity.of individuval
aftemnting to revoke security
attribhutes

Identity.of the. administrator,
performing these functions

Identity.of authorized
administrator modifving the
rale defiviticn.

None

None

Identity.of the.individnal
aftemnting.to establish a

sasgion
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Avonlication Note 6: . Named grouns of securitv atfributes can. be.snecified to provide a
convenient. means to.refer.to multinle securitv aftributes. In this PP,
‘Nemed groun of SEP-relevant security attributes’ refers. to a.groun of
aftributes that ran be.associated with an ohject or a subject. For.
example, this could be.a.named Access Control List (ACL).

FDP. ACF.1.2

The TSF shall enforce the followina rules to. determine. if an aperation. among
contralled subjects and controlled objects is allowed: [assignment: rules governina
access among contralled suhijects and controlled ohjects usina controlled onerations
on contralled obiects].

FDP_ ACF.1.3

The TSF shall explicitly authorize access of subiects to ohjects based on the
fallowing additional rules: [assionment: rules, based on security attributes. that
exnlicitly authorize access nf subiects tn obiects].

FDP, ACF.1.4

The TSF shall explicitly denv access of subiects to ohjects based on the followina
additional rules: lassignment: rules, based on security attributes, that exnlicitly deny
access of subijects fo obiects].

6.2.2  Residual information orotection (FOP. RIP)

FDP_RIP-4-Subsetresiduaking . T

FDP. RIP.1,1

The TSF shall ensure that any previous information content nf a resniirce is made
unavailable unon the allocation of the resource to the followina ohiects: [assianment:
list of ohiects].

6.3 Class: Identification and authentication (FIA)

Avonlication Note 7: _ It is.drawn. to the aftention of the ST writer that the identification and
authentication familv was written.in such a.way that the SFRs might
be used.in either the case.that Identification and Authentication (1&A)
services are nerformed by.the TOF itself or that they.are performed
within the . TOQFE environmant,

6.3.1 lUser authentication (FIA_ 1JAU)

[FA—UAL2U thontioationbok G

FIA _UAU.2.1

The TSF shall reaquire each user to he successfully authenticated hefore allowing
any nther TSF-mediated actions on behalf of that user

VA3 Paae 25 of 61
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FATJ . GEN.2 TJser identitv assonciation

FAT] . GEN.2.1

For audit.events resulting from actions of identified users and any.identified grovps. the TSE shall
be ahle ta associate each.auditable event with the identity. of the [selection: user, nser and grounpl
that caused the event,

5.1.2. Securitv audit event selection (FAU _SEL)

FAT].SEL 1. Selective avdit

FATJ.SEL.1.1

The TSF shall ba.ghla.ta selact the.sot af.eventz to he andited from.the set.of all anditahle.events
based on the following attributes:

s user identity:

* [selection: obiect identity, aserddentity. subiect identity, bost. identity, group identity, event
tvpe. success of auditahle security events, failure of auditahle security events]:

« [assignment: list of additional attributes that audit selectivitv is based unaon].

A pp%inn Nate 2: “event tyne”.is to.be defined by the ST author: the intent is.to be able to.include.or
exclud®classes of audit events.

Apnlication Note.3: The_intent of this requirement. is.tn .capture. sufficient audit.data. to. allow. the
administrators to.perform. their tasks: additional audit data may he cantured

5.2. Class: User Data Protection (FDP)

5.2.1. Access control volicy (FDP_ACC)

FDP_ACC.J. Svubset.acress contrel

EDP.ACCI.D

The gF shall. enforce the. [assignment: Discretionary . Access Control policyl on_[assignment: all
suhjects, all DBMS-controlled obiects, and.all.overations.among theml.

5.2.2. Access control fimetions (FDP. ACF)

FDP_ACE.1 Security attribute hased access.confro)

3
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6.3.2 User atfribute definition (FIA. ATD)

[ FAATEA-Y stribute-defimit

FIA _ATD.1.1

The TSF shall maintain the following list of security attrihutes helonging to.individual
USers:

a) Datahase user identifier and anv associated group membershins;
b) Security-relevant database roles; and
c) [assionment: list of securitv attributes].

Avonlication Note 8: . The intent of this.reouirement is.to specify the TOF security aftributes
that the TOF utilizes to determine access. These aftributes may . be
controlled by.the environment or by the TOE itself.

6.3.3 User.identification (FIA_UID)

FA—UID-2-Uooridentifioation bef .

FIA _UID 2.1

The TSF shall reouirta oarh user to he successfully identified hefore allowing any

........

6.4 _Class: Security management (FMT)

6.4.1  Managcement of security attributes (FMT._ MSA)

FMT MSA.1.1

The TSF shall enforce the [Discretionary. Accmc (‘ontrol nolicyl to I’F'Qtl’l(‘t the ability
to Imanagel all the security attributes I
[autharized administrators]

EMT_MSA_2-Statio-atiributeinitializat

FMT_MSA.3.1

The TSF shall enforce the [Discretionary. Access Control nolicvl to pravide restrictive
default values for security attributes that are used.to enforce the SFP

Aonlication Note 9: . This requirement aonlies to new obiects at the top-level (e.a., tables).
When lower-level ohjects are created (e.qa.. rows,.cells), these mayv
inherit the permissions.of the too-level obiects by.default. In other
words. the nermissinns of the. ‘child’ objects can take the nermissinns
of the ‘parent’ nhjects hy.default.
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The TSE shall enforce the [assignment: Discretionarv Access.Control.policyl to obiects based.on. the
following: [assignment: list.of subjects.and.ohiects controlled under the.indicated. SFP,.and for.each,
the &relevan‘r security attrihutes, or named.groups of SEP-relevant security attrihutesl.

Apnlication_.Note. 4: DBMS-controlled .objects.may. be .implementation-svecific. nbjects that.ore
presented.to authorized users at.the user. interface.to the. DBMS. They may include, but are not limited
to tahles, records, files. indexes. views, constraints. stored aueries, and metadato. Data structures that
are.not nresented.to authorized users ot .the DBMS user. interface, hut are used internally, .are internal
TSF dota structures. Internal TSF data structures gre not.controlled according.to the.rules specified.in
FDP,ACF.1

Apnlication Note.5: Named grouns of security attributes can. be. svecified.tn .pravide. g _convenient
means. to. refer .ta _multiple security.attributes. .In this .PP. ‘Named groun.of SFP-relevant. security
attributes’ refers .to a.group. of.attributes that .can be associated with.an. object or. a _subject. For
example, this could .be a named Access Control List (ACL).

EOP_ACE.1.2

The TSE shall enforce.the following.rules to determine if an.opneration among confrolled. suhiects
and cantrolled ohijects is.allowed: [assignment: rules.governing.access among. controlled. subiects
and controlled obiects.using cantrolled operations on controlled. cbiects].

FDP _ACE 12

The TSE shall explicitly. avthorize access of subiects to ohjects hased on the follawing additional
rules: lassignment: rules, based.on.securitv attributes. that.exnlicitly. authorize access.of subiects.to

ohi e*]

EDP._ACE 1A

The TSE shall exnplicitly.denyv access.of subjects to.obiects based on.the following addifional rules:
[assignment: rules, based.on security attributes, that explicitly.denv access of subiects to.obiects].

5.2.*Residual information nrotection (FDP RIP)

EDP_RIP.1 Suhset residual information orotection

EDP_RIP.1.1

The TSE shall ensure that.any nrevious informatrion content of a. resource.is made vnavailable unon
the [selection: allocation of the resource tol the following ohijects: [assignment; list of obiects].

5.3. Class: Identification and authentication (FJA)

Apnlication_Note. 6:. It.is .drawn .to .the_attention .of .the ST.writer. .that. the .identification .and
authentication. family was written in.such. a way that the SFRs might be used in. either.the case that
Identification_and Authentication. (I&A). services are. performed. hy. the .TOE. itself or that .they.are
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FMT_MSA.3.2

‘ The TSF shall allow the-[no user] to soecify alternative initial values.to override the
default values when an nhject or information is created.

6.4.2 Manacement of TSF data (FMT _MTD)

e eMTEAManagomontei T Sl

FMT _MTD.1.1

The TSF shall restrict the ability tn [include or excludel the lauditable events] to
[authorized administrators]

A 64.2_ Revocation (FMT_REV)

-V REV=-HRevecation

FMT REV.1.1(1)

The TSF shall restrict the ability to revoke [assianment: list of security. atfributes]
associated with the users under the contral of the TSF tn [the authorized
administrator].

FMT REV.1.2(1)

The TSF shall enforce the rules [assianment: soecification of revocation rules].

FMT_REV.1.1(2)

The TSF shall restrict the ability to revoke [assianment: list of security. atfributes]

associated with the obiects under the contral of the TSF to [the authorized

administrator] and databhase users with sufficient privileges as allowed by the
A Discretionary Access Control policy

FMT_REV.1.2(2)

The TSF shall enforce the rules [assianment: soecification of revocation rules].

6.4.4 Specification of management functions (FMT _SMF)

FMT_SMF-4-Sposifioation-of M Funoh

FMT._SMF.1.1

The TSF shall he capable of performina the following securitv management
furctions:

[

o _Datahase configuration
o _User and role management

vAa:3 Paae 27 of 61
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perf(”ved within the. TOE.environment

5.2.1.TJser anthentication (FIA. TJAU)

FTA UAU.2 User anthentication before any action

ET1A UAU.2.9

The TSE shall.reauire each user.to be successfullv .authenticated. before allowing anv other TSE-
mediated.actions.onbhehalf.of that nser.

5.2.2. VJser attribhnte definition (FIA.ATD)

FIBL,ATN 1. User attrihute definition

FIA _ATN.1.1
The TSE shall maintain the following list of security attributes belonging to individuval nsers:

+ Database user.identifier and.any associated groun membershios;
¢ Securitv-relevant database.roles; and

o [assignment: list of security attributes].

Appﬁrinn Note 7: The. intent of.this reguirement .is. to.specifv the TOE security attributes. that the
TOE utilizes to.determine access.. These.attributes mav be.contralled hv the environment.or hv the TOFE
itself

5.2.3.7Jser identification (FIA. TJIND)

FTA UD.2 User.identification hefore any.action

ETA UN.2.1

The [TSF .shall reaquire.each user.ton.be. successfully identified. hefore.allowing. any. other. TSE-
med®ed.actionsonbehalf.of that user,

5.4. Class: Security management (FMT)

5.4.1. Management of security attributes (FMT,  MSA)

FMT. MSA.1(1) Managewent of security attributes. (I/sers)

FM'I_&ISA.‘L 111)

292
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[selection:

o _Manaaement of arouons

o _Addina or remavina a database

o _Revocation of securitv attrihutes

e _Coanfiguration of the maximum numbher of concurrent sessions
o _Configuration of session estahlishment rules

o _Confiauration of TSF replication and consistencyv

o _Configuration of TOE access information rules

o _No other securitv management functions]

‘ fassianment: anv additional security manaacement functions required to
confiaure the claimed security]

Aonlication Note 10:. The ST author should ensure that all security attributes identified.in
FIA ATD.1.are adequatel managed and protected.

6.4.5  Securitv management roles (FMT _SMR)

-FMI—SMR-4-Seeourity-reles

FVT SVR.1.1

The TSF shall maintain the roles lautharized administrator and lassignment:
additional authorized.identified rolesl]

FMT _SMR.1.2

Tha TSE ehall ha ahla tno associste iisers with roles,

Avonlication Note 11:. This requirement identifies.a. minimum.set of manacement roles. An

ST .may.describe, or an operational environment may contain a finer-

‘ grain decomposition of roles that corresonnd to the rles identifiec
here (e.q., database non-administrative user or datahase onerator),
The ST author.may.change the names of the roles.identified ahove
but the “new’” roles must.still perform the functions that the security
management requirements in.this cPP have . defined. It is not
necessarv fo.list rles that are not exercised.in the evaluated
configuration

6.5 Class: TOE access (FTA)

6.5.1 _Limitation on multiole concurrent sessions (FTA. MCS)

e rT-—T——" vewr :
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The xF shall enforce the [assignment: Discretionary Access.Contral.policyl to restrict the ahility.to
[selection: [assignment; managel] .the security. attributes.[assignment: associated .with. nsersl to
[assignment: authorized administratorsl.

FMT. MSA.1(2) Managewent of security attributes.(Dhijects)

EMT. MSA.1.142)

The TSE shall enforce the [assignment: Discretionarv Access.Control.policyl to restrict. the ahility.to
[selection: fassignment: managell the security attributes fassignment: associated. with ohjects] .to
[assignment: authorized administrators, authorized nsersl.

FMT. MSA.3 Static.attribute initialization

EVIT. MSA.3.1

The TSE sball enforce. the lassignment: Discretionary. Access Control policyl to nrovide [selection:
restrictive]. default values for security attrihutes that.are used to enforce the SFP.

Applggition Note 8: This.reauirement.annlies to new. obiects.at the top-level (e.g.. tables). When lower-
level 8ects are.created.(e.g..rows, cells), these may.inherit the.permissions of the top-level objects by
default. In other. words, the permissions.of the.‘child’.obiects can. take the nermissions of.the ‘varent’
ohjects hy.default.

EVT. MSA.3.2

The TSE shall allow #he [assignment:.no.userl to specifv alternative inifial values to override. the
defanlt valnes.when an ohiect.or information is.created.

5.4.2. Management of TSF. data (FMT _MTD)

FMT. MTD.1 Management.of TSF data

EVT. MTD.1.1

The TSE sbhall restrict.the ahility.to [selection: lassignment: include or exclude]l the. [assignment:
anditable events].to [assignment: anthorized.administratorsl.

5.4.3. Revocation (FMT _REV)

X

EMT. REV.1(1) Revocation.(Jsers)

EVT.REV.1.1(D)

The TSE shall restrict the ability to revoke [assignment: list. of security attributes] associated with
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FTA. MCS.1.1

The TSF shall restrict the maximum_ number of concurrent sessions that belona to
‘ the same user

FTA MCS.1.2

The TSF shall enforce, hv default, a limit of lassianment: default numberl sessions
Der user.

Aonlication Note 12: The ST author is.reminded.that the. CC part 2. [CC2] .para. 473 allows
that the default number may be defined as.a. manaqement function in
EMT.

6.5.2 TOF session establishment (FTA TSE)

FTA. TSE.1.1

The TSF shall he ahle to deny session establishment hased on.[assionment:

‘ attributes that can be set explicitly by authorized administrator(s). includina
user identity. and [selection: group identity, time of dayv. day of the week.
lassianment: list of additional attributesill.

VA3 Paae 29 of 61


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsFTA_MCS.1.1The TSF shall restrict the maximum number of concurrent sessions that belong tothe same user.FTA_MCS.1.2The TSF shall enforce, by default, a limit of [assignment: default number] sessionsper user.Application Note 12: The ST author is reminded that the CC part 2, [CC2] para 473 allowsthat the default number may be defined as a management function inFMT.6.5.2 TOE session establishment (FTA_TSE)FTA_TSE.1.1The TSF shall be able to deny session establishment based on [assignment:attributes that can be set explicitly by authorized administrator(s), includinguser identity, and [selection: group identity, time of day, day of the week,[assignment: list of additional attributes]]].Page 29 of 61v 1.3"

[New Text]: "the [selection: users] under the control of the TSF to [assignment: authorized administrator].FMT_REV.1.2(1)The TSF shall enforce the rules [assignment: specification of revocation rules].FMT_REV.1(2) Revocation (Objects)FMT_REV.1.1(2)The TSF shall restrict the ability to revoke [assignment: list of security attributes] associated withthe [selection: objects] under the control of the TSF to [assignment: authorized administrator,authorized users].FMT_REV.1.2(2)The TSF shall enforce the rules [assignment: specification of revocation rules].5.4.4. Specification of management functions (FMT_SMF)FMT_SMF.1 Specification of Management FunctionsFMT_SMF.1.1The TSF shall be capable of performing the following security management functions: [assignment:Database configuration; User and role management; Configure the session limiting mechanism;[selection: Management of groups, Adding or removing a database, Revocation of securityattributes, Configuration of session establishment rules, Configuration of TSF replication andconsistency, Configuration of TOE access information rules, No other security managementfunctions]; [assignment: any additional security management functions required to configure theclaimed security]].Application Note 9: The ST author should ensure that all security attributes identified in FIA_ATD.1are adequately managed and protected.5.4.5. Security management roles (FMT_SMR)FMT_SMR.1 Security rolesFMT_SMR.1.1The TSF shall maintain the roles [assignment: authorized administrator, authorized users, and[assignment: additional authorized identified roles]].FMT_SMR.1.2The TSF shall be able to associate users with roles.25"

Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Deleted Text
Text
[Text Deleted ]:

"FTA_TSE.1 TOE session establishment"


cPP_DBMS_V2.0.pdf

the I”ectirm: usersl.under the control of the TSF to [assignment: anthorized.administratorl.
FMT. REV.1.2(1D

The TSE shall enforce the rules [assignment: specification.of revocation rulesl.

FMT. REV.1(2).Revocation (Ohjerts)

EMT. REV.1.1(2)

The TSE shall restrict the abilitv to revoke [assignment: list. of security attributes] associated with
the Iselection: ohjects].under the.control of the TSF .to _[assignment: authorized.administrator,
anthorized.users]

EMT. REV.1.2(2)

The |! ;Sha]l enforce the rules [assignment: specification.of revocation rulesl.

5.4.4. Specification of management functions (FMT SMF)

FMT, SMF.1 Specification of Management Functions

EVMT, SMF.1.1

The TSE shall he capahle of performing the following security. management functions: [assignment:
Database.configuration: User.and.role. management: Configure. the session limifting mechanism:
[selection: .Management . of. grouns, .Adding. or. removing. a.database. .Revocation .of . security
aftributes, .Configuration. of session estahlishment. rules. Configuration .of .TSF .renlication and
consistency, . Configuration. of TOE. access .information. rules, .No. other .securitv_management
fupctionsl;.[assignment: any additional security management functions recuired.ta configure. the
claimed.securitv]l.

Apnlication Note 9: The.ST.author should ensure.that.all. security attributes .identified.in FIA_ATD.1
are adeauately managed. and protected.

5.4.5. Securitv management roles (FMT. SMR)

FMT, SMR.1 Security roles

EVT. SMR.1.1

The TSF shall. maintain the roles.[assignment: authorized. administrator, .authorized. nusers, and
[assignment: additional.authorized.identified rolesl].

EVT. SMR.1.2

X

The TSEshall he able to.assaciatevzers with roles.
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7.Security Assurance Reguirements

The Security Obiectives for the TOE in section. 5 were constructed to address threats
identified in section 4. The Securitv Functinnal Reguirements (SERs) in section 6 are
a formal instantiation of the Security. Objectives. This cPP identifies the Security
Assurance Reauirements (SARs) to frame the extent to which. the evaluator
assesses the documentation apolicable for the evaluation and performs indenendent
testina.

This section lists the set of SARs from CC part 3 [CC31 that are reauired.in
evaluations against this cPP. Individual Evaluation Activities to he nerformed are
snecified.in ISD]

The general model for evaluation of TOEs aoainst STs written to.conform to this cPP
is 2 follows:

After the ST has been annroved for evaluation. the IT Securitv Fvaluation Facility
(ITSEF) will obtain the TOE, sunpartino environmental IT (if required), and the
administrative/user guides for the TOE. The ITSEF is expected to nerform actions
mandated by the Common Evaluation Methodoloay [CEM] for. the ASE and ALC
SARs. The ITSEF also performs the Evaluation Activities contained within the [SD].
which.are derived from the [CEMI _assurance requirements as thev anplv to the
snecific technoloay instantiated.in the TOE. The Evaluation Activities that are
cantured.in the [SD1 also nrovide clarification as to what the developer needs. tn
orovide tn demonstrate the TOE is.comoliant with the cPP.

The TOE security assurance requirements are identified in. Table 5.
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Ap_nl”finn Note .10; .The . authorized .users. role .defined. in. .FMT.SMR.1.1 . is. referenced. .in
FMT.REV.1.1(2) and FMT MSA.1.1(2) for.obijects.

Application Note.11: This requirement identifies .a. minimum set.of management roles..An ST may
describe. .or .an. aperational. environment _may .contain. a_finer-grain. decomposition .of .roles that
corresnond. to the roles identified here.(e.g.. database. non-administrative user. or.database.overator).
The ST author mav change the.names of the.roles identified .above.but the ‘new?” roles. must still
verform. the functions that the securitv. manogement reguirements in.this.cPP have.defined. It is.not
necessary.to list.roles that are not.exercised.in the evaluated.configuration.

5.5. Class: TOE access (FTA)

5.5.1. Configurable Session Limiting Mechanisms (FTA_MCS_EXT)

FTA MCS _EXT.1 Configurable Session Limiting Mechanisms

FTA MCS, EXT.1.1

The .TSF .shell. restrict the. mayimum. numher. of. concorrent sessions hased .on. [selection:. Ilser
session . locking as .defined. bv .FTA MCS.1, .[assignment: .mechanism(s) for. session limitation
enforced by the TSF]I.

ETA MCS, EXT.1.2,

The TSF shall. nrovide .the capabhility. for .an.authorized administrator .to configure the. selected
enforcermpent. mechanismf(s),

Application . Note . 12: . If . "User. .session. locking . as. .defined. hv .ETA.MCS.1". is. .selected. .in
FTA_MCS.EXT 1.1, then FTA, MCS.1 must.also.be included. from Appendix D.

5.5.2. TOE session establisbment (FTA_TSF)

FTA_.TSE.1.TOE sessicon. establishmenrt

ETA.TSE.1.1

The TSE shall he able to.denv session. establishment hased ap [assignment: attributes that.can be set
explicitly. by, authorized administrator(s), .including nser_ identity, and [selection: group.identitv.
time.of day, day.of the week, [assignment: list of additional attrihutesl]l.
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Table 5: Security Assurance Reauirements

Assurance flass | Assurance Comnapents

Security Taraet /ASE) | Conformance.claims (ASE. CCL.1)

Extendad comonnents definition (ASE. FCD.1)

ST intraduction (ASE _INT.1)

Security nhiectives for the aperaticnal.environment (ASE OB.1.2)

Stated security reavirements. (ASE. REQ,2)

Securitv Probhlem Definition (ASE _SPD.1)

TOF summary. soecification (ASE . TSS.1)

Davelonment (ADV) Serurity architescture description (ARDV _ARC 1)

Basic functional snecification. (ADV _FSP.?)

Basic desian (ADY TDS.1)

Guidance documents Qperational user quidance (AGD OPE 1)

(AG
AGD) Prenarative nrocedures (AGD .PRE 1)

Life cvele sunport (ALC) Laheling.of the TOFE (ALC .CMC.2)

TOF CM.converage (ALC _CMS.2)

Dalivery nrocedures (AlL.C. DFE)._.1)

Flaw reonrtina.procedures (ALC . FLR.3)

Tests (ATE) Evidence nf.coverage (ATE .COV.1)

Functional testing (ATE. FUIN.1)

Independent testino.— samnle (ATE _IND.?)

Vulnerability. assessment Vulnerahility. survev. (AVA VAN.2)
(AVA) |

7.1 _Class ASE: Security Tarqet

NQTE: The Suonnorting Document [SD1 contains evaluation activities that refine the
evaluation activities qiven. in [CEM].

7.2 Class ADV: Development

NQOTE: The Suonortina Document [SD1 contains evaluation activities that refine the
evaluation activities qiven. in [CEM].

7.2 . Class AGN: Guidance Documentation

NQTE: The Supnnorting Document [SD1 contains evaluation activities that refine the
evaluation activities qiven. in [CEM].
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CRapter 6. Security Assurance Requirements

The Security. Ohjectives. for the TOE.in section 5 were canstructed to.address threats identified in
section 4, The Security Functional Reguirements (SFRs) in section.6.are a formal instantiation of the
Securitv. Ohjectives. This .cPP identifies.the Security. Assurance Reguirements (SARs).to frame. the
extent. to. which .the evaluator assesses the. dociumentation _anplicable for. the. evaluation and
performs.indeovendent testing,

This . section lists the sef of SARs from. CC part. 2 [CC3].that.are reguired in. evaluations.against this
cPP. Individval FEvalvation Activities to he performed.are specified in.[SD]

The general model for.evaluation.of TOEs.against.STs wriften to.conform to.this cPP is as follows:

After the ST has.heen apnroved for.evaluation, the JT. Security.Evaluation. Facilitv (ITSEF) will
ohtain, the TOF. sunnorting environmental IT.(if required). and the administrative/nser gnides for
the TOFE. The ITSEF.is.exnected. to perform .actions.mandated. bv .the Common. Evalvation
Methodnlogv [CEMI for.the ASE and AJLC SARs. The ITSEE. also performs the.Fvaluation Activities
contained within the [SD]. which are derived from the [CEM] assurance.reavirements.as they anply
ta the snecific technology.instantiated.in the TOE. The Evaluation Activities that are captured in. the
[SD] alsn orovide.clarification.as to what the develoner.needs.to nrovide to demonstrate the TOE. is
compliant with the.cPP.

The TOE security assurance requirements are identified.in Table 5.

Table 5. Table. 5: Security Assurance Requirements

Assurance.Class Assurance Components

Securitv Target (ASE) Conformance claims.(ASE_CCI..1)
Extended.components.definition (ASE_FCD.1)
ST iptrodnction (ASE. INT.1)

Securitv obiectives for.the aperational
environment (ASE_OBI.2)

Stated.securitv requirements (ASE_REO.2)
Securitv. Prohlem Definition (ASE.SPD.1)
TOE summary.specification (ASE,_TSS.1)

Development (ADV) Securitv architecture description (ADV_ARC.1)
Basic functional specification (ADV, ESP.2)
Bagic design (ADV._TDS.1)

Guidance documents (AGD) Operational user gnidance (AGD_OPE.1)
Preparative nrocedures.(AGD_PRE.1)

Life cvcle.sunport (ALC) Labheling of the TOE. (ALC.CMC.2)
TOE CM.coverage.(AL.C_CMS.2)

X Deliverv nrocedures.(AL.C _DEL.1)

27
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7.4 _Class ALC: lL.ife-cycle Support

NQOTE: The Suonortina Document [SD1 contains evaluation activities that refine the
evaluation activities qiven. in [CEM].

7.5 (lass ATE: Tests

NQTE: The Suonnorting Document [SD1 contains evaluation activities that refine the
evaluation activities qiven. in [CEM].

7.6 Class AVA: Vulnerability Assessment

NQOTE: The Suonortina Document [SD1 contains evaluation activities that refine the
evaluation activities qiven. in [CEM].

vAa:3 Paae 22 of 61


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systems7.4 Class ALC: Life-cycle SupportNOTE: The Supporting Document [SD] contains evaluation activities that refine theevaluation activities given in [CEM].7.5 Class ATE: TestsNOTE: The Supporting Document [SD] contains evaluation activities that refine theevaluation activities given in [CEM].7.6 Class AVA: Vulnerability AssessmentNOTE: The Supporting Document [SD] contains evaluation activities that refine theevaluation activities given in [CEM].Page 32 of 61v 1.3"

[New Text]: "Assurance Class Assurance ComponentsFlaw reporting procedures (ALC_FLR.3)Tests (ATE) Evidence of coverage (ATE_COV.1)Functional testing (ATE_FUN.1)Independent testing – sample (ATE_IND.2)Vulnerability assessment (AVA) Vulnerability survey (AVA_VAN.2)6.1. Class ASE: Security Target6.2. Class ADV: Development6.3. Class AGD: Guidance Documentation6.4. Class ALC: Life-cycle Support6.5. Class ATE: Tests6.6. Class AVA: Vulnerability Assessment28"

Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V2.0.pdf

Assxance Class

Tests (ATE)

Vulnerabilitv assessment (AVA)

Assurance Components

Flaw renorting nrocedures.(AL.C_FLR.2)
Evidence.of caoverage (ATE . COV.1)
Functional testing (ATE__FUN.1)
Independent testing — sample (ATE . IND.2)

Vulnerability survey (AVA _VAN.2)

6.1. Class ASE: Security Target

6.2. Class ADV: Development

6.3.Class AGD: Guidance

N

Dacumentation

A

6.4. Class ALC: Life-cycle Support

6.5.

ﬂ

1ass

‘0

ATE: Tests

6.6. Class AVA: Vulnerability Assessment

8


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systems7.4 Class ALC: Life-cycle SupportNOTE: The Supporting Document [SD] contains evaluation activities that refine theevaluation activities given in [CEM].7.5 Class ATE: TestsNOTE: The Supporting Document [SD] contains evaluation activities that refine theevaluation activities given in [CEM].7.6 Class AVA: Vulnerability AssessmentNOTE: The Supporting Document [SD] contains evaluation activities that refine theevaluation activities given in [CEM].Page 32 of 61v 1.3"

[New Text]: "Assurance Class Assurance ComponentsFlaw reporting procedures (ALC_FLR.3)Tests (ATE) Evidence of coverage (ATE_COV.1)Functional testing (ATE_FUN.1)Independent testing – sample (ATE_IND.2)Vulnerability assessment (AVA) Vulnerability survey (AVA_VAN.2)6.1. Class ASE: Security Target6.2. Class ADV: Development6.3. Class AGD: Guidance Documentation6.4. Class ALC: Life-cycle Support6.5. Class ATE: Tests6.6. Class AVA: Vulnerability Assessment28"

Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V1.3.pdf

collaborative nrotection nrofile for databhase management systems

A.Optional Reauirements

As indicated in the introduction to this cPP. the baseline requirements (those that
must he nerformed by the TOFE) are contained in the body nf this. cPP. Additionally,
there is another tyoe of reauirements snecified.in Aonendix A

These reguirements can he included in.the ST. hut do.not have.tn be.in order for A
TOE ta.claim conformance ta this cPP.

ST authors are free tn choase none. some ar.all. SERs defined in.this chapter. lt.is
not a reauirement to add the. SERs defined in.this chapter, even if the fiinctionalitv is
supported by the product.

A.1.__Class: Identification and authentication (FIA)

A A.1.1_Enhanced user-suhject binding (FIA USB _EXT)

FIA _USB .EXT.2 1

The TSF shall associate the following user security.attributes with subjects acting.on
the behalf of that user: [assiagnment: list of user security attrihutes]

FIA _USR _EXT.2 2

The TSF shall enforce the followina rules on the initial assaociation of user security
attributes with subijects acting on the hehalf of sers: [assignment: rules for the initial
association of attributes].

FIA _USR EXT.2 3

The TSF shall enforce the followina rules aocverning changes to the user . security
attributes associated with subiects acting on the behalf of users: lassignment: rules
far the changing of attributesl.

FIA _USR EXT.2 4

The TSF shall enforce. the followina rules for the assignment of subiject security
attributes not derived from user security attributes when a subiect is created:
[assianment: rules for the initial assaciation of the subiect security attributes naot
derived from nser securitv attributesl.
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Apbendix A: Optional Requirements

As _indicated .in .the introdiuction. to. this. ¢PP. the. haseline. requirements (thnse. that must be
performed. by.the TOE) are contained.in the body of this.cPP. Additionally. there.is another tvpe.of
requirements specified in Appendix A

These recauirements.can be included in the ST, but do not have to be in order for a.TOE to claim

canfarmance to.this cRP,

ST anthors.are free to.choose none, some.or all SERs.defined.in this chapter. It is not.a requirement
to add.the SERs defined in this.chapter, even if the functionality is supnorted by the product.

A.1. Class: Identification and antbentication (FIA)

A.1.1. Enbanced user-subiect binding (FIA _USB_EXT)

F&USB EXT.2 Enhanced user-subiect hinding

ETA USB.EXT2.1

The TSE shall associate the following user.securitv attributes . with. subiects acting.on.the hehalf of
that user: [assignment: Jist of user security attributesl.

FIA USB.EXT2.2

The TSE shall enforce.the following rules op the inifial association of user security attrihutes with
subjects acting on the behalf of nsers: lassignment: rules for the.iniftial.association of artributes].

ETA USRB.EXT2.3

The TSF .shall enforce. the . following rules governing .changes .to .the user. security .attribuftes
associated .wifh. subiects.acting on_.the bebalf of users: lassignment: rules. for the changing of
attrihutesl.

ETA USB.EXT2.4

The TSF sball enforce the following rules for the assignment of subiect security attributes. not
derived from user security attributes when. a suvbiect is created: lassignment: rules for the
initial _association . of the _subiect security . attrihutes not . derived. from. user. securitv
attributes),

Abnlication Note.13: Some. administrative tasks may be delegated. to.specific.users.(which _bv that
delegation .become. administrators. although. they .can .only. perform.some  limited. odministrative
actions). Ensuring that .those users connot extend.the administrative.rights. assigned. to.them is a
security. functionality.the TOE has.to provide.

Abnlication Note 14: If ETA USB_.EXT.Z2 is.included in an ST then Tahle 4: Auditable Events.is refined.to
add f® following entrv:

A
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Avonlication Note 13: Some administrative tasks may. be delegated to specific users (which
by .that. delegation. hecome .administrators.althouah thev.can. only.
oerform. some. limited. administrative artions). .Ensuring . that. thnse
users cannot extend. the administrative .rights assigned .to them is.a
securitv functionality the TOE has fo provide

Aonlication Note 14: If FIA. 1JSB _EXT 2 is included in an ST then Table 4: Auditable Fvents

is refined fo add the following entry:
A Calyon 1: Calymn 2: Calymon 3:
Sacurity Functional Auditable Event(s) Additinra! Aiidit Rarcerd
Renvirement Coantantz
FIA LISB_EXT.? Unsuccessful hinding.of user. | None

security attrihutes to a
subiect. (e.0..creation of a
subiect)

A.2 Class: Protection of the TSF (FPT)
A.2.1_Internal TOE TSF data reolication consistencv (FPT_TRC)

FPT. TRC 1.1

The TSF shall ensure that TSF data.is consistent when replicated hetween oarts of
the TOE.

FPT. TRC 1.2

When parts of the TOE containing replicated TSF data are disconnected. the TSE
shall ensure the consistency.of the renlicated TSE data unon reconnection hefore
processing any. requests for [assignment: list of functions denendent on TSF data
replication consistencyl.

VA3 Paqe 34 of 61


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsColumn 3:Additional Audit RecordContentsColumn 2:Auditable Event(s)Column 1:Security FunctionalRequirementUnsuccessful binding of user Nonesecurity attributes to asubject (e.g. creation of asubject)FIA_USB_EXT.2A.2 Class: Protection of the TSF (FPT)A.2.1 Internal TOE TSF data replication consistency (FPT_TRC)Application Note 13: Some administrative tasks may be delegated to specific users (whichby that delegation become administrators although they can onlyperform some limited administrative actions). Ensuring that thoseusers cannot extend the administrative rights assigned to them is asecurity functionality the TOE has to provide.Application Note 14: If FIA_USB_EXT.2 is included in an ST then Table 4: Auditable Eventsis refined to add the following entry:FPT_TRC.1.1The TSF shall ensure that TSF data is consistent when replicated between parts ofthe TOE.FPT_TRC.1.2When parts of the TOE containing replicated TSF data are disconnected, the TSFshall ensure the consistency of the replicated TSF data upon reconnection beforeprocessing any requests for [assignment: list of functions dependent on TSF datareplication consistency].Page 34 of 61v 1.3"

[New Text]: "Column 3: Additional AuditData ContentsColumn 1: Security Functional Column 2: Auditable Event(s)RequirementUnsuccessful binding of user Nonesecurity attributes to a subject(e.g. creation of a subject)FIA_USB_EXT.2A.2. Class: Protection of the TSF (FPT)A.2.1. Internal TOE TSF data replication consistency (FPT_TRC)FPT_TRC.1 Internal TSF consistencyFPT_TRC.1.1The TSF shall ensure that TSF data is consistent when replicated between parts of the TOE.FPT_TRC.1.2When parts of the TOE containing replicated TSF data are disconnected, the TSF shall ensure theconsistency of the replicated TSF data upon reconnection before processing any requests for[assignment: list of functions dependent on TSF data replication consistency].Application Note 15: In general, it is impossible to achieve complete, constant consistency of TSF datathat is distributed to remote portions of a TOE because distributed portions of the TSF may be activeat different times or disconnected from one another. This requirement attempts to address thissituation in a practical manner by acknowledging that there will be TSF data inconsistencies but thatthey will be corrected without undue delay. For example, a TSF could provide timely consistencythrough periodic broadcast of TSF data to all TSF nodes maintaining replicated TSF data. Anotherexample approach is for the TSF to provide a mechanism to explicitly probe remote TSF nodes forinconsistencies and respond with action to correct the identified inconsistencies.A.3. Class: TOE access (FTA)A.3.1. TOE access information (FTA_TAH_EXT)FTA_TAH_EXT.1 TOE access informationFTA_TAH_EXT.1.1Upon a session establishment attempt, the TSF shall store• the date and time of the session establishment attempt of the user.• the incremental count of successive unsuccessful session establishmentattempt(s).30"

Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Inserted Path
Path


Deleted Text
Text
[Text Deleted ]:

"FPT_TRC.1 Internal TSF consistency"


cPP_DBMS_V2.0.pdf

Co]vxn 1: Security Fnnctional. Column 2: Anditable Event(s) Calvmn 2:.Additional Andit
Renquirement Data Centents

FIA TJSR EXT.2 Unsuccessful hinding of user Nnne
security attributes fo.a subiect
(e.g. creation of a.suhject)

A.2. Class: Protection of the TSF (FPT)
A.2.1. Internal TOE TSF data replication consistency (FPT,TRC)

FPT TRC.1.Internal TSF consistency

FPT TRC.1.1
The TSE shall ensure.that TSF data is.consistent when replicated between parts of the TOE.
EPT TRC.1.2

When, parts of the TOE.containing replicated TSF data.are disconnected, the TSF shall ensure.the
consistencv of the replicated TSE data.upon.reconnection before processing.any.requests, for
[asswept: list of functions denendent on. TSF data replication.consistencyl.

Application Note 15:.In general, it.is impossible to.achieve.comnlete, constant cansistency of TSFE dota
that is distrihuted to.remate nortions of a. TOE because. distributed portions.of the. TSF may be active
at _different times_or_disconnected. from .one .another. .This.reauirement. attempts. to. address .this
situation in. a practical manner by ocknowledging that there will. be TSF dota inconsistencies but that
thev.will .be .corrected. without undue. delay.. For.example,.a TSE. could. provide timely.consistency
through. periodic broadcast of TSF.data. to.all. TSF .nodes.maintaining.replicated TSE data..Another
example _approach is. for the. TSF.to brovide .a.mechanism to_explicitlv_nrohe remote TSE. nodes. for
inconsistencies and.respond with action to.correct the.identified inconsistencies.

A.3. Class: TOF access (FTA)

A.3.1. TOE access.information (FTA_TAH. EXT)

FTA.TAH. EXT.1 TOF access.information

FTA.TAH. EXT.,1.1
Upon a session establishment attempt. the TSE.shall store

s the date and.time of the session.estahlishment attempt of the user.

..........

aftemnt(s).
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Avonlication Note 15: In general it is.impossible to achieve comnlete. constant cansistency.of
TSF . data_that .is_distributed . to.remote. portions .of. o TOE. hecause
distributed . portions .of .the TSF .may. be_active .at . different times .or
disconnected from one another. This reavirement attempts to.address. this
sitvation in. o practical manner by acknowledging that there will be TSF
data_inconsistencies but that thev will be corrected without undue delav.
For example. a TSF. could provide timelv consistency.through neriodic
broadcast of TSF data to all TSE nodes maintaining replicated TSE dato.
Another. examnle apnroach. is. for the TSF. to. provide a mechanism. to
explicitly probe remote TSE nodes for.inconsistencies and respond with

A3

A.2.1_TOFE accress information (FTA_TAH _EXT)

HERATFAH-EXT1-TOE-ascose-information

action.to correct the identified inconsistencies.

Class: TOE access (FTA)

FTA TAH. FXT.1.1

Upon a session estahlishment attempt. the TSF shall store

a) the date and time of the session estahlishment attempt of the user.
b) .the incremental count of successive unsuccessful session establishment

attemnt(s)

FTA. TAH. FXT,1.2

Upbon successful session estahlishment, the TSE shall allow the date and time of

a) .the nrevious last successful session establishment, and
b) .the last unsuccessful attempt to session establishment and the number of
unsuccessful attemnts since the nrevious last successful session

establishment to be retrieved hv the user.

Avonlication Note 16: If FTA TAH FXT I is. included. in.on. ST .then. Table. 4: Auditable

Events is refined to add the . . following entry;
Caluon 1: Caluyon 2: Caluon 3:
Sacurity Functional Auditable Event(s) Additinra! Aiidit Rarcerd!
Renavirement Cantantz
FTA TAH _EXT A Nans Nans
Il Il

v.41.3
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ETAJDY. EXT.1.2
Upon successful session.estahlishment, the TSF shall allow the.date.and time of

+ the previous last successful session establishment, and
+ the Jastunsuccessful atternpt fo.session.estahlishment and the number of unsuccessful attempts

since the nrevious last.successful session establishment to he retrieved hy.the user.

Apnlication Note 16: If FTA .TAH, EXT 1.is included.in an ST then Table 4: Auditahle Fvents.is refined.to
add the following entrv:

CoJump 1: Security Functional Column 2: Anditable Event(s) Caluvmn 2:Additional Andit
Requirement Data Covtents

FTA TAH.EXT1 None Naope

X
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B.Extended Component Definitions

This apoendix contains the definitions for the extended requirements that are used.in
the cPP, includino those used.in Anpendix A.

B.1 _Class: User Identification and Authentication (FIA)
B.1.1._Enhanced user-subject binding (FIA USB_EXT)
Family Bebhaviour

FIA _USR EXT.2 is.analogous to FIA _USB.1 except that it adds the possibility to
snecify rules wherebyv subject securitv attributes are also derived from TSF data

—|—FinusBExTUsersubject bimding ==y t{===f2]—

other than user security attributes.

Component levelling

FIA _USE _EXI.Z s hierarchical.in FIA _UsSB. 1.

Management

See management description snecified for FIA. LJSB.1.in I[CC2]
Budit

See audit requirement soecified for FIA USB.1 in [CC2].

Hierarchical tn: FIA_ 1JSB.1 llser-subiject bindino
Devendencies; FIA. ATD.1 User attribute definition
FIA _USB EXT.2.1

The TSF shall associate the following user security attribhutes with subjects acting.on
the behalf of that user: [assianment: list of user security attrihutes]

FIA _USB EXT.2.2

The TSF shall enforce the followina rules on the initial association of user security
attributes with subiects acting on the hehalf of sers: [assignment: rules for the initial
association of attributes].

VA3 Paae 26.0f 61
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CRapter 7. Extended Component Definitions

This.appendix_contains the.definitions for the extended recuirements.that.are used.in.the cPP,
including thase used.in Apnendix. A.

7.1. Class: User Jdentification and Authentication (FTA)

7.3.1. Enhaunced vser-subject hinding (FIA. USB. EXT)

7.1.1.1. Familv Bebaviour

FTA _TUSR_EXT.2 is.analogous fo FIA USB.1 except that it adds the possihility to specify rules whereby
subject security.attributes are also derived from TSF data.other than user.securitv attributes,

7.1.1.2. Comnonent levelling

FIA TJSR EXT.2 is hierarchical to FIA.USB.1

FIA USB EXT User subject binding —Pp 1 —Pp 2

Figure.1. Component levelling

7.1.1.3. Management

See management descrintion specified for FIA,USB.1.in ICC2].

'7,1.1x1-\:1'.1if x

See audit recquirement soecified.for FIA USB.1.in [CC21.

FTA USB_.EXT.2 Enhanced user-subiect hinding

Hierarchical.to: FTIA _TUSR.1 IJser-suhject hinding
Denendencies: FIA ATD.1.User attribute definition
FYA USB.FXT.2.1

The TSE shall associate the following user.securitv attributes with. subiects acting.on.the hehalf .of
that user; [assignment: Jist of user security attributesl.

ETA USR.EXT.2.2
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FIA _USB EXT.2.3

The TSF shall enforce the followina rules aocverning changes to the user.security
attributes associated with subiects acting on the behalf of users: lassignment: rules
far the changing of attributesl.

FIA _USR _EXT.2.4

The TSF shall enforce the followina rules for the assignment of subiject security
attributes not derived from user security attributes when. a subiect is. created:
[assianment: rules for the initial association of the subiect security attributes not
derived from nser securitv attributesl.

B.2 Class: TOE access (FTA)
B.2.1.TOFE accress information (FTA _TAH EXT)
Familv. Bebhaviour

FTA TAH.EXT.1 TOE access information provides the reauirement for a TOE tn
make available information related. to attemnts to estahlish a sessinn.

— : - = 1 | |
I T A ER T Totaccerrmiormmaton ] Ll

Component levelling

A FTA.  TAH.EXT.1 is not hierarchical to any other components
Management:
There are nn management activities foreseen.
Budit:

There ara no auditable events faoreseen.

Hierarchical to: No other components
Deoendencies: No dependencies.

FTA TAH. EXT.1.1

Upbon a.session estahlishment attempt, the TSF shall store

a) .the date and time of the session estahlishment attempt of the user.

vAa:3 Paae 237 0of 61
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The xF shall enforce.the following rules on the inifial.association of user security aftributes with
subjects acting on the bebhalf of nsers: lassignment: rules for the.iniftial. association of attributes].
ETA USRB.EXT.2.3

The TSF .shall enforce. the . following .rules gnverning .changes .to .the user.security .attribufes
associated .with. subiects.acting on .the bebalf of users: lassignment: rules. for the changing of
attrihnutesl.

F1A USB.EXT2.4

The TSF sball enforce the following runles for the assignment of subiect security. attributes.not
derived from user security aftributes whben.a suvbiect is created: lassignment: rules for.the
initial _association. of the subiect security . attrihutes not . derived. from. user. security
attributes),

7.2. Class: TOE access (FTA)

7.2.1. Limitation on multinle concurrent sessions (FTA MCS_ EXT)

7.2.1.1. Familv Bebaviour

This family defines. requirements.ta nlace limits.on.the number of concurrent sessions

7.21.2. Cnmpnn%t levelling

FTA_MCS,EXT.1.is not hierarchical to any.other components.

FTA MCS EXT Session Limitation —> 1

Figure.2. Component levelling

7.2 ]&M anagement

The following actions could he considered for the. management functions ip FMT:

« .management of the maximum allowed number.of concurrent user.sessions

» management of the enforcement mechanism(s)

7:2.3.4._Andit

The following actions should he auditable if FATJ .GEN. Security andit data generation is.included.in
the PP/ST:

»_rriection.of a new session hased ap the limitation. of multiple concurrent sessions
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b) .the incremental count of successive unsuccessful session establishment
A attemnt(s)

FTA TAH EXT.12
Uobon successful session establishment, the TSF shall allow the date and time of

a) .the nrevious last successful session establishment, and

b) .the last unsuccessful attempt to session establishment and the number of
unsuccessful attemots since the nrevious last successful session
astahlishment

ta he retrieved by the user.
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7.2.13¢ Denendencies

FIA 1JTD.2 TJser identification hefore anv action

FTA MCS _EXT.1 Copnfigurable Session Limiting Mechapisms

Hierarchical.to: No.other comnponents.
Denendencies: FIA UID.2 User.identification before any.action
ETA_MCS EXT.1.1

The .TSF .shall. restrict the. maxiroum. numher. of . concurrent sessions _hased .on. [selection:. Tser
session . locking. as .defined. bv .FTA MCS.1, .[assignment: .mechanism(s) for. session limitation
enforced by the TSF]I.

ETA . MCS, EXT.1.2,

The TSF shall. nrovide .the capabhility. for .an.authorized administrator .to configure the. selected
enforcement. mechanism(s),

7.2.2. TOE access informatiov (FTA TAHR_EXT)

7.2.2.1. Family Bebaviour

FTA_TAH_.EXT.1.TOE. access.information.provides. the recuirement for_.a. TQE fo make availahle
information related to.attempts.ta establish a session.

7.2.2.2. Companent levelling

FTA TAH_,EXT.1.is not hierarchical fo.any other components.

FTA TAH EXT TOE Access Information —> 1

Figure.3. Component levelling

7.2.2.3. Management
There are no.management activities foreseen.
7.2.2.4._Audit

Therearenc.auditable avents foraseen,
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C. Rationales

C.1.__TOE Securitv Objectives Coveraoe

The table helow gives a.summary of the onlicies. and threats relating to the TOE
securitv objectives.

Table 6: Coveraoe of Security Ohjectives for the TOE

Obiertive Name

| SPD cnveraga

O.ADMIN ROLF

PACCOUNTARIATY
B.ROLES
T ACCESS TSEEUNC

O.AUDIT. GENERATION

P.ACCOUNTARILITY.

O.DISCRETIONARY _ACCESS

TIA USER
T UNAUTHORIZED. ACCESS

0.1RA D.ACCOUNTARILITY.
T ACCESS TSFFUNC
T ACCESS TSFDATA
TIA USFR
O.MANAGE D.UISER

T ACCESS TSEDATA
T ACCESS TSEFUNC
TUNAUTHORIZED. ACCESS

O.RES!DUAI_ . INFORMATION

T.RESIDUAI__DATA

O.TOE. ACCESS

PACCOUNTARIATY
B.ROLES

P.USER

T ACCESS TSEDATA

T ACCESS TSEEUNC

TIA USER
T.UNAIJTHORIZED. ACCESS

v.1.3
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FTA.TAH. EXT.1 TOF access.information

Hierarchical.to: No.other components.

Denendencies: No dependencies.

FTA.TAY EXT.1.1

Upon a session establishment attempt. the TSE.shall store

s the date and.time of the session.estahlishment attempt of the user.

« the incremental count of successive nnsuccessful.session estahlishment attemnt(s).
FTA.TAH EXT.1.2
Upon successful session.estahlishment, the TSF shall allow the . date.and time.of

» the nrevious last successful session. establishment, and

o the last.unsuccessful attemnt to.session.estabhlishment and.the number of unsuccessful attemnpts
since the previous last.successful session establishment

to he retrieved hy the nser.
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C.2 _Rationale for TOE Securitv Obhiectives

The table helow gives the rationale for the TOE security obiectives.

Table 7: Rationale for the TOFE. Sec.uritv. Ohjectives

Antharity. shall.only he
given.tn nisers. whn
are trusted.tn nerform
the arctions correctlv
and are nermitted.by
the. oraanization.to

\\\\\\

The TSF.shall.orovide all.the
functions and facilities necessarv to
manage TOF securitv. mechanisms,
and shall restrict such manacement
actionstn authorized ucers.

Threat/Policy TOFE Seacurity Obiectives | Rationale
Addressing the Threat/Pelicy
DACCOUNTARIATY. | O ADMIN ROLF O ADMIN ROLE
The autharizad nears The TQOE shall provide roles that supooarts.this policv by ensiirina that
of the TOE shall.ba allow.only authorized users tn the TOF orovides a.means.of
hald accountahle for have aceess tn administrativa grantina authorized administrators
their actionswithin orivileoes that are. snecific fo.the the orivileoes needed.far.secure
the TOE. rcle adminictraticn.
O AUDIT, GENERATION O AUDIT. GENERATION
The TQE shall pravide the supooarts.this policv by ensiiring that
capabhilitv to generate.records nf audit records are aenerated to
security relevant events enable arcounrtability.
associatad.with users,
OURA OURA
The TOQE shall encure that ucers supooarts.this policv by reauiring that
are.authanticated hefare tha TOE each entitv. interacting with the TOE
Nracncocnc ANy acticne that raculire ic pﬁrnnnrlv idantifind Aand
authenticaticn. aunthenticated hefare allowing any
action.
O.TOE. ACCESS O.TOE. ACCESS
The TQE shall provide supoorts.this policv by nroviding.a
machanicms that contral acer's merhanism for controllina user
logical access.to user data.and tn ancess:
the TSk,
Threat/Policy TNFE Seacurity Obiectives Ratinnale
Addressing the Threat/Pclicv
b,USER OMANAGE OMANAGE

supoonrts.this policy by ensuring
that the functicns and facilities
suponrting.secure manacement
are.in place.

O.TOE. ACCESS

The TQE shall provide mechanisms
that contro! a user's.logical access tn
ucser data and to the TSFE,

[ZNNEN

O.TOE_ACCESS
supoorts this policv by nroviding.a
merhanism for controllina user

ALCESH
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[Old Text]: "collaborative protection profile for database management systemsTOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLEsupports this policy by ensuring thatthe TOE provides a means ofgranting authorized administratorsthe privileges needed for secureadministration.O.ADMIN_ROLEThe TOE shall provide roles thatallow only authorized users tohave access to administrativeprivileges that are specific to therole.P.ACCOUNTABILITYThe authorized usersof the TOE shall beheld accountable fortheir actions withinthe TOE.O.AUDIT_GENERATIONsupports this policy by ensuring thataudit records are generated toenable accountability.O.AUDIT_GENERATIONThe TOE shall provide thecapability to generate records ofsecurity relevant eventsassociated with users.O.I&Asupports this policy by requiring thateach entity interacting with the TOEis properly identified andauthenticated before allowing anyaction.O.I&AThe TOE shall ensure that usersare authenticated before the TOEprocesses any actions that requireauthentication.O.TOE_ACCESSsupports this policy by providing amechanism for controlling useraccess.O.TOE_ACCESSThe TOE shall providemechanisms that control a user'slogical access to user data and tothe TSF.C.2 Rationale for TOE Security ObjectivesThe table below gives the rationale for the TOE security objectives.Table 7: Rationale for the TOE Security ObjectivesTOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.MANAGEsupports this policy by ensuringthat the functions and facilitiessupporting secure managementare in place.O.MANAGEThe TSF shall provide all thefunctions and facilities necessary tomanage TOE security mechanisms,and shall restrict such managementactions to authorized users.P.USERAuthority shall only begiven to users whoare trusted to performthe actions correctlyand are permitted bythe organization toaccess user data. O.TOE_ACCESSsupports this policy by providing amechanism for controlling useraccess.O.TOE_ACCESSThe TOE shall provide mechanismsthat control a user's logical access touser data and to the TSF.Page 40 of 61v 1.3"

[New Text]: "Chapter 8. Rationales8.1. TOE Security Objectives CoverageThe table below gives a summary of the policies, and threats relating to the TOE security objectives.Table 6. Table 6: Coverage of Security Objectives for the TOEObjective Name SPD coverageO.ADMIN_ROLE P.ACCOUNTABILITY P.ROLES T.ACCESS_TSFFUNCO.AUDIT_GENERATION P.ACCOUNTABILITYO.DISCRETIONARY_ACCESS T.IA_USER T.UNAUTHORIZED_ACCESSP.ACCOUNTABILITY T.ACCESS_TSFFUNCT.ACCESS_TSFDATA T.IA_USERO.I&AP.USER T.ACCESS_TSFDATA T.ACCESS_TSFFUNCT.UNAUTHORIZED_ACCESSO.MANAGEO.RESIDUAL_INFORMATION T.RESIDUAL_DATAP.ACCOUNTABILITY P.ROLES P.USERT.ACCESS_TSFDATA T.ACCESS_TSFFUNCT.IA_USER T.UNAUTHORIZED_ACCESSO.TOE_ACCESS8.2. Rationale for TOE Security ObjectivesThe table below gives the rationale for the TOE security objectives.Table 7. Table 7: Rationale for the TOE Security ObjectivesTOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLE supports thispolicy by ensuring that the TOEprovides a means of grantingauthorized administrators theprivileges needed for secureadministration.O.ADMIN_ROLE The TOE shallprovide roles that allow onlyauthorized users to have accessto administrative privileges thatare specific to the role.P.ACCOUNTABILITY Theauthorized users of the TOEshall be held accountable fortheir actions within the TOE.O.AUDIT_GENERATIONsupports this policy by ensuringthat audit data is generated toenable accountability.O.AUDIT_GENERATION The TOEshall provide the capability togenerate records of securityrelevant events associated withusers.36"

Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V2.0.pdf

CRapter 8. Rationales

8.1. TOE Security Objectives Coverage

The table below. gives a summary.of the policies, and.threats relating to the TOE security obiectives,

Table 6. Table.6: Coverage. of Security Ohjectives for.the TOE

Obiective Name
O.ADMIN, ROLE

O AUDIT GENERATION
O.DISCRETTONARY.ACCESS

OJ&A

OMAMACE

O.RESIDUAL, INFORMATION
O.TJOE.ACCESS

SPD coverage

PACCOIINTABILITY PROLES. T ACCESS, TSEFIINC
PACCOIINTARILITY

TIA . USER TUUNAUUTHORIZED ACCESS

PACCOUNTABILITY T ACCESS ;TSFEUNC
TACCESS, TSFDATA T.JA, TISER

PUSER T.ACCESS ;TSFDATA T ACCESS, TSFFUNC
TUNAUTHORIZED . ACCESS

T.RESIDUAT, . DATA

PACCAUIMNTABILITY PRALESPISER
TACCESS. TSFDATA T ACCESS TSEEUNC
TIA USER TIINALTHQRIZED ACCESS

8.2. Rationale for TOE Securityv Objectives

The table below. gives the.rationale.for.the TOE security ohiectives.

Table 7. Table.7: Rationale for the TOE Securitv Objectives

Threat/Policy

PACCOLINTARILITY The
autharized.vsars.of the TOE
shall.bebeld.accountahlefor
their actianswrithin tha TOE

TOE Secvurity Obiectives Ratiopale
Addressing the Threat/Policv

O.ADMIN, ROLE.The TOF shall ~ O.ADMIN, ROLE sunnorts.this
provide.ronles that allow.only policy.by ensuring that the TOE
authorized.wsers tehave access. provides a means of granting
to administrative privileges that. authorized.administraters the
are specific to the role privileges needed for secure

admiristration.

O.AUDIT GENERATION The TQE. O.AUDIT GENERATION

shall provide the capahility.tn.  supports this policv hy ensuring
generate records of security that andit data is generated to
relevant avents.associated with, enable accountability.

J8ers,

36
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Administrative
authority to TSF
functionality shall he
given.to trusted
oerscnnel and.be as
restrictad as
onssible while
supoarting.only the
adminictrative duties
tbe berson.has. This
rcle.shallbe
separate.and distinct

......

auntherized.uzers.

The TQE shall pravide roles that
allow.only authorized users tn have
arcess.to administrative nrivileges
that are specific to the role.

Threat/Policy TNFE Seacurity Obiectives | Ratinrale

Addressing the Threat/Pcolicv
OE.ADMIM OFE.LDMIN
Those responsible for the TOE are supoonrts.this policy by ensuring
competent.and trustwortby that only.competent. administrators
individuals, canable.of manaaning the | are.allowed to.manaos the TOF,
TOFE and ensuring the security. of
informatian it containg

Threat/Policy TOFE Sacurity Obiectives Raticnale
Addressing the Threat/Pclicy

P.ROILES O ADMIN ROLE O ADMIN ROLE

suponrts. this cbiective hv.
oroviding. roles that allow.only
autherized.users access to
administrative orivileges.

O.TOE. ACCESS

The TQE shall provide mechanisms
that contro! a user's.lagical.access
to.userdataand.ta tha TSE

O.TOE. ACCESS

supoarts.this policv by contrellina
arcess.to TSE functionality. based

an role;

. TSEDATA

A.user or 2 pracass
may read ar modify
TSF date using
functions.cf the
TOF without being

The TOE shallencure that ucers.are
authenticated hefare tha TOFE
ororesses anv. actions that.reguire
authenticaticn,

Threat/Policy TNE Sacurity Obiectives Ratinrale
Addressing the Threat/Palicv
JOCORAS OURA OLRA

supoorts. this policy by reaviring
that each entitv interacting with the
TOF is.pronerly identified and
authenticated hefare allowina any
action the TOFE is defined tn nrovide
to authenticated.users anly.

identified, A MANARE N MANAGE

g'-lthenticqted ahd NN IANIN AWM IAI N

autherized. The TSF shall.orovide all.the diminishas thic thraat.since. it
functions and facilities necessarny to ansures that.functions and facilities
manege TOFE securitv. mechanisms, used to madifv. TSF.data are.nnt
and shall restrict such manacement aveilabletn npautherized.usare,
actions o authorized users.
O.TOE. ACCESS O.TOE. ACCESS
The TQE shall provide mechanisms mitigates this threat.by restrictina
that contro! a user's. loaical.access.tn | TOE accass:
ucer data and to.the TSF.
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[New Text]: "TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.I&A supports this policy byrequiring that each entityinteracting with the TOE isproperly identified andauthenticated before allowingany action.O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.O.TOE_ACCESS supports thispolicy by providing amechanism for controlling useraccess.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.MANAGE supports this policyby ensuring that the functionsand facilities supporting securemanagement are in place.O.MANAGE The TSF shallprovide all the functions andfacilities necessary to manageTOE security mechanisms, andshall restrict such managementactions to authorized users.P.USER Authority shall only begiven to users who are trustedto perform the actions correctlyand are permitted by theorganization to access userdata.O.TOE_ACCESS supports thispolicy by providing amechanism for controlling useraccess.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.OE.ADMIN supports this policyby ensuring that onlycompetent administrators areallowed to manage the TOE.OE.ADMIN Those responsiblefor the TOE are competent andtrustworthy individuals,capable of managing the TOEand ensuring the security ofinformation it contains.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLE supports thisobjective by providing rolesthat allow only authorizedusers access to administrativeprivileges.O.ADMIN_ROLE The TOE shallprovide roles that allow onlyauthorized users to have accessto administrative privileges thatare specific to the role.P.ROLES Administrativeauthority to TSF functionalityshall be given to trustedpersonnel and be as restrictedas possible while supportingonly the administrative dutiesthe person has. This role shallbe separate and distinct fromother authorized users.37"
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[Old Text]: "collaborative protection profile for database management systemsTOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyOE.ADMINsupports this policy by ensuringthat only competent administratorsare allowed to manage the TOE.OE.ADMINThose responsible for the TOE arecompetent and trustworthyindividuals, capable of managing theTOE and ensuring the security ofinformation it contains.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLEsupports this objective byproviding roles that allow onlyauthorized users access toadministrative privileges.O.ADMIN_ROLEThe TOE shall provide roles thatallow only authorized users to haveaccess to administrative privilegesthat are specific to the role.O.TOE_ACCESSsupports this policy by controllingaccess to TSF functionality basedon role.O.TOE_ACCESSThe TOE shall provide mechanismsthat control a user's logical accessto user data and to the TSF.P.ROLESAdministrativeauthority to TSFfunctionality shall begiven to trustedpersonnel and be asrestricted aspossible whilesupporting only theadministrative dutiesthe person has. Thisrole shall beseparate and distinctfrom otherauthorized users.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.I&Asupports this policy by requiringthat each entity interacting with theTOE is properly identified andauthenticated before allowing anyaction the TOE is defined to provideto authenticated users only.O.I&AThe TOE shall ensure that users areauthenticated before the TOEprocesses any actions that requireauthentication.T.ACCESS_TSFDATAA user or a processmay read or modifyTSF data usingfunctions of theTOE without beingidentified,authenticated andauthorized.O.MANAGEdiminishes this threat since itensures that functions and facilitiesused to modify TSF data are notavailable to unauthorized users.O.MANAGEThe TSF shall provide all thefunctions and facilities necessary tomanage TOE security mechanisms,and shall restrict such managementactions to authorized users.O.TOE_ACCESSmitigates this threat by restrictingTOE access.O.TOE_ACCESSThe TOE shall provide mechanismsthat control a user's logical access touser data and to the TSF.Page 41 of 61v 1.3"

[New Text]: "TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.I&A supports this policy byrequiring that each entityinteracting with the TOE isproperly identified andauthenticated before allowingany action.O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.O.TOE_ACCESS supports thispolicy by providing amechanism for controlling useraccess.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.MANAGE supports this policyby ensuring that the functionsand facilities supporting securemanagement are in place.O.MANAGE The TSF shallprovide all the functions andfacilities necessary to manageTOE security mechanisms, andshall restrict such managementactions to authorized users.P.USER Authority shall only begiven to users who are trustedto perform the actions correctlyand are permitted by theorganization to access userdata.O.TOE_ACCESS supports thispolicy by providing amechanism for controlling useraccess.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.OE.ADMIN supports this policyby ensuring that onlycompetent administrators areallowed to manage the TOE.OE.ADMIN Those responsiblefor the TOE are competent andtrustworthy individuals,capable of managing the TOEand ensuring the security ofinformation it contains.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLE supports thisobjective by providing rolesthat allow only authorizedusers access to administrativeprivileges.O.ADMIN_ROLE The TOE shallprovide roles that allow onlyauthorized users to have accessto administrative privileges thatare specific to the role.P.ROLES Administrativeauthority to TSF functionalityshall be given to trustedpersonnel and be as restrictedas possible while supportingonly the administrative dutiesthe person has. This role shallbe separate and distinct fromother authorized users.37"
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Text
[Old Text]: "collaborative protection profile for database management systemsTOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLEmitigates this threat by restrictingaccess to privileged actions.O.ADMIN_ROLEThe TOE will provide roles that allowonly authorized users to have accessto administrative privileges that arespecific to the role.T.ACCESS_TSFFUNCA user or a processmay use, manage ormodify the TSF,bypassing theprotectionmechanisms of theTSF.O.I&Amitigates this threat since theTOE requires successfulauthentication to the TOE prior togaining access to any controlled-access content.O.I&AThe TOE shall ensure that users areauthenticated before the TOEprocesses any actions that requireauthentication.O.MANAGEmitigates this threat by ensuringthat management functions arerestricted to authorized users.O.MANAGEThe TSF shall provide all the functionsand facilities necessary to manageTOE security mechanisms, and shallrestrict such management actions toauthorized users.O.TOE_ACCESSmitigates this threat by restrictingTOE access.O.TOE_ACCESSThe TOE shall provide mechanismsthat control a user's logical access touser data and to the TSF.TOE Security Objectives Addressing Rationalethe Threat/PolicyThreat/PolicyO.DISCRETIONARY_ACCESSmitigates this threat by requiringthat data, including user datastored with the TOE, is protectedby discretionary access controls.O.DISCRETIONARY_ACCESSThe TSF shall control access ofsubjects and/or users to namedresources based on identity of theobject, subject, or user. The TSF shallallow authorized users to specify foreach access mode whichusers/subjects are allowed to access aspecific named object in that accessmode.T.IA_USERA user who has notsuccessfullycompletedidentification andauthentication maygain unauthorizedaccess to user dataor TOE resourcesbeyond publicobjects.O.I&Amitigates this threat by requiringthat each entity interacting withthe TOE is properly identifiedand authenticated beforeallowing access beyond publicobjects.O.I&AThe TOE shall ensure that users areauthenticated before the TOEprocesses any actions that requireauthentication.O.TOE_ACCESSmitigates this threat bycontrolling logical access to userO.TOE_ACCESSThe TOE shall provide mechanismsthat control a user's logical access toPage 42 of 61v 1.3"

[New Text]: "TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.TOE_ACCESS supports thispolicy by controlling access toTSF functionality based on role.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.I&A supports this policy byrequiring that each entityinteracting with the TOE isproperly identified andauthenticated before allowingany action the TOE is defined toprovide to authenticated usersonly.O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.T.ACCESS + _TSFDATA A user ora process may read or modifyTSF data using functions of theTOE without being identified,authenticated and authorized.O.MANAGE diminishes thisthreat since it ensures thatfunctions and facilities used tomodify TSF data are notavailable to unauthorized users.O.MANAGE The TSF shallprovide all the functions andfacilities necessary to manageTOE security mechanisms, andshall restrict such managementactions to authorized users.O.TOE_ACCESS mitigates thisthreat by restricting TOE access.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLE mitigates thisthreat by restricting access toprivileged actions.O.ADMIN_ROLE The TOE willprovide roles that allow onlyauthorized users to have accessto administrative privileges thatare specific to the role.T.ACCESS + _TSFFUNC A user ora process may use, manage ormodify the TSF, bypassing theprotection mechanisms of theTSF.O.I&A mitigates this threat sincethe TOE requires successfulauthentication to the TOE priorto gaining access to anycontrolled-access content.O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.38"
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Text
[Old Text]: "collaborative protection profile for database management systemsTOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLEmitigates this threat by restrictingaccess to privileged actions.O.ADMIN_ROLEThe TOE will provide roles that allowonly authorized users to have accessto administrative privileges that arespecific to the role.T.ACCESS_TSFFUNCA user or a processmay use, manage ormodify the TSF,bypassing theprotectionmechanisms of theTSF.O.I&Amitigates this threat since theTOE requires successfulauthentication to the TOE prior togaining access to any controlled-access content.O.I&AThe TOE shall ensure that users areauthenticated before the TOEprocesses any actions that requireauthentication.O.MANAGEmitigates this threat by ensuringthat management functions arerestricted to authorized users.O.MANAGEThe TSF shall provide all the functionsand facilities necessary to manageTOE security mechanisms, and shallrestrict such management actions toauthorized users.O.TOE_ACCESSmitigates this threat by restrictingTOE access.O.TOE_ACCESSThe TOE shall provide mechanismsthat control a user's logical access touser data and to the TSF.TOE Security Objectives Addressing Rationalethe Threat/PolicyThreat/PolicyO.DISCRETIONARY_ACCESSmitigates this threat by requiringthat data, including user datastored with the TOE, is protectedby discretionary access controls.O.DISCRETIONARY_ACCESSThe TSF shall control access ofsubjects and/or users to namedresources based on identity of theobject, subject, or user. The TSF shallallow authorized users to specify foreach access mode whichusers/subjects are allowed to access aspecific named object in that accessmode.T.IA_USERA user who has notsuccessfullycompletedidentification andauthentication maygain unauthorizedaccess to user dataor TOE resourcesbeyond publicobjects.O.I&Amitigates this threat by requiringthat each entity interacting withthe TOE is properly identifiedand authenticated beforeallowing access beyond publicobjects.O.I&AThe TOE shall ensure that users areauthenticated before the TOEprocesses any actions that requireauthentication.O.TOE_ACCESSmitigates this threat bycontrolling logical access to userO.TOE_ACCESSThe TOE shall provide mechanismsthat control a user's logical access toPage 42 of 61v 1.3"

[New Text]: "TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.TOE_ACCESS supports thispolicy by controlling access toTSF functionality based on role.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.I&A supports this policy byrequiring that each entityinteracting with the TOE isproperly identified andauthenticated before allowingany action the TOE is defined toprovide to authenticated usersonly.O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.T.ACCESS + _TSFDATA A user ora process may read or modifyTSF data using functions of theTOE without being identified,authenticated and authorized.O.MANAGE diminishes thisthreat since it ensures thatfunctions and facilities used tomodify TSF data are notavailable to unauthorized users.O.MANAGE The TSF shallprovide all the functions andfacilities necessary to manageTOE security mechanisms, andshall restrict such managementactions to authorized users.O.TOE_ACCESS mitigates thisthreat by restricting TOE access.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.ADMIN_ROLE mitigates thisthreat by restricting access toprivileged actions.O.ADMIN_ROLE The TOE willprovide roles that allow onlyauthorized users to have accessto administrative privileges thatare specific to the role.T.ACCESS + _TSFFUNC A user ora process may use, manage ormodify the TSF, bypassing theprotection mechanisms of theTSF.O.I&A mitigates this threat sincethe TOE requires successfulauthentication to the TOE priorto gaining access to anycontrolled-access content.O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.38"
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[Old Text]: "collaborative protection profile for database management systemsTOE Security Objectives Addressing Rationalethe Threat/PolicyThreat/Policyuser data and to the TSF. data and TSF data.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.RESIDUAL_INFORMATIONmitigates this threat by ensuringthat data is not improperlydisclosed.O.RESIDUAL_INFORMATIONThe TOE shall ensure that anyinformation contained in a protectedresource is not inappropriatelydisclosed when the resource isreallocated.T.RESIDUAL_DATAA user or a processacting on behalf of auser may gainunauthorized accessto user or TSF datathrough reallocationof TOE resourcesfrom one user orprocess to another.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.DISCRETIONARY_ACCESSmitigates this threat by requiringthat data, including TSF data, isprotected by discretionary accesscontrols.O.DISCRETIONARY_ACCESSThe TSF shall control access ofsubjects and/or users to namedresources based on identity of theobject, subject or user. The TSFshall allow authorized users tospecify for each access modewhich users/subjects are allowedto access a specific named objectin that access mode.T.UNAUTHORIZED_ACCESSAn authenticateduser or a process, inconflict with the TOEsecurity policy, maygain unauthorizedaccess to user data.O.MANAGEmitigates this threat by ensuring thataccess to user data is restricted toauthorized users.O.MANAGEThe TSF shall provide all thefunctions and facilities necessaryto manage TOE securitymechanisms, and shall restrictsuch management actions toauthorized users.O.TOE_ACCESSmitigates this threat by controllinglogical access to user data and TSFdata.O.TOE_ACCESSThe TOE shall providemechanisms that control a user'slogical access to user data and tothe TSF.Page 43 of 61v 1.3"

[New Text]: "TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.MANAGE mitigates this threatby ensuring that managementfunctions are restricted toauthorized users.O.MANAGE The TSF shallprovide all the functions andfacilities necessary to manageTOE security mechanisms, andshall restrict such managementactions to authorized users.O.TOE_ACCESS mitigates thisthreat by restricting TOE access.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.TOE Security Objectives RationaleAddressing the Threat/PolicyThreat/PolicyO.DISCRETIONARY_ACCESSmitigates this threat byrequiring that data, includinguser data stored with the TOE,is protected by discretionaryaccess controls.O.DISCRETIONARY_ACCESS TheTSF shall control access ofsubjects and/or users to namedresources based on identity ofthe object, subject, or user. TheTSF shall allow authorizedusers to specify for each accessmode which users/subjects areallowed to access a specificnamed object in that accessmode.T.IA_USER A user who has notsuccessfully completedidentification andauthentication may gainunauthorized access to userdata or TOE resources beyondpublic objects.O.I&A mitigates this threat byrequiring that each entityinteracting with the TOE isproperly identified andauthenticated before allowingaccess beyond public objects.O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.O.TOE_ACCESS mitigates thisthreat by controlling logicalaccess to user data and TSFdata.O.TOE_ACCESS The TOE shallprovide mechanisms thatcontrol a user’s logical access touser data and to the TSF.39"
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C.3 _Rationale for the Environmental Securitv Objectives

The table helow gives a.summary of the assumptions, policies, and threats relating
to the environmental securitv objectives.

Table 8: Coveraoe of SPF Items for the TOE Environment Security Ohjectives

Obiertive Name

| SPD roverane

OEADMIN

AMANAGE
P.USER

OE.INFO. PROTECT

A.CONNECT

AMANAGE

APHYSICAL
ATRAINEDLISER

P.USER

TUNAUTHORIZED. ACCESS

OFE.IT 1&A

A SUUPPORT

OF.IT TRIJSTED. SYSTEM

A.CONNECT
A PEER_FUNC. & MGT

OE.NO. GENERAL_. PUURPOSE

ANO. GENERAI. _PURPOSE

OE.PHYSICAL

A.CONNECT
APHYSICAL

\
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8.3. Rationale for the Environmental Security

Objectives

The .table below. gives a_.summary .of .the .assumptinns, .policies, .and .threats. relating .to .the
environmental security.ohiectives.
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The table helow orovides a rationale for the enviranmental securitv objectives.
Table 9: Rationale for Environmental Securitv Obiectives

Assumptinn Environmental Obiertive Addressing Rationale for Snecifvina the

the Assiimption Environmental Sacurity
Obiertive

ABLUTHLISER OE.INFO. PROTECT OE.INFO. PROTECT

Autherized.isars Theose resnonsible for the TQE shall supoonrts.the.assumntion by

onssess the establish.and imolement nrocedures tn ensuring.that users are

necessary ensure.that information.is protected in autherized to 2access data

autherization to an aporonriate manner..In narticular: managed hy.the TOE

;"’i“gfs o o All petwork.and nerinheral cabling

infermation shall be aporoved.for the transmittal

managed hy.the of the. maest sengsitive data

TOE in

transmitted ovar.the link Such

it . .
accardance with physical links are assumed.to he

9’;0""'73_*'0” adeguiatelv. pratected aaainst threats
DIRAYA to the confidentiality and inteqritv of
arcess.policies, the data transmitted usina

anpropriate nhysical and logical
orotertion techniales

o . DAC nrotectinns.on securitv-relevant
files (such as audit frails and
antherizatinn, databases) shall
alwavs.be set un correctly.

o l)sers are authnrizad to ancess parts
of the data.managed hv the TOE
anc.are trainad to.exercise.cantral
aver thair nwn.data
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The table below. provides.a.rationale.for the environmental security ohjectives.

Table 9. Table 9: Rationale for. Environmental Security Qbjectives

Assumption
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pnssess the necessary
autharization te.access the
information managed by the
TOE in accardance with
organization.information
access.policies.

Environmental Ohjective
Addressing the Assumption

Rationale for Specifying the
Envirnnmental Secnrity
Obiective

OE.INFQ _PROTECT.Thase
resonnsible for the TOE shall
estahlish and implement
procedures to ensure that
information is. protected in.an
apnronriate manner. In
particular: AlLnetwork and
perinberal cabling shall be
annroved. for the transmittal of
theamest sensitive data

OEINFQ_PROTECT.sunports the
assumotion hv ensuring that

.............

data.managed.by the TOE.

transmitted aver thelink.Such
physical links are assumed.to
be adequately protected against
threats fto.the confidentiality
and integritv of the data
transmitted nsing aporopriate
physical and.logical protection
techniques. DAC protections on
security-relevant files (such as
audit trajls.and antharization
datahases) shall always be set
up correctly. Users are
anthorized.to access parts of the
data.managed.by.the TOE and
aretrained.to exercice.contral

overtheir ovwmn data,
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ohysical links are asstumed.ta he
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o DAC nrotectinns.on securitv-relevant
files (such as audit frails and
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the Assiimption Environmental Sacurity
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[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.INFO_PROTECTsupports the assumption byrequiring that all network andperipheral cabling must beapproved for the transmittal of themost sensitive data transmittedover the link. Such physical linksare assumed to be adequatelyprotected against threats to theconfidentiality and integrity of thedata transmitted usingappropriate physical and logicalprotection techniques.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthorization databases) shallalways be set up correctly. Users are authorized to access partsof the data managed by the TOEand are trained to exercise controlover their own data.A.CONNECTAll connections toand from remotetrusted ITsystems andbetween separateparts of the TSFare physicallyand/or logicallyprotected withinthe TOEenvironment toensure theintegrity andconfidentiality ofthe datatransmitted andto ensure theauthenticity of thecommunicationend points.OE.IT_TRUSTED_SYSTEMsupports the assumption byensuring that external trusted ITsystems implement the protocolsand mechanisms required by theTSF to support the enforcementof the security policy.OE.IT_TRUSTED_SYSTEMExternal IT systems may be required bythe TOE for the enforcement of thesecurity policy. These external trustedIT systems shall be managed accordingto known, accepted and trusted policiesbased on the same rules and policiesapplicable to the TOE, and shall besufficiently protected from any attackthat may cause those functions toprovide false results.OE.PHYSICALsupports the assumption byensuring that appropriate physicalsecurity is provided within thedomain.OE.PHYSICALThose responsible for the TOE shallensure that those parts of the TOEcritical to enforcement of the securitypolicy are protected from physical attackthat might compromise IT securityobjectives. The protection shall becommensurate with the value of the ITassets protected by the TOE.Page 46 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.INFO_PROTECT supports theassumption by requiring thatall network and peripheralcabling must be approved forthe transmittal of the mostsensitive data transmitted overthe link. Such physical links areassumed to be adequatelyprotected against threats to theconfidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques.OE.INFO_PROTECT Thoseresponsible for the TOE shallestablish and implementprocedures to ensure thatinformation is protected in anappropriate manner. Inparticular: All network andperipheral cabling shall beapproved for the transmittal ofthe most sensitive datatransmitted over the link. Suchphysical links are assumed tobe adequately protected againstthreats to the confidentialityand integrity of the datatransmitted using appropriatephysical and logical protectiontechniques. DAC protections onsecurity-relevant files (such asaudit trails and authorizationdatabases) shall always be setup correctly. Users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.A.CONNECT All connections toand from remote trusted ITsystems and between separateparts of the TSF are physicallyand/or logically protectedwithin the TOE environment toensure the integrity andconfidentiality of the datatransmitted and to ensure theauthenticity of thecommunication end points.OE.IT_TRUSTED_SYSTEMsupports the assumption byensuring that external trustedIT systems implement theprotocols and mechanismsrequired by the TSF to supportthe enforcement of the securitypolicy.OE.IT_TRUSTED_SYSTEMExternal IT systems may berequired by the TOE for theenforcement of the securitypolicy. These external trusted ITsystems shall be managedaccording to known, acceptedand trusted policies based onthe same rules and policiesapplicable to the TOE, and shallbe sufficiently protected fromany attack that may cause thosefunctions to provide falseresults.42"
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[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.IT_I&Asupports the assumptionimplicitly.OE.IT_I&AAny information provided by a trustedentity in the environment and used tosupport user authentication andauthorization used by the TOE is correctand up to date.A.SUPPORTAny informationprovided by atrusted entity inthe ITenvironment andused to supportthe provision oftime and date,information usedin audit capture,userauthentication,and authorizationthat is used bythe TOE iscorrect and up todate.OE.ADMINsupports the assumption byrequiring that authorizedadministrators are competent,thereby ensuring that all the tasksare performed correctly andeffectively.OE.ADMINThose responsible for the TOE arecompetent and trustworthy individuals,capable of managing the TOE and thesecurity of information it contains.OE.INFO_PROTECTsupports the assumption byensuring that users areauthorized to access theappropriate data, and are trainedto exercise control.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthentication databases) shallalways be set up correctly. Users are authorized to access partsof the data managed by the TOEand are trained to exercise controlover their own data.A.MANAGEThe TOE securityfunctionality ismanaged by oneor morecompetent,authorizedadministrators.The systemadministrativepersonnel are notcareless, willfullynegligent, orhostile, and willfollow and abideby theinstructionsprovided by theguidancedocumentation.Page 47 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.PHYSICAL supports theassumption by ensuring thatappropriate physical security isprovided within the domain.OE.PHYSICAL Those responsiblefor the TOE shall ensure thatthose parts of the TOE critical toenforcement of the securitypolicy are protected fromphysical attack that mightcompromise IT securityobjectives. The protection shallbe commensurate with thevalue of the IT assets protectedby the TOE.OE.IT_I&A supports theassumption implicitly.OE.IT_I&A Any informationprovided by a trusted entity inthe environment and used tosupport user authenticationand authorization used by theTOE is correct and up to date.A.SUPPORT Any informationprovided by a trusted entity inthe IT environment and used tosupport the provision of timeand date, information used inaudit capture, userauthentication, andauthorization that is used bythe TOE is correct and up todate.OE.ADMIN supports theassumption by requiring thatauthorized administrators arecompetent, thereby ensuringthat all the tasks are performedcorrectly and effectively.OE.ADMIN Those responsiblefor the TOE are competent andtrustworthy individuals,capable of managing the TOEand the security of informationit contains.A.MANAGE The TOE securityfunctionality is managed by oneor more competent, authorizedadministrators. The systemadministrative personnel arenot careless, willfully negligent,or hostile, and will follow andabide by the instructionsprovided by the guidancedocumentation.43"
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[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.NO_GENERAL_PURPOSEThe DBMS server must notinclude any general-purposecomputing capabilities. This willprotect the TSF data frommalicious processes.OE.NO_GENERAL_PURPOSEThere shall be no general-purposecomputing capabilities (e.g., compilersor user applications) available on DMBSservers, other than those servicesnecessary for the operation,administration, and support of theDBMS.A.NO_GENERAL_PURPOSEThere are nogeneral-purposecomputingcapabilities (e.g.,compilers or userapplications)available onDBMS servers,other than thoseservicesnecessary for theoperation,administration,and support ofthe DBMS.OE.IT_TRUSTED_SYSTEMsupports this assumption byensuring that remote systemssupporting the TOE are managedin a manner consistent with thesecurity policies applicable to theTOE.OE.IT_TRUSTED_SYSTEMExternal IT systems may be required bythe TOE for the enforcement of thesecurity policy. These external trustedIT systems shall be managed accordingto known, accepted, and trusted policiesbased on the same rules and policiesapplicable to the TOE, and shall besufficiently protected from any attackthat may cause those functions toprovide false results.A.PEER_FUNC_&_MGTAll externaltrusted ITsystems trustedby the TSF toprovide TSF dataor services to theTOE, or tosupport the TSFin theenforcement ofsecurity policydecisions areassumed tocorrectlyimplement thefunctionality usedby the TSFconsistent withthe assumptionsdefined for thisfunctionality andto be properlymanaged andoperate undersecurity policyconstraintscompatible withthose of the TOE.Page 48 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.INFO_PROTECT supports theassumption by ensuring thatusers are authorized to accessthe appropriate data, and aretrained to exercise control.OE.INFO_PROTECT Thoseresponsible for the TOE shallestablish and implementprocedures to ensure thatinformation is protected in anappropriate manner. Inparticular: All network andperipheral cabling shall beapproved for the transmittal ofthe most sensitive datatransmitted over the link. Suchphysical links are assumed tobe adequately protected againstthreats to the confidentialityand integrity of the datatransmitted using appropriatephysical and logical protectiontechniques. DAC protections onsecurity-relevant files (such asaudit trails and authorizationdatabases) shall always be setup correctly. Users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.OE.NO_GENERAL_PURPOSE TheDBMS server must not includeany general-purpose computingcapabilities. This will protectthe TSF data from maliciousprocesses.OE.NO_GENERAL_PURPOSEThere shall be no general-purpose computing capabilities(e.g., compilers or userapplications) available onDMBS servers, other than thoseservices necessary for theoperation, administration, andsupport of the DBMS.A.NO_GENERAL + _PURPOSEThere are no general-purposecomputing capabilities (e.g.,compilers or user applications)available on DBMS servers,other than those servicesnecessary for the operation,administration, and support ofthe DBMS.44"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V2.0.pdf

Assxlt\ti on

ANQ _GENERAL + PIRPQSE
There are no general-purnase
comnuting capabilities (e.g.,
comnilers or.user applications)
availahle.on DBMS servers
Qther thanthose serrisss
necessarv for the oneration,
admipistration, and supoort of
theDBMS

Environmental Ohjective
Addressing the Assnumption

Rationale for Specifying the
Envirnnmental Secnrity
Obiective

OE.INFQ _PROTECT.Thase
responsible for the TOE shall
establish and implement
procedures to ensure that
information is. protected in.an
annronriate manner. In
particnlar: AlLnetwork and
peripheral cabling shall. be
annroved. for the transmittal. of
theamest sensgitive data

OEINFQ_PROTECT.sunports the
assumotion hv ensuring that
vgers areautharized.ta access
the aporovriate.data, and.are

traiped to exercise contrel.

transmitted aver thelink.Such
phvsical links are assumed.to
be adequately.protected against
threats to.the confidentiality
and integritv of the data
transmitted nsing aporopriate
physical and.logical protection
techniques. DAC protections on
security-relevant files (such as
audit trajls.and antharization
databhases) shall always be set
up correctly. Users are
anthorized.to access parts of the
data.managed.by.the TOE and
aretrained.to.exercice.contral

overtheir own data,

OE.NO, GENERAL. PURPOSE
There shall be no.general-
purpose computing cavahilities
(e.g.,.compilers or user,
apnlications) available on
DMBS . servers. other.than.those
services necessary for.the
operation, administration, and
support.of the DBMS

OE.NO. GENERAL. PURPOSE The
DBMS servermust natinelade
anv general-nurnnse.comnuting
capabilities. This will protect
the TSE datafrom malicicus
Drocesses.



Replaced Text
Text
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[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.IT_TRUSTED_SYSTEMsupports this assumption byensuring that remote systemssupporting the TOE aremanaged in a mannerconsistent with the securitypolicies applicable to the TOE.OE.IT_TRUSTED_SYSTEMExternal IT systems may berequired by the TOE for theenforcement of the securitypolicy. These external trusted ITsystems shall be managedaccording to known, accepted,and trusted policies based onthe same rules and policiesapplicable to the TOE, and shallbe sufficiently protected fromany attack that may cause thosefunctions to provide falseresults.A.PEER_FUNC_&_MGT Allexternal trusted IT systemstrusted by the TSF to provideTSF data or services to the TOE,or to support the TSF in theenforcement of security policydecisions are assumed tocorrectly implement thefunctionality used by the TSFconsistent with the assumptionsdefined for this functionalityand to be properly managedand operate under securitypolicy constraints compatiblewith those of the TOE.OE.PHYSICAL supports thisassumption by ensuring thatthe parts of the TOE critical tothe enforcement of the securitypolicy are protected fromphysical attack.OE.PHYSICAL Those responsiblefor the TOE shall ensure thatthose parts of the TOE critical toenforcement of the securitypolicy are protected fromphysical attack that mightcompromise IT securityobjectives. The protection shallbe commensurate with thevalue of the IT assets protectedby the TOE.A.PHYSICAL The operationalenvironment is assumed toprovide the TOE withappropriate physical protectionsuch that the TOE is not subjectto physical attack that maycompromise the security and/orinterfere with the platform’scorrect operation. This includesprotection for the physicalinfrastructure on which theTOE depends for correctoperation and hardwaredevices on which the TOE isexecuting.45"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V2.0.pdf

Assxmti on

A.PEER _EUNC, & MGT.Al
external trusted IT svstems
trusted bv the TSF to.pravide
TSFE data or services to.the TOF,
or to.sunport the TSE in the
enforcement. of security. policy.
corrvectlyv implement.the
functionality. used hv the TSE
consistent with the assumptions
defined.for this functinnality.
and to. be properly managed
and operate under security
policy.constraints compatible
with.those of the TQE.

A PHYSICAL The operational
envirenment is.assumed fo
provide.the TQE with
apnropriate nhvsical protection
such.that.the TOE is not.suhject
to physical attack.that may
comnromise.the security and/or
interfere with the platform’s
corrvect oneration, This includes
protection for the physical
infrastructure.onwhich.the
TOE depends for correct
oneration and. hardware
devicesonwhich.the TQE.js

executing.

Environmental Ohjective
Addressing the Assnumption

OE.IT .TRIJSTED, SYSTEM
Exterpal IT systems mav he
required by the TOE for.the
enforcement of the securitv
nolicy. These external trusted I'T
svstems.shall he managed
according to.known,.accented.
and frusted policies hased on
the same rules and.policies
anpnlicable to the TOFE, and shall
be sufficiently. protected from
anv attack that mav cause those
functions.to nrovide false

rosults

OE.PHYSICALI Thaose resnonsible
forthe TQE shall ensure.that
those narts.of the TOE critical to
enforcement of the securitv
nolicy.are protected from
physical attack that might
comnromise IT security
ohiectives. The nrofection shall
be commensurate with the
value nf the IT assets protected
by the TOE

Rationale for Specifying the
Envirnnmental Secnrity
Obiective

OE.IT [TRIJSTED,SYSTEM
supports this assumntion by
ensuring that remote systems
supporting.the TQE are
managed.in A manner
consistent with the securitv
nnlicies.anplicahle to the TOE.

OE PHYSICAL supoorts this
assumotion hv ensuring that
the parts of the TOF, critical to
the enforcement of the security
policy.are protected from
physical attack.



Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.PHYSICALsupports this assumption byensuring that the parts of the TOEcritical to the enforcement of thesecurity policy are protected fromphysical attack.OE.PHYSICALThose responsible for the TOE shallensure that those parts of the TOEcritical to enforcement of the securitypolicy are protected from physical attackthat might compromise IT securityobjectives. The protection shall becommensurate with the value of the ITassets protected by the TOE.A.PHYSICALThe operationalenvironment isassumed toprovide the TOEwith appropriatephysicalprotection suchthat the TOE isnot subject tophysical attackthat maycompromise thesecurity and/orinterfere with theplatform’s correctoperation. Thisincludesprotection for thephysicalinfrastructure onwhich the TOEdepends forcorrect operationand hardwaredevices on whichthe TOE isexecuting.OE.INFO_PROTECTsupports the assumption byrequiring that all network andperipheral cabling must beapproved for the transmittal of themost sensitive data transmittedover the link. Such physical linksare assumed to be adequatelyprotected against threats to theconfidentiality and integrity of thedata transmitted usingappropriate physical and logicalprotection techniques.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthentication databases) shallalways be set up correctly. Users are authorized to access partsof the data managed by the TOEand are trained to exercise controlover their own data.Page 49 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.IT_TRUSTED_SYSTEMsupports this assumption byensuring that remote systemssupporting the TOE aremanaged in a mannerconsistent with the securitypolicies applicable to the TOE.OE.IT_TRUSTED_SYSTEMExternal IT systems may berequired by the TOE for theenforcement of the securitypolicy. These external trusted ITsystems shall be managedaccording to known, accepted,and trusted policies based onthe same rules and policiesapplicable to the TOE, and shallbe sufficiently protected fromany attack that may cause thosefunctions to provide falseresults.A.PEER_FUNC_&_MGT Allexternal trusted IT systemstrusted by the TSF to provideTSF data or services to the TOE,or to support the TSF in theenforcement of security policydecisions are assumed tocorrectly implement thefunctionality used by the TSFconsistent with the assumptionsdefined for this functionalityand to be properly managedand operate under securitypolicy constraints compatiblewith those of the TOE.OE.PHYSICAL supports thisassumption by ensuring thatthe parts of the TOE critical tothe enforcement of the securitypolicy are protected fromphysical attack.OE.PHYSICAL Those responsiblefor the TOE shall ensure thatthose parts of the TOE critical toenforcement of the securitypolicy are protected fromphysical attack that mightcompromise IT securityobjectives. The protection shallbe commensurate with thevalue of the IT assets protectedby the TOE.A.PHYSICAL The operationalenvironment is assumed toprovide the TOE withappropriate physical protectionsuch that the TOE is not subjectto physical attack that maycompromise the security and/orinterfere with the platform’scorrect operation. This includesprotection for the physicalinfrastructure on which theTOE depends for correctoperation and hardwaredevices on which the TOE isexecuting.45"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V1.3.pdf

collaborative nrotection nrofile for databhase management systems

Assumboption

Environmental Obiertive Addressing
the Assiimption

Rationale for Snecifvina the
Environmental Sacurity
Obiertive

A.TRAINEDLISE:
R
Authaerized.usars
are.sufficiently
trained tn
accomnlish a task
or araun of tasks
within 2 cecura 'T
envirnonment.by
exercising cantrol
aver thair near

data.

OE.INFO. PROTECT

Thaose resnonsible for the TOE. shall
establish.and imolement nrocedures tn
ensure.that information.is protected in
an aporonriate manner..In narticular:

o . All petwork.and nerinheral cahlina
shall be aporoved.for the transmittal
of the. mest sensitive data
transmitted ovar.the ink Such
ohysical links are asstumed.ta he
adegriatelv. protected anainst threats
to.the confidentiality. and inteqritv of
the data transmitted usina
anprooriate nhysical and logical
orotfection techniaues

o DAC nrotectinns.on securitv-relevant
files (such as audit frails and
authentication.datahases) shall
alwavs.be set un correctly.

e lJsers are authnrizad to access parts
of the data.manaced hv the TOE

OE.INFO. PROTECT

supoorts.the. assumntion by
ensuring.that users are
autherized.ta access narts of the
data managed by the TOFE and
aretrained.in eyercise contral
aver thair own.data

and.are trainad to.exercisa.control
aver thair own.data

v.41.3

Paae 50.0f 61



Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.INFO_PROTECTsupports the assumption byensuring that users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthentication databases) shallalways be set up correctly. Users are authorized to access partsof the data managed by the TOEand are trained to exercise controlover their own data.A.TRAINEDUSERAuthorized usersare sufficientlytrained toaccomplish a taskor group of taskswithin a secure ITenvironment byexercising controlover their userdata.Page 50 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.INFO_PROTECT supports theassumption by requiring thatall network and peripheralcabling must be approved forthe transmittal of the mostsensitive data transmitted overthe link. Such physical links areassumed to be adequatelyprotected against threats to theconfidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques.OE.INFO_PROTECT Thoseresponsible for the TOE shallestablish and implementprocedures to ensure thatinformation is protected in anappropriate manner. Inparticular: All network andperipheral cabling shall beapproved for the transmittal ofthe most sensitive datatransmitted over the link. Suchphysical links are assumed tobe adequately protected againstthreats to the confidentialityand integrity of the datatransmitted using appropriatephysical and logical protectiontechniques. DAC protections onsecurity-relevant files (such asaudit trails and authorizationdatabases) shall always be setup correctly. Users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.46"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V2.0.pdf

Assxlt\ti on

Environmenta) Ohjective Rationale for Specifying the
Addressing the Assmumption  Environmental Secnrity
Obiective
OE.INFQ _PROTECT.Thase OE.INFO_PROTECT supports the
responsible for the TOE shall assumption hv requiring that
estahlish and implement all network and.perinheral
procedures to ensure that cabling must be.aobnroved for
information is.protected in.an.  thetransmittal afithe mast
apnronriate manner. In sensitive data transmitted aver
particnlar: AlLnetwork and the link. Such nhvsical links are
peripheral cabling shall. be assumed to he adequvatelv
annroved for the transmittalof protected against.threats to the
theamest sensgitive data confidentialitv and.integrity of

transmitted aver thelink.Such the data transmitted using
phyvsical links are assumed.toc  anpronriate nhvsical and logical
be adeguately protected against protection techniques.
threats to.the confidentiality

and integritv of the data

transmitted nsing aporopriate

physical and.logical protection

techniques. DAC protections on

security-relevant files (such as

audijt trails.and antharization

databhases) shall always be set

up correctly. Users are

anthorized.to access parts of the

data.managed.by.the TOE and
aretrained.to.exercice.contral

overtheir awm data,

46


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.INFO_PROTECTsupports the assumption byensuring that users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthentication databases) shallalways be set up correctly. Users are authorized to access partsof the data managed by the TOEand are trained to exercise controlover their own data.A.TRAINEDUSERAuthorized usersare sufficientlytrained toaccomplish a taskor group of taskswithin a secure ITenvironment byexercising controlover their userdata.Page 50 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.INFO_PROTECT supports theassumption by requiring thatall network and peripheralcabling must be approved forthe transmittal of the mostsensitive data transmitted overthe link. Such physical links areassumed to be adequatelyprotected against threats to theconfidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques.OE.INFO_PROTECT Thoseresponsible for the TOE shallestablish and implementprocedures to ensure thatinformation is protected in anappropriate manner. Inparticular: All network andperipheral cabling shall beapproved for the transmittal ofthe most sensitive datatransmitted over the link. Suchphysical links are assumed tobe adequately protected againstthreats to the confidentialityand integrity of the datatransmitted using appropriatephysical and logical protectiontechniques. DAC protections onsecurity-relevant files (such asaudit trails and authorizationdatabases) shall always be setup correctly. Users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.46"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V1.3.pdf

collaborative nrotection nrofile for databhase management systems

Autharity. shall
only he given to
ucers.who.are
trusted.to perform
theactions
carrectly

Those responsible for the TQE are
competent.and trustwortby .individuals,
capahle nf.manaaging the TOFE and the
security of information it contains.

Assvumoptinn Environmental Obiertive Addressing Rationale for Snecifvina the
the Assiimption Environmental Sacurity
Obiertive
B.USER OELDMIN OEADMMN

supoarts.the. policy hv. ensuring
that the authorizad admipistrators,
resnensible for aranting. authoritv
to users,.are trustwarthy.

OF INFO. PROTECT

Thaose resnonsible for.the TOE. shall
establish.and imolement nrocedures tn
ensure.that information.is protected in
an approvriate manner..In particular:

o . All petwork.and nerinheral cahlina
shall be aporoved.for the transmittal
of the. mest sensitive data
fransmitiad over.the Jink, Such
ohysical links are asstmed.ta he
adegliatelv praotected anainst threats
to.the confidentialitv. and inteqrity of
the data transmitted usina
anpropriate nhysical and logical
orotertion techniales

o . DAC nrotectinns.on securitv-relevant
files (suich as audit frails and
antherizatinn, databases) shall
alwavs.be set un correctly.

o llsers are authnrized to access parts
of the data.managed hv the TOE
and are trained to.exercise.cantral
aver thair own.data

OE.INFO_PROTECT

suponrts.the.policy hv ensuring
that isers araautherized do
access.parts of the data manaaed
by the TOE.

TUNALITHORIZ
ED

. ACCESS
A.user may aain
afrecs to msar
data forvhich
they are naot
autherized
accordina fo.the
TOF security
onlicy.

OE.INFO, PROTECT

Thaose resnonsible for the TOE. shall
establish.and imolement nrocedures tn
ensure.that information.is protected in
an aporonriate manner..In narticular:

o . All petwork.and nerinheral cahlina
shall be aporoved.for the transmittal
of the mest sengifive data
fransmitted ovar.the ink Such
ohysical links are asstimed.ta he
adeqgliatelv praotected anainst threats
to.the confidentialitv. and inteqrityv of
the data transmitted usina
anpropriate nhysical and logical
orotfection techniaues

o DAC nrotectinns.on securitv-relevant
files (such as audit frails and
antherizatinn databases) shall
alwAavs.be set un correctly.

o lJsers are authnrized to.access. parts

OE.INFO,_ PROTECT

diminishes.the lngical.and
ohysical threats by ensurina that
the netwark and.peripheral
cablino.are apnronriately
orofectad.

DAC orotections. when
implemented correctly, supnart
thasidentification. of unautherized

ARCSSSr

v.41.3

Paae 51.0of 61



Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.ADMINsupports the policy by ensuringthat the authorized administrators,responsible for granting authorityto users, are trustworthy.OE.ADMINThose responsible for the TOE arecompetent and trustworthy individuals,capable of managing the TOE and thesecurity of information it contains.P.USERAuthority shallonly be given tousers who aretrusted to performthe actionscorrectly. OE.INFO_PROTECTsupports the policy by ensuringthat users are authorized toaccess parts of the data managedby the TOE.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthorization databases) shallalways be set up correctly. Users are authorized to access partsof the data managed by the TOEand are trained to exercise controlover their own data.OE.INFO_PROTECTdiminishes the logical andphysical threats by ensuring thatthe network and peripheralcabling are appropriatelyprotected.DAC protections, whenimplemented correctly, supportthe identification of unauthorizedaccess.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthorization databases) shallalways be set up correctly. Users are authorized to access partsT.UNAUTHORIZED_ACCESSA user may gainunauthorizedaccess to userdata for whichthey are notauthorizedaccording to theTOE securitypolicy.Page 51 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.INFO_PROTECT supports theassumption by ensuring thatusers are authorized to accessparts of the data managed bythe TOE and are trained toexercise control over their owndata.OE.INFO_PROTECT Thoseresponsible for the TOE shallestablish and implementprocedures to ensure thatinformation is protected in anappropriate manner. Inparticular: All network andperipheral cabling shall beapproved for the transmittal ofthe most sensitive datatransmitted over the link. Suchphysical links are assumed tobe adequately protected againstthreats to the confidentialityand integrity of the datatransmitted using appropriatephysical and logical protectiontechniques. DAC protections onsecurity-relevant files (such asaudit trails and authorizationdatabases) shall always be setup correctly. Users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.A.TRAINEDUSER Authorizedusers are sufficiently trained toaccomplish a task or group oftasks within a secure ITenvironment by exercisingcontrol over their user data.OE.ADMIN supports the policyby ensuring that the authorizedadministrators, responsible forgranting authority to users, aretrustworthy.OE.ADMIN Those responsiblefor the TOE are competent andtrustworthy individuals,capable of managing the TOEand the security of informationit contains.P.USER Authority shall only begiven to users who are trustedto perform the actions correctly.47"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V2.0.pdf

Assxmti on

A TRAINEDUSER Autharized
users are sufficientlv trained. tn
accomplish a task or.group.of
tasks within.a.secure IT
environment hy exercising
cantrel avertheirauser data,

P.USER Authority shall.only he
given to users who.are trusted
to perform.the actions.correctly.

Environmental Ohjective
Addressing the Assnumption

Rationale for Specifying the
Envirnnmental Secnrity
Obiective

OE.INFQ _PROTECT.Thase
responsible for the TOE shall
establish and implement
procedures to ensure that
information is. protected in.an
annronriate manner. In
particnlar: AlLnetwork and
peripheral cabling shall. be
annroved. for the transmittal. of
theamest sensgitive data

OEINFQ_PROTECT.sunports the
assumotion hv ensuring that
ysers areautharized.to access
parts of the data managed hv
the TOE.and. are frained.ta
axercise contralever their awn

data;

transmitted aver thelink.Such
phvsical links are assumed.to
be adequately.protected against
threats to.the confidentiality
and integritv of the data
transmitted nsing aporopriate
physical and.logical protection
techniques. DAC protections on
security-relevant files (such as
audit trajls.and antharization
databhases) shall always be set
up correctly. Users are
anthorized.to access parts of the
data.managed.by.the TOE and
aretrained.to.exercice.contral

overtheir own data,

OE.ADMIN Those resonnsible
far.the TQE are competent and
trustworthy individuvals,
capable.of managing the TOE
and rhe.security. of information
it.containg

OE.ADMIN sunpports the.policy
by ensuring that the anthorized
administrators, responsible for
granting authority to users, are
trustworthy.

47


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsRationale for Specifying theEnvironmental SecurityObjectiveEnvironmental Objective Addressingthe AssumptionAssumptionOE.ADMINsupports the policy by ensuringthat the authorized administrators,responsible for granting authorityto users, are trustworthy.OE.ADMINThose responsible for the TOE arecompetent and trustworthy individuals,capable of managing the TOE and thesecurity of information it contains.P.USERAuthority shallonly be given tousers who aretrusted to performthe actionscorrectly. OE.INFO_PROTECTsupports the policy by ensuringthat users are authorized toaccess parts of the data managedby the TOE.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthorization databases) shallalways be set up correctly. Users are authorized to access partsof the data managed by the TOEand are trained to exercise controlover their own data.OE.INFO_PROTECTdiminishes the logical andphysical threats by ensuring thatthe network and peripheralcabling are appropriatelyprotected.DAC protections, whenimplemented correctly, supportthe identification of unauthorizedaccess.OE.INFO_PROTECTThose responsible for the TOE shallestablish and implement procedures toensure that information is protected inan appropriate manner. In particular: All network and peripheral cablingshall be approved for the transmittalof the most sensitive datatransmitted over the link. Suchphysical links are assumed to beadequately protected against threatsto the confidentiality and integrity ofthe data transmitted usingappropriate physical and logicalprotection techniques. DAC protections on security-relevantfiles (such as audit trails andauthorization databases) shallalways be set up correctly. Users are authorized to access partsT.UNAUTHORIZED_ACCESSA user may gainunauthorizedaccess to userdata for whichthey are notauthorizedaccording to theTOE securitypolicy.Page 51 of 61v 1.3"

[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.INFO_PROTECT supports theassumption by ensuring thatusers are authorized to accessparts of the data managed bythe TOE and are trained toexercise control over their owndata.OE.INFO_PROTECT Thoseresponsible for the TOE shallestablish and implementprocedures to ensure thatinformation is protected in anappropriate manner. Inparticular: All network andperipheral cabling shall beapproved for the transmittal ofthe most sensitive datatransmitted over the link. Suchphysical links are assumed tobe adequately protected againstthreats to the confidentialityand integrity of the datatransmitted using appropriatephysical and logical protectiontechniques. DAC protections onsecurity-relevant files (such asaudit trails and authorizationdatabases) shall always be setup correctly. Users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.A.TRAINEDUSER Authorizedusers are sufficiently trained toaccomplish a task or group oftasks within a secure ITenvironment by exercisingcontrol over their user data.OE.ADMIN supports the policyby ensuring that the authorizedadministrators, responsible forgranting authority to users, aretrustworthy.OE.ADMIN Those responsiblefor the TOE are competent andtrustworthy individuals,capable of managing the TOEand the security of informationit contains.P.USER Authority shall only begiven to users who are trustedto perform the actions correctly.47"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V1.3.pdf

collaborative nrotection nrofile for databhase management systems

Assumboption

Environmental Obiertive Addressing
the Assiimption

Rationale for Snecifvina the
Environmental Sacurity
Obiertive

of the data.managed hv the TOE
and.are trained to.exercise.control
aver thair own.data

C.4 _Rationale for TOE Securitv Functional Requirements

The following table orovides the rationale for the selection of the security functional
requirements. It tfraces each TOE security.obiective to the identified securitv
functional requirements.
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[New Text]: "Rationale for Specifying theEnvironmental SecurityObjectiveEnvironmental ObjectiveAddressing the AssumptionAssumptionOE.INFO_PROTECT diminishesthe logical and physical threatsby ensuring that the networkand peripheral cabling areappropriately protected. DACprotections, when implementedcorrectly, support theidentification of unauthorizedaccess.OE.INFO_PROTECT Thoseresponsible for the TOE shallestablish and implementprocedures to ensure thatinformation is protected in anappropriate manner. Inparticular: All network andperipheral cabling shall beapproved for the transmittal ofthe most sensitive datatransmitted over the link. Suchphysical links are assumed tobe adequately protected againstthreats to the confidentialityand integrity of the datatransmitted using appropriatephysical and logical protectiontechniques. DAC protections onsecurity-relevant files (such asaudit trails and authorizationdatabases) shall always be setup correctly. Users areauthorized to access parts of thedata managed by the TOE andare trained to exercise controlover their own data.T.UNAUTHORIZED + _ACCESS Auser may gain unauthorizedaccess to user data for whichthey are not authorizedaccording to the TOE securitypolicy.8.4. Rationale for TOE Security FunctionalRequirementsThe following table provides the rationale for the selection of the security functional requirements.It traces each TOE security objective to the identified security functional requirements.Table 10. Table 10: Rationale for TOE Security Functional RequirementsRequirements Addressing the RationaleObjectiveObjectiveThe TOE will establish, at least,an authorized administratorrole and authorized user roles.Additional roles may also bespecified.O.ADMIN_ROLE The TOE shall FMT_SMR.1provide roles that allow onlyauthorized users to have accessto administrative privileges thatare specific to the role.49"
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[New Text]: "Requirements Addressing the RationaleObjectiveObjectiveFAU_GEN.1 defines the set ofevents for which the TOE mustbe capable of generating auditdata. This requirement ensuresthat the administrator has theability to audit any securityrelevant events that takes placein the TOE. This requirementalso defines the informationthat must be contained in theaudit data for each auditableevent. FAU_GEN.2 ensures thatthe audit data associates a useridentity and, when applicable, agroup identity with theauditable event. FAU_SEL.1allows the administrator toconfigure which auditableevents will be recorded in theaudit trail.FAU_GEN.1 FAU_GEN.2FAU_SEL.1O.AUDIT_GENERATION The TOEshall provide the capability todetect and create records ofsecurity relevant eventsassociated with users.The TSF controls access toresources based on the subjectand/or object securityattributes.O.DISCRETIONARY_ACCESS The FDP_ACC.1 FDP_ACF.1TSF shall control access ofsubjects and/or users to namedresources based on identity ofthe object, subject or user. TheTSF shall allow authorizedusers to specify for each accessmode which users/subjects areallowed to access a specificnamed object in that accessmode.50"
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[New Text]: "Requirements Addressing the RationaleObjectiveObjectiveFIA_UID.2 and FIA_UAU.2ensure that only authorizedusers gain access to the TOEand its resources followingidentification andauthentication. FIA_ATD.1ensures that the securityattributes used to determineaccess are defined andavailable to support accesscontrol decisions.FIA_USB_EXT.2 ensuresenforcement of the rulesgoverning subjects acting onbehalf of authorized users.FIA_ATD.1 FIA_UAU.2 FIA_UID.2FIA_USB_EXT.2 (Optional)O.I&A The TOE shall ensure thatusers are authenticated beforethe TOE processes any actionsthat require authentication.FMT_MSA.1(1) andFMT_MSA.1(2) ensure that theability to perform operations onsecurity attributes is restrictedto authorized administratorsand authorized users.FMT_MSA.3 ensures that defaultvalues used for securityattributes are restrictive.FMT_MTD.1 ensures that theability to include or excludeauditable events is restricted toauthorized administrators.FMT_REV.1(1) and FMT_REV.1(2)restrict the ability to revokeattributes to the authorizedadministrator and authorizedusers. FMT_SMF.1 identifies themanagement functions that areavailable to the authorizedadministrator. FMT_SMR.1defines the specific securityroles to be supported.FMT_MSA.1(1) FMT_MSA.1(2)FMT_MSA.3 FMT_MTD.1FMT_REV.1(1) FMT_REV.1(2)FMT_SMF.1 FMT_SMR.1O.MANAGE The TSF shallprovide all the functions andfacilities necessary to manageTOE security mechanisms, andshall restrict such managementactions to authorized users.51"
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C.5 SFR Dependencies Analysis

Reavirement | Devendency | Satisfied
FAL) .GEN.1 | FPT.STM.1 This requirement is satisfied by the
assumntion np the IT environment, qiven in
ASUBRORT
FALI _GEN.2 FALI _GEN.1 This reqauirement is satisfied by
This requirement is satisfied bv FIA UID.2
which is hierarchical to FIA LIID .1
FAL) SEI_1 FALI _GEN.1 This renuirement is satisfied bv
This requirement is satisfied by
FMT _MTD. 1.
FDP _ACC.1 FDP. ACE.1 This requirement is satisfied by
FDP _ACF 1
FDP _ACF 1 FDP _ACC.1 This reqauirement is satisfied hv
FMT _MSA 3 FDP _ACC.1
This reqauirement is satisfied hv
FMT _MSA 3.
FDP RIP.1 Mone N/A
FIA. ATD.1 None N/A
FIA LJALL? FIA UID.1 This reqauirement is satisfied bv FIA _UID.?2
which is hierarchical to FIA LD .1
FIA 1JID.2 None N/A
FIA LJSR EXT.2 FIA ATD.A This reavirement is satisfied hv FIA ATD 1.
FMT _MSA 1 [EDP. ACC.1 ar This renuirement is satisfied by
FDP _IFC.1] FDP_ACC.1
FMT _SMF.1 This reqauirement is satisfied hv
This requirement is satisfied bv
FMT _.SMR.1.
FMT _MSA 3 FMT_MSA 1 This requirement is satisfied bv
This requirement is satisfied bv
FMT _SMR.1.
FMT_MTD.1 FMT _SMF.1 This requirement is satisfied hv
FMT _.SMR.1 FMT _SMF.1
This requirement is satisfied bv
FMT _.SMR.1.
FMT _REV.1/1) FMT, SMR.1 This reauirement is satisfied bv
FMT _SMR.1.
FMT _REV.1/2) FMT, SMR.1 This reavirement is satisfied hv

\
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FDP RIP1
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FDDP RIP1 ensures that the
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Renviremeant | Devendency | Satisfied
FMT _SMR.1.
FMT .SMF. 1 None N/A
FMT .SMR.1 | FIA UID.1 This requirement is satisfied bv FIA UID.?2

which is hierarchical to FIA LD .1

FPT TRC A1 FPT._ITT.1 For.a distributed TOE, the deoendancy is
satisfied throuah the environmental
assumntion, A CONNECT _that assures. the
canfidentiality and.integrity of the
fransmitted data,

FTA MCS.1 FIA UID.1 This requirement is satisfied bv FIA UID.2
which is hierarchical to FIA LD .1

FTA TSE.1 None N/A

C.6. . SAR Devendencies Analysis

The denendencies for security assurance reguirements are all fulfilled hased on the
fallowing facts:

o _EALZ2 is comnletely self-sufficient with all dependencies beino fulfilled with the
package of EAI2.

o _The security assurance reauvirement of ALC _FLR 3, which.is in addition ta
EAL?2. does. not have any dependencies.

C.7 _Rationale for Satisfvina all Security Assurance Reguirements

This. collahorative Protection Profile (cPP).is develooed for use by commercial DBMS
securitv saoftware develooers. Since the cPP will be applied to.commercial DBMS
oroducts that are used internationally the EAL.2 assurance backage was selected by
the cPP writers to. meet the maximum. level of assurance that is.recoonized
internationallv throuah the Common Criteria Recognition Arrancement (CCRA).

Flaw Remediation is the anlv requirement not included in any EAL level hecause it
does not.add any assurance.to the current system, but to. subseouent releases. A
svstematic flaw remediation nprocedure is however considered necessarv for every
DBMS vendor who supports enterprise security needs.in both, nrivate and public
sectors. Therefore, ALC. FI_.R.3 was selected tn auament EAL2.

C.8 _Rationale for Extended Security Functional Reguirements

The table helow oresents a rationale for the.inclusion of the extended functional
securitv reguirements found in this PP. Note that there are no extended security
assurance requirements (SAR).

VA3 Paqe 57 of 61
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provide. mechanisms that
control a user’s logical access to
usevdataand.te the TSE

Renquirements Addressing the
Obiective

FDP _ACC1.FDP_ACF 1

FIA _ATDA FTA MCS.EXTA
FTA MCS.1.(Selectinn-Basad)
FTA TSE.1 FTA TAH _EXT.1
(Ontional) FPT, TRC.1. (Ovtinnal)

Ratiopale

FDP ACC.1.and FDP _ACF 1
ensura that access hetween
subjects and.obiects is
controlled nsing security
attrihntes, FIA. ATD. 1 defines
the security attributes.for
individual users
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Table 11: Ratinnale for Extended Securitv Functional Requirements

Extanced | 1dantifiar | Raticnata
Reavirement
FIA ISR EXT.2 Enhanced ucer- Security attributes may be assnciated. with A niser
subiect bindina to further restrict acress ar.orovide additianal
orivileoes.
FTA TAH_EXT 1 T0OE accass The TOE may.make information related.to
information aftemots.to establish a sessinn availahle to
ucers
VA3 Paae &8 of 61
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Requirement

FAIJ.GEN.1

FATJ.GEN.2

FAIT SET..1

EDP ACC1

EDP ACF 1

FDP _RIP1
FIA _ATD.1
FTA TJALT.2

F1A TJID.2
FTA TJSR EXT.2

FMT.MSA.1(1)

FMT.MSA.1(2)

FMT.MSA.R

Denpendency.

FPT _STM.1

FAU GEN.LETA UTID.1

FAU GEN.LEMT. MTND.1

FDP_ACE.1

FDP_ACCA FMT, MSA. 2

None

None

FIA.TTID.J

None

FIA ATD.1

[FDP. ACC.1 or.EDP.IFC1]
FMT.SME. L FMT SMR.1

[FDP. ACC.1 or.EDPIFCA]
FMT.SME. L FMT SMR.1

FMT MSA.1LFEMT SMR.1

Satisfied

This requirement.is satisfied. by
the assumption on the IT
environwentf, given in
ASTIDRART,

This requirement.is satisfied.by
FATJ _GEN.1. This requirement is
satisfied hy FIA _UID.2 which.ig
hierarchical te FIA.UID.1

This requirement.is satisfied.by
FATJ _GEN.1. This requirement is
satisfied hy FMT MTD.1

This requirement.is satisfied.by.
FDP ACF .1

This requirement.is satisfied. by
FDP ACC.1.This requirement is
satisfied hy FMT MSA. 3,

N/A
N/A

This requirement.is satisfied. by
FIA TJID.2 which is.hierarchical
to FIA.UIND.1

N/A

This requirement.is satisfied. by
FIA_ATD.1,

This requirement.is satisfied. by
FDP _ACC.1.This requirement is
satisfied hy FMT SMF.1..This
reqguirement.is satisfied. by
FMT.SMR.1.

This requirement.is satisfied. by
FDP ACC.1.This requirement is
satisfied hy FMT SMF.1..This
reqguirement.is satisfied. by
FMT.SMR.1.

This requirement.is satisfied. by
FMT.MSA.1(1).and
FMT.MSA.1(?). This
reguirement.is satisfied by
FMT.SMR.1.
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Glossary

The terms, definitions and ahbreviations given [CC1] apoly.to this document.
Additional terms, definitions and abbreviations annlicahle only within the DBMS cPP

context. are given below:

Terms and Definitions

Term

Mearino

Access

Interaction between.an entity and an cbiect that results in the
flov: or.modification of data.

Aczcezs Contral

Security service that controls the use of resources? and the
disclosura and medification. of data 2

Arcountability

Pronerty that allows activities in an IT svstem.to he traced.to
the entitv. respnnsible for the activity

Adminiztrator

A user whao has been snecificallv aranted. the autharity. to
manage some.portion ar the entire TOE and whose Aactions
may affect.the DAC. Administrators mav nossess soecial
orivileoes that.orovide canabilities to override portinns .of the
arcess.control policy.

Anplication

An executable program

Azgyrance

A.measure of confidence that the security. fratures.of an T
svstem are sufficient to.enforce its. securitv nalicy,

Attaclk

An intenfional act attemoting.to viclate the security.policy nf.an
IT system.

Anthentication

Security measure that verifies a claimed identity.

AAAAAAAA

Permissinn, granted hy.an entity. autharized tn do so, tn
oerform functions and acress date.

Anthorizead Administrator

The autharized nerson in.contact with.the. Target.of Fvaluation
wha is resnonsihle for maintaining.its nperational. canability,

Autherized. sar

An authenticated nser who.may..in accordance with the
arcess.control policy..perform an aperation

Availability

Timelv*. reliable access tn IT.resourres
|

Comnromise

| Violation.of a security.policy.
|

Confidentiality

| A security nolicy. pertaining.to the disclosure of data.

Datahase Management System
(DBMS)

A suite.of programs that tvpicallv. manacge larae striictured.sets
of persistent.data. offerina ad hoc querv facilities.toc many
users, Thev are widsly nsed in.business aonlications.

D'SPrﬂt-onr—\rv Access Control

2 Hardweare and software
3 Stared ar.commuricated

4 Accordinag to.a.defined metric

A means.of restrictino acress to ohjects. based on the 'dnr\tﬁv
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Re(txrement Denpendency. Satisfied

FMT.MTD.A FMT_.SME1.EMT SMR.1 This requirement.is satisfied. by
FMT,.SME.1. This requirement.is
satisfied hy FMT SMR.1.

FMT.REV.1(1) FMT_.SMR.]J This requirement.is satisfied.by
FMT.SMR.1.

FMT.REV.1(2) FMT_.SMR.1 This requirement.is satisfied.by
FMT.SMR.1.

FMT.SME.1 None N/A

FMT.SMR.1 FTA TIID. 1 This requirement.is satisfied. by

FIA TJTD.2 which is.hierarchical
to FIA, UID.1.

FPT TRC.A1 FPT ITT.1 Far a distrihuted TOF, the
dependency issatisfied through
the environmental assumuotion,
A.CONNECT, that assures the
confidentialitv and.integrity of
thetransmitted.data.

FTA _MCS.EXTA1 FTA TJID.2 This requirement.is satisfied.by
FIA 171D 2.
FTA MCS.1 FIA TJID. 1 When FTA _MC(CS.1.is selected

throngh ETA, MCS _EXT.], this
reguirement.is satisfied by

FIA 1JID.2 which is.hierarchical
to FIA. UIND.1

FTA TSE.1 None N/A

8.6. SAR Dependencies Analvsis

The dependencies for security.assurance requirements are all fulfilled based.on.the follawing facts;

EAL?2 is.completely self-sufficient with all devendencies being fulfilled with the package of FAL?2 as
definped.in ICCS]

The security.assurance reaquirement.of ALC_FILR.3 which is in addition.to FALZ2, does.not have anv
dependencies,

8.7xRationale for Satisfving all Security Assurance
Reguirements

This. collaborative .Protection. Profile. (cPP) .is_developed for nse. hy commercial DBMS, security
software developers. Since the.cPP will be aoplied. to.commercial DBMS nroducts that are. used
inter&ﬁnpally the FAIL2 assurance.package defined.in [CC5] was selected hv the.cPP writers . to

55


Replaced Text
Text
[Old Text]: "collaborative protection profile for database management systemsGlossaryThe terms, definitions and abbreviations given [CC1] apply to this document.Additional terms, definitions and abbreviations applicable only within the DBMS cPPcontext are given below:Terms and DefinitionsTerm MeaningInteraction between an entity and an object that results in theflow or modification of data.AccessSecurity service that controls the use of resources2 and thedisclosure and modification of data.3Access ControlProperty that allows activities in an IT system to be traced tothe entity responsible for the activity.AccountabilityA user who has been specifically granted the authority tomanage some portion or the entire TOE and whose actionsmay affect the DAC. Administrators may possess specialprivileges that provide capabilities to override portions of theaccess control policy.AdministratorApplication An executable program.A measure of confidence that the security features of an ITsystem are sufficient to enforce its security policy.AssuranceAn intentional act attempting to violate the security policy of anIT system.AttackAuthentication Security measure that verifies a claimed identity.Permission, granted by an entity authorized to do so, toperform functions and access data.AuthorizationThe authorized person in contact with the Target of Evaluationwho is responsible for maintaining its operational capability.Authorized AdministratorAn authenticated user who may, in accordance with theaccess control policy, perform an operation.Authorized UserAvailability Timely4, reliable access to IT resources.Compromise Violation of a security policy.Confidentiality A security policy pertaining to the disclosure of data.A suite of programs that typically manage large structured setsof persistent data, offering ad hoc query facilities to manyusers. They are widely used in business applications.Database Management System(DBMS)Discretionary Access Control A means of restricting access to objects based on the identity2 Hardware and software3 Stored or communicated4 According to a defined metricPage 59 of 61v 1.3"

[New Text]: "Requirement Dependency SatisfiedThis requirement is satisfied byFMT_SMF.1. This requirement issatisfied by FMT_SMR.1.FMT_MTD.1 FMT_SMF.1 FMT_SMR.1This requirement is satisfied byFMT_SMR.1.FMT_REV.1(1) FMT_SMR.1This requirement is satisfied byFMT_SMR.1.FMT_REV.1(2) FMT_SMR.1FMT_SMF.1 None N/AThis requirement is satisfied byFIA_UID.2 which is hierarchicalto FIA_UID.1.FMT_SMR.1 FIA_UID.1For a distributed TOE, thedependency is satisfied throughthe environmental assumption,A.CONNECT, that assures theconfidentiality and integrity ofthe transmitted data.FPT_TRC.1 FPT_ITT.1This requirement is satisfied byFIA_UID.2.FTA_MCS_EXT.1 FIA_UID.2When FTA_MCS.1 is selectedthrough FTA_MCS_EXT.1, thisrequirement is satisfied byFIA_UID.2 which is hierarchicalto FIA_UID.1.FTA_MCS.1 FIA_UID.1FTA_TSE.1 None N/A8.6. SAR Dependencies AnalysisThe dependencies for security assurance requirements are all fulfilled based on the following facts:EAL2 is completely self-sufficient with all dependencies being fulfilled with the package of EAL2 asdefined in [CC5].The security assurance requirement of ALC_FLR.3, which is in addition to EAL2, does not have anydependencies.8.7. Rationale for Satisfying all Security AssuranceRequirementsThis collaborative Protection Profile (cPP) is developed for use by commercial DBMS securitysoftware developers. Since the cPP will be applied to commercial DBMS products that are usedinternationally the EAL2 assurance package defined in [CC5] was selected by the cPP writers to55"

Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



cPP_DBMS_V1.3.pdf

collaborative nrotection nrofile for databhase management systems

Term Meaprino

(DAC) of subjects and/nr.arouns tn which.they belong. Those
controls are discretinnary.in the sense that A subiest with
certain arcess permission is capahle of bassina that
oermission. (nerhaos indirectly).on to anv nther subiect

Entitv A sibhiect, nhiect, user ar.anather IT.device. which interacts

with TOE obiects, data. or resourcas.

External IT entity

Anv trusted Information. Technalngy (IT) praduct or svstem,
outside of the TOF, which may. in accordance with the acress
control.pnlicy, oerform Aan coeration.

Groun A.aroun is a defined set. It is.often.used.tn describe a defined
satof 1isarz

|dentity A representation (e.q.. A string) uniguely identifvina an
autherized.user.which can.either he the full or ahbreviated
name of that user.or a2 nsaundonvm,

Integrity A security nolicy. pertaining.ta the corruption of data and. TSF

mechanicms

Named Qbiect

An nhiject that exhibits all.of the following characteristics:

e . The.ohiect mav he used. tn transfer infarmation hetween
subiects of differing.user and/or aroup.idenfities within.the
TSF,

instance of the abient

e . The.name used to.refer to a soecific instance of the
ohject must exist in a.cantext that notentially allows
subiects with different user.and/ar group identities to
regiire. the. same instance of the.ohisct.

Obiect

An entity.that contains ar.receives.informatinn and.uncon.which
subiects nerform aperations.

Dlgtform

The environment in which apolication saftware runs. The
olatform can.be an nperatina. svstem, an execution
envirnonment which runs atop an.oneratina system..or scme
combinaticn.of thesa

Public Ohject

An nhiect for. which the TSF 1incanditinnally. permits Aall entities
‘read” access.. Qnly.the TSF or authorized administratars mav
create, delete..or mndify the nublic cbiects.

Security attributes

TSF data associated with. suhjects, abiects. and users that are
used for the enfarcement.of the DAC nclicy

Subiject

An entity.that causes nperatinn tn he perfarmad.

Thraat

Canabilities..intentions and.attack methads.of adversaries. or
anv.circumstance.or event. with the natential to violate. the
TOF securitv nolicy.

TOF resaurces

Anvthing.useahle or.consumable. in the TOF.

Unauthorized riser

|
| A user who may.obtain access.only to.svstem pravided nublic
|
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[Old Text]: "collaborative protection profile for database management systemsTerm Meaningof subjects and/or groups to which they belong. Thosecontrols are discretionary in the sense that a subject withcertain access permission is capable of passing thatpermission (perhaps indirectly) on to any other subject.(DAC)A subject, object, user or another IT device, which interactswith TOE objects, data, or resources.EntityAny trusted Information Technology (IT) product or system,outside of the TOE, which may, in accordance with the accesscontrol policy, perform an operation.External IT entityA group is a defined set. It is often used to describe a definedset of users.GroupA representation (e.g., a string) uniquely identifying anauthorized user, which can either be the full or abbreviatedname of that user or a pseudonym.IdentityA security policy pertaining to the corruption of data and TSFmechanisms.IntegrityAn object that exhibits all of the following characteristics: The object may be used to transfer information betweensubjects of differing user and/or group identities within theTSF. Subjects in the TOE must be able to require a specificinstance of the object. The name used to refer to a specific instance of theobject must exist in a context that potentially allowssubjects with different user and/or group identities torequire the same instance of the object.Named ObjectAn entity that contains or receives information and upon whichsubjects perform operations.ObjectThe environment in which application software runs. Theplatform can be an operating system, an executionenvironment which runs atop an operating system, or somecombination of these.PlatformAn object for which the TSF unconditionally permits all entities“read” access. Only the TSF or authorized administrators maycreate, delete, or modify the public objects.Public ObjectTSF data associated with subjects, objects, and users that areused for the enforcement of the DAC policy.Security attributesSubject An entity that causes operation to be performed.Capabilities, intentions and attack methods of adversaries, orany circumstance or event, with the potential to violate theTOE security policy.ThreatTOE resources Anything useable or consumable in the TOE.Unauthorized user A user who may obtain access only to system provided publicPage 60 of 61v 1.3"

[New Text]: "meet the maximum level of assurance that is recognized internationally through the CommonCriteria Recognition Arrangement (CCRA).Flaw Remediation is the only requirement not included in any EAL level because it does not addany assurance to the current system, but to subsequent releases. A systematic flaw remediationprocedure is however considered necessary for every DBMS vendor who supports enterprisesecurity needs in both, private and public sectors. Therefore, ALC_FLR.3 was selected to augmentEAL2.8.8. Rationale for Extended Security FunctionalRequirementsThe table below presents a rationale for the inclusion of the extended functional securityrequirements found in this PP. Note that there are no extended security assurance requirements(SAR).Table 11. Table 11: Rationale for Extended Security Functional RequirementsExtended Requirement Identifier RationaleSecurity attributes may beassociated with a user tofurther restrict access orprovide additional privileges.FIA_USB_EXT.2 Enhanced user-subject bindingThe TOE may make informationrelated to attempts to establisha session available to users.FTA_TAH_EXT.1 TOE access informationThe TOE can enforceconcurrent session limits usingper-user session locking oranother TSF-enforcedmechanism selected by the STauthor.Configurable Session LimitingMechanismsFTA_MCS_EXT.156"
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meewe maximum, level .of assurance that is recngnized.interprationally.through .the Common
Criteria.Recognition Arrangement (CCRA)

Flaw. Remediation .is the only.reauvirement not.included.in anv FAIL level because it.does not add
anv assurance to.the current. system. hut.to suhsequent releases. A .systematic.flaw remediation
procedure .is_however considered necessary. for.every. DRMS vendor who. suppoorts enterprise
security needs in both, private and puhlic. sectors. Therefore. AL.C_FLR.2 was selected to augment

FAL2,

8.8. Rationale for Extended Security Functional

Reguirements

The .table below. presents .a. rationale for the. inclusion.cf. the  extended functional . security
requirements found.in this PP. Note that there are no.extended. security assurance requirements

(SAR),

Table 11. Table 11: Rationale for Extended Securitv Functional Reauirements

Extended Reguirement

FIA TJSR_EXT.2

FTA TAH.EXT.1

FTA MCS.FXT1

Tdentifier

Enhanced user-subiect binding

TOF access irformation

Configurable Session Limiting

Mechaniems

Rationale

Security attributes may be
assorciated with.ausertn
further restrict access.or

provide additional orivileges,

The TOFE mav make information
related to attempots.to establish

a.session.availahle to sars,

concurrent session limits using
per-user session locking or
mechanism selected by the ST
author,
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Term

Meaprino

ohjects. if. any exist.

llzer

Anv enfity fhuman user.or exterpal IT antity) autside the TOF
that intaracts with the TOE.

Vulnerability

A weakness that can he exnloited to violate the TOE. security
onlicy.

Acronyms used in this cPP

A Acronvm

Meaninn

ACL

Access CortralList

~~

e

Common Lritaria

0OTS

Commercial Off Tha Shelf

DAC

Discretionarv Access Confrol

DBMS

Database Manaasment Svstem

DBMS
SRR

Database Manaagement Svstem.cnllahaorative Protaction Profile

184,

ldentification and. Authantication

Infarmation Technelogy

ITSEF

IT Securitv. Evaluatinn Earility

0S

Qperating. Syvstem

R

Prataction. Profile

SAR

Security. Assurance Regliirement

SFP

Security. Functional Policy

SFR

Security. Functianal Requirement

SPD

Sesurity. Problem. Definition

ST

Security. Target

TOE

Tarost. of Evaluation

TSE

TOE. Security.Functions

TSFI

TSE Ipterfaces
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CRapter 9. Selection-Based Requirements

As indicated.in the.intraduction. to this cPP. the baseline requirements are contained in.the hody.of
this .cPP. Additional. requirements_anpear here. if .certain. selections.are made.in.the baseline
reguirements.

9.1. Class: TOFE access. (FTA)

9.1.1. Limitation on multiole concurrent sessions (FTA_MCS)

FTA_MCS.1 Rasic limitation. on. mnltinle concurrent sessions

ETA.M(CS.1.1

The TSE shall restrict the maximum numbher of concurrent sessions that belong fo.the same. user.
ETA_MCS.1.2

The TSE shall enforce, by defanlt, a limit. of lassignment: default number] sessions per user,

Application Note 17:.The ST author. is reminded.that CC.Part.2 [CC2] allows that the default number
may be defined gs.a monagement function in EMT.
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ter 10. Glossary

, definitions and abbreviations given [CC1] apply to this document. Additional terms,
and abbreviations applicable only within the DBMS cPP context are given below:

10.1. Terms and Definitions

Term Meaning

Access Interaction between an entity and an object that
results in the flow or modification of data.

Access Control Security service that controls the use of
resources and the disclosure and modification of
data.

Accountability Property that allows activities in an IT system to
be traced to the entity responsible for the
activity.

Administrator A user who has been specifically granted the
authority to manage some portion or the entire
TOE and whose actions may affect the DAC.
Administrators may possess special privileges
that provide capabilities to override portions of
the access control policy.

Application An executable program.

Assurance A measure of confidence that the security
features of an IT system are sufficient to enforce
its security policy.

Attack An intentional act attempting to violate the
security policy of an IT system.

Authentication Security measure that verifies a claimed identity.

Authorization Permission, granted by an entity authorized to
do so, to perform functions and access data.

Authorized Administrator The authorized person in contact with the Target
of Evaluation who is responsible for
maintaining its operational capability.

Authorized User An authenticated user who may, in accordance
with the access control policy, perform an
operation.

Availability Timely, reliable access to IT resources.

Compromise Violation of a security policy.

Confidentiality A security policy pertaining to the disclosure of
data.
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Management System (DBMS)

Discretionary Access Control (DAC)

Entity

External IT entity

Group

Identity

Integrity

Named Object

Object

Platform

Meaning

A suite of programs that typically manage large
structured sets of persistent data, offering ad
hoc query facilities to many users. They are
widely used in business applications.

A means of restricting access to objects based on
the identity of subjects and/or groups to which
they belong. Those controls are discretionary in
the sense that a subject with certain access
permission is capable of passing that permission
(perhaps indirectly) on to any other subject.

A subject, object, user or another IT device,
which interacts with TOE objects, data, or
resources.

Any trusted Information Technology (IT)
product or system, outside of the TOE, which
may, in accordance with the access control
policy, perform an operation.

A group is a defined set. It is often used to
describe a defined set of users.

A representation (e.g., a string) uniquely
identifying an authorized user, which can either
be the full or abbreviated name of that user or a
pseudonym.

A security policy pertaining to the corruption of
data and TSF mechanisms.

An object that exhibits all of the following
characteristics: The object may be used to
transfer information between subjects of
differing user and/or group identities within the
TSF. Subjects in the TOE must be able to require
a specific instance of the object. The name used
to refer to a specific instance of the object must
exist in a context that potentially allows subjects
with different user and/or group identities to
require the same instance of the object.

An entity that contains or receives information
and upon which subjects perform operations.

The environment in which application software
runs. The platform can be an operating system,
an execution environment which runs atop an
operating system, or some combination of these.
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ject

Security attributes

Subject
Threat

TOE resources

Unauthorized user

User

Vulnerability

Meaning

An object for which the TSF unconditionally
permits all entities “read” access. Only the TSF
or authorized administrators may create, delete,
or modify the public objects.

TSF data associated with subjects, objects, and
users that are used for the enforcement of the
DAC policy.

An entity that causes operation to be performed.

Capabilities, intentions and attack methods of
adversaries, or any circumstance or event, with
the potential to violate the TOE security policy.

Anything useable or consumable in the TOE.

A user who may obtain access only to system
provided public objects if any exist.

Any entity (human user or external IT entity)
outside the TOE that interacts with the TOE.

A weakness that can be exploited to violate the
TOE security policy.

10.2. Acronyms used in this cPP

Acronym
ACL

cC

COTS

DAC
DBMS
DBMS cPP

I&A
IT
ITSEF
(O

PP
SAR
SFP
SFR
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Meaning

Access Control List

Common Criteria

Commercial Off The Shelf
Discretionary Access Control
Database Management System

Database Management System collaborative
Protection Profile

Identification and Authentication
Information Technology

IT Security Evaluation Facility
Operating System

Protection Profile

Security Assurance Requirement
Security Functional Policy

Security Functional Requirement
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TOE

TSF
TSFI

Meaning

Security Problem Definition
Security Target

Target of Evaluation

TOE Security Functions

TSF Interfaces
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