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Security Evaluation
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Technical Documents”. whose application.is mandatory for evaluations whose scope
is covered by.that of the suonortina document. The usaqe of the latter class is not
only. mandatorv, but certificates issued as a result of their apolication are recoanized
under.the Common Criteria Recognition Arranaement (CCRA).

This sunnortina document has been develoned hv the Database Management
System international Technical Community (DBMS-iTC) and.is desianed tno be used
ta support the evaluations of products against the collaborative Protection Profiles
(cPPs) identified.in Section 1.1.
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1. Intraduction

1.1 Technoloogy Area and Scove of Supbnarting Document
This Supoorting Document (SD) defines the Evaluation Activities associated with the
collaborative Protection Prafile for Database Management Systems [DBMScPPI.

This Supoorting Document.is mandatory for evaluations of oroducts. that claim
conformance to the followino cPP:

a) .collaborative Protection Profile for Database Management Systems
[DBMScPPI

Althouoh Evaluation Activities (FA) are defined for the evaluators to follow. the
definitions.in this Supporting Document aim.to orovide 2 common understanding for
developers, evaluators and users as to.what aspects of the Tarqget of Evaluation
(TOE) are tested in.an evaluation against the associated cPP. and to what depth the
testina is carried. out.

This.comman understandina contributes to the coal of ensurina that evaluations
against the cPP achieve comparable, transparent and repeatable results. In aeneral,
the definition of Evaluation Activities will alsn helo. Develooers.tn brepare for
evaluation by identifyino specific reouirements for their TOE. The specific
requirements.in Evaluation Activities mav in. some cases clarify the meanina of
Security Functional Reauirements (SFR<g). and mav identify particular requirements
far the cantent of Security Targets (ST). especially the TOE Summarv. Snecification
(TSS), user auidance documentation and testing activities.

1.2 Structure nf tha Document
EAs . can be defined for hath SFRs and Security Assurance Reouirements (SAR).
These are defined in_senarate sections of this Supportina Document.

If anv EA cannont be successfullv. comnleted. in an evaluation, then the overall verdict
far the evaluation is a ‘fail’. In rare cases there may.be acceptahle reasons why an
EA mav he modified or deemed not annlicable for.a particular TOE, but this must be
agreed with the Certification Body (CB) for the evaluation

In aeneral. if all EAs (for both SFRs and Security Assurance Reauirements (SARS))
are successfullv.comoleted in an evaluation then it would be exnected that the
overall verdict for the evaluation is.a ‘nass’. To.reach a ‘fail’ verdict when the EAs
have heen successfully comnleted would reguire a snecific justification from the
evaluator as to why the Evaluation Activities were not sufficient for. that TOE.

Similarly. at.the more aranular level of Assurance Components. if the EAs for an
Assurance Comnonent and all of its related SFR EAs are successfully completed.in
an evaluation then it would be exnected that the verdict far the Assurance
Component.is a ‘pass’. To reach a ‘fail’ verdict far the Assurance. Component when
these EAs have been successfully. comoleted would reguire a soecific justification
from the evaluator as to. why the EAs were naot sufficient for that TOF.

VA1 Paqge & of 38
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1.3 . Anplication of this Suovonrtina Document

This Supoortina Document (SD) defines three tyoes of EAs; TSS. Guidance
Documentation, and Tests are designed ta he nsed in conjunction with cPPs. cPPs
that relv on this SD will explicitlv identifv this document as a source for the EAs.
Each security. requirement (SER nr SAR) specified in the cPP could have multiole
assaciated FEAs. The securitv reauirement naming convention is consistent between
the cPP and S ensuring.a clear.one to nne carrespondence between securitv
requirements and EAs

The cPP.and SD are designed to be used.in caniunction with each other, where the
cPP lists SERs and. SARs and the SD cataloques EAs associated with each SFR
and SAR. Some of the SFRs included in the cPP are aptional. Therefore. an ST
claimina conformance to the cPP.does not necessarily have to include all nossible
SERs.defined in the cPP.

In an ST conformant to the cPP. several operations need to be oerformed. (mainly
selections and assianments). Some EAs define separate actions for different
selected or assianed.values in SFRs. The evaluator shall neither.carry out EAs
related ta SFRs that are not claimed in the ST nor EAs related to soecific selected or
assianed values that are not.claimed in the ST

EAs. do.not necessarilv have to be executed independently from each other. A
descriotion in.a auidance documentation or one test case. for examnle. can cover
multiple EAs at a time. no matter whether the EAs are related to the same or
different SERs.

v Paage 6 of 38
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Chapter 1. Introduction

1.1. Technology Area and Scope of Supporting
Document

This.Sunporting Dacument. (SD). defines the Evaluation Activities associated. with the.collaborative
Protection Profile for Databhase Management.Svstems [DBMScPPI.

This Sunporting Dociment.is mandatory for.evaluations of products. that.claim.conformance fo.the
following cPP:

s cnllaborative Protection Profile for. Database Management Svstems.[DBMScPP]

Although Evaluation. Activities (EA) are.defined for the.evaluators. to follow. the.definitions.in this
Sunporting Document. aim. fo. nrovide a. common. understanding. for developers. evalvators and
users as to.what aspects of the . Target of Evaluatiop (TOE) are.tested.in.an.evaluation. against. the
associated cPP, and.to what denth.the testing is carried out.

This.common.understanding contributes to.the goal of ensuring that evaluations against the .cPP
achieve. comparable. fransoarent and reoeatable results. In geperal. the definition of Fvalvation
Activities.will alsn helo.Develoners fo. prenare for.evaluation by.identifving specific requirements
for. their TOE. The specific reguirements .in Evaluation. Activities may in _some cases clarify.the
meaning of Security Functional Requirements. (SERs), and mav identify varticular requirements for
the content of Securitv Targets (ST), especially. the TOE Summary.Soecification (TSS). user guidance
documentation and testing activities,

1.2.Structnure of the Document

EAs can be.defined. for hoth SFRs.and Security. Assurance Requirements (SAR). These are defined.in
separate sections.of this. Sunnorting Dacument.

If any. EA canpnot be_successfully. completed. in. an_evaluation,. then the overall verdict for.the
evaluation is a ‘fail’. In rare cases there may he acceptable reasons why an EA may be modified or
deemed. not apnlicahle for. a narticular TOE, but this must be agreed with. the Certification.Bodyv
(CR) for.the evaluatiop.,

In general,.if all EAs (for.both SERs and Security. Assurance.Requirements (SARs)). are successfully
comnleted ip an evaluation then it would.be exnected that the.overall verdict for the evaluation.is a
‘pass’..To.reach. a ‘fail’ verdict when the EAs have been successfullv completed wonld. require a
specific.justification frow the evalnator as.to why.the Evalvation Activities were not.sufficient for

Similarly. at. the more. granuvlar. level of. Assurance. Components,.if .the EAs for. an _Assurance
Component and all of its related SER FAs.are successfully completed.in an evaluation then.it would
be expected that the verdict for.the Assurance Comnonent is.a.‘nass’. To.reach.a. ‘fail’ verdict for the
Assurance Comnonent when these FAs have heen successfully comnleted would.reqauire a specific
jusfixation from.the evaluator as to.why.the FAs. were not.sufficient for that TOE.
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2. Evalnation Activities for SFRs

2.1 Class: Security Audit (FAL))

1SS

The list of auditable events.is included in FAU _GEN.1. No further TSS activities are
dafined.

Cuidarce Documerntation

The evaluator shall.check the auidance dacumentation to ensure that, as.a minimum,
the auditahle events specified.in FAlIJ. GEN.1 are listed and the assnciated
infarmation recorded.ic corsistent with the definition of tha SERs,

Tagts

For the events listed in the table of audit events in the ST, the evaluator shall verify
the TOF’s ability to correctly aenerate audit records and that the associated
information reguired hv the ST is.included.in the audit record.

Note that the testina here. mav he accomplished.in conjunction with the testing.of the
security mechanisms.

e —

TSS

See FAU GEN.1

Cuidarce Decumentation

See FAU GEN.1

Tasts

This activity.is accomplished.in conjunction with the testina of FAU. GEN.1.1.

TSS

The evaluator shall examine. the TSS to verifv that it identifies the attributes by which
the TOF can be confioured tn selectively enable or disahle the aeneration. of
auditable events,

v Page 7 of 38
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lﬂ.g‘Aﬂpplication of this Supporting Document

This Supporting Document.(SD).defines three tynes of EAs; TSS, Guidance. Documentation, and.Tests
are designed to.be . used in. coniunction. with cPPs..cPPs that rely on. this. SD. will. explicitly. identify
this document as.a.source for.the FAs. Fach security requirement (SFR or SAR).snecified in the.cPP
could have multiple assaciated EAs. The security requirement.naming convention. is consistent
bet n .the cPP_and SD. epsuring .a. clear .one .to. one corresnondence between . security
regulrements and FAs.

The cPP. and. SD are.designed.to be nsed.in _conjunction with. each other, where.the cPP lists SFRs
and SARs.and.the SD catalogues FAs associated. with each SFR and SAR. Some of the SERs included
in the cPP are ontional. Therefore, an ST claiming conformance to the cPP. does not necessarily have
ta include all possihle SFRs.defined.in the.cPP.

In_an ST conformant to the.cPP, several overations.need to he nerformed (mainly.selections and
assignments). Some EAs define.separate actions for. different selected or assigned values.in SFRs.
The evaluator. shall neither carrv out EAs.related.to SFRs. that . are not claimed in the ST.nor EAs
related to specific selected or assigned.values that are not.claimed in.the ST

EAs do_not necessarily. have to be executed.independently from. each .other. A _description in. a
gnidance documentation or one test.case, for example, can cover multinle EAs at a time, no.matter

X
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Cuidarce Documentation

The evaluator shall. examine the operational auvidance to verifv that it nrovides a list
of the attrihutes that can be used to selectively enahle or disahle the aeneration of
auditable events as well as instructions for performing this oneratian.

Teasts

i.._._The evaluator shall aenerate audit records for each attribute soecified in
FAU SEL 1.

i.. The evaluator shall loo on to.the TOE using.a role that is sufficiently. privileoed
ta modify the set of events that the TOE audits, and select auditable events
far each attribute specified by FAU. SEL_1.in the ST, including any attribute
included in the assignment. This shall be done for each attribute separately
and a.combination of twa or more af the attributes

iji, The avaliator.chall then:

a._Verifv that audit logs are generated for the auditable events that have
baen selected:

b. Verify that audit logs are not acenerated for the auditable events that are
not celected

NQTE: The fallowing testing may. be done.in conjunction with other assurance

activities since auditable events accur as a hv-nroduct of the TOFE being used to

oerform other security functions.

2.2 . Class: lIser Data Protection (FDP)

\-FDP:NGGA—G&IUW

TSS

The TSS evaluation activities are.included.in the FDP _ACF .1,
Cuidarce Decumentation

The Guidance evaluation activities are included in the FDP. ACF 1.
Teasts

The test evaluation activities are included in the FDP. ACF 1,

v Paae 8 of 38
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Chapter 2. Evaluation Activities for SFRs

2.1. Class: Security Audit (FAU)

2.1.1. FAU. GEN.1 Audit data generation

TSS

The list of auditahle events.is included.in FAIT .GEN.1. Ne further TSS.activities.are defined.
Guidance Docvmentation

The evaluator.shall check the guidance documentation to ensure that. as.a.minimum,.the auditahle
events qper‘iﬁnd in FATJ.GEN.1. are. listed. and. the.associated. avdit. data .is. consistent. with.the

........

Tasts

For the eventslisted in the table of andit events.in the ST, the evaluator shall.verify.the TQE’s ability
to correctly generate avdit.data.and.that the associated.information.required.by.the ST is included
intheaudit data,

Nofe. that. the testing here may.be.accomplished. in.conjunction with. the testing of other.security

mechanisms,

2.1.2. FAU. GEN.2 User identity association
TSS

SQP&U GENL1

Guidance Dacumentation.

See FAU, GEN.1

Tasts

This activity.is accomplished .in coniunction with_ the testing of FATJ.GEN.1.1. For each generated
anditable event caused by.an identified. nser,. the evaluator .shall verify.that the. avdit. data
associates the event with.the nser identitv.that caused the event. If the ST selects "user.and groun"
in FAU GEN.2.1, the.evaluator shall also. verifv that the. audit.data. associates.the event with. the
annlicahle groun identity,

2.1.3. FAT]. SEL.1 Selective audit
TSS

The evaluvator.shall examine the TSS to verify.that it identifies the attributes hy which the TOE.can
be cc%i gured to selectivelv enahle or disable the generation of auditable events
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[New Text]: "Chapter 2. Evaluation Activities for SFRs2.1. Class: Security Audit (FAU)2.1.1. FAU_GEN.1 Audit data generationTSSThe list of auditable events is included in FAU_GEN.1. No further TSS activities are defined.Guidance DocumentationThe evaluator shall check the guidance documentation to ensure that, as a minimum, the auditableevents specified in FAU_GEN.1 are listed and the associated audit data is consistent with thedefinition of the SFRs.TestsFor the events listed in the table of audit events in the ST, the evaluator shall verify the TOE’s abilityto correctly generate audit data and that the associated information required by the ST is includedin the audit data.Note that the testing here may be accomplished in conjunction with the testing of other securitymechanisms.2.1.2. FAU_GEN.2 User identity associationTSSSee FAU_GEN.1Guidance DocumentationSee FAU_GEN.1TestsThis activity is accomplished in conjunction with the testing of FAU_GEN.1.1. For each generatedauditable event caused by an identified user, the evaluator shall verify that the audit dataassociates the event with the user identity that caused the event. If the ST selects "user and group"in FAU_GEN.2.1, the evaluator shall also verify that the audit data associates the event with theapplicable group identity.2.1.3. FAU_SEL.1 Selective auditTSSThe evaluator shall examine the TSS to verify that it identifies the attributes by which the TOE canbe configured to selectively enable or disable the generation of auditable events.5"
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TSS

The evaluator shall examine the TSS and verify that an explanation of the
discretionary access control onlicy.is aiven, and that the exolanation is both clear
and understandable.

Cuidarce Decumentation

The evaluator shall examine. the quidance. to verify that it:

e _Clearly states the access. control.rules of the TOE:

o _Exolains how the securitv and object attributes are used hv the TOE in order
to achieve the desired acress.contral;

e__Instructs administrators.on how. to allow users access to nhjects using anv
Additional rules defined in FDP _ACF.1.3; and

Instructs. administrators.on how. to denv nsers access to ahjects usina anv
additional rules defined in FDP _ACF.1.4

Teasts
The evaluator shall. davise tests that exercise each of tha.access. contral.rulas

NQTE: It.is not necessary to.test every.combination of the rules. but each rule must
ha.incliided. at least. once.in thatest caces.

SR e s—r ;

1SS

The evaluator shall examine.the TSS to ensure that _at a minimum. it describes how
the previnus information content is. made unavailable.

Cuidarce Documerntation

There are nn AGD assurance activities for this reauirement heyond what is
necessary.to satisfv the reauirements.in [CEMI.

Teasts

There are nno ATE assurance activities for this reauirement bevond what.is
necessary.to satisfv the reauirements.in [CEMI.
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Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTSSThe evaluator shall examine the TSS and verify that an explanation of thediscretionary access control policy is given, and that the explanation is both clearand understandable.Guidance DocumentationThe evaluator shall examine the guidance to verify that it: Clearly states the access control rules of the TOE; Explains how the security and object attributes are used by the TOE in orderto achieve the desired access control; Instructs administrators on how to allow users access to objects using anyadditional rules defined in FDP_ACF.1.3; and Instructs administrators on how to deny users access to objects using anyadditional rules defined in FDP_ACF.1.4.TestsThe evaluator shall devise tests that exercise each of the access control rules.NOTE: It is not necessary to test every combination of the rules, but each rule mustbe included at least once in the test cases.TSSThe evaluator shall examine the TSS to ensure that, at a minimum, it describes howthe previous information content is made unavailable.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThere are no ATE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Page 9 of 38v 1.1"

[New Text]: "Guidance DocumentationThe evaluator shall examine the operational guidance to verify that it provides a list of theattributes that can be used to selectively enable or disable the generation of auditable events aswell as instructions for performing this operation.TestsThe evaluator shall generate audit data for each attribute specified in FAU_SEL.1.The evaluator shall log on to the TOE using a role that is sufficiently privileged to modify the set ofevents that the TOE audits, and select auditable events for each attribute specified by FAU_SEL.1 inthe ST, including any attribute included in the assignment. This shall be done for each attributeseparately and a combination of two or more of the attributes.The evaluator shall then:Verify that audit logs are generated for the auditable events that have been selected;Verify that audit logs are not generated for the auditable events that are not selected.This testing may be done in conjunction with other assurance activities sinceauditable events occur as a by-product of the TOE being used to perform othersecurity functions.2.2. Class: User Data Protection (FDP)2.2.1. FDP_ACC.1 Subset access controlTSSThe TSS evaluation activities are included in the FDP_ACF.1.Guidance DocumentationThe Guidance evaluation activities are included in the FDP_ACF.1.TestsThe test evaluation activities are included in the FDP_ACF.1.2.2.2. FDP_ACF.1 Security attribute based access controlTSSThe evaluator shall examine the TSS and verify that an explanation of the discretionary accesscontrol policy is given, and that the explanation is both clear and understandable.Guidance DocumentationThe evaluator shall examine the guidance to verify that it:6"
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Guidance Dacvmentation

X

The evaluator shall. examine. the. operational. guidance to verify .that. it provides.a list. of. the
a‘rt:‘g‘ces that can. be used to selectivelv enable or.disable. the geperation.of anditable events as
we instructions for nerforming. this oneration.

Tasts
The evalvator.shall generate audit data for each.attribute.snecified.in FAU SEL.J.

The evalvator.shall log on to the TOF using a role that is sufficiently privileged.ta modifv the set.of
events that the TOF, audits..and select anditable events for each. attribute.specified by FAIJ,SEL.1.in
the ST including.any attribute included.in the assignment. This shall. be.done for.each attribhute
separatelv and a combination of two.or more of the attributes,

The evaluater.shallthen:
Verify.that andit Jogs are generated for the anditable events that have heen.selected;

Verify that andit Jogs are not.generated for the auditable events that are.not selected,

This. testing.may. he dope. in. coniunction with .other.assurance. activities since
Q anditable events .occur.as.a. by-product of the TOE, being used to nerform. other
s . .

security functions.

2.2. Class: User Data Protection (FDP)

2.2.1. FDP, ACC.1 Subset arcess.contrnl
TS‘Sx
The TSS evaluation.activities.are included.in.the FDP. ACE.1
Guidance Dacumentation

The Guidance evalnation artivities are.inchuded.in the FDP_ACF.1

Tasts

The test.evaluation. activities.are included.in.the FDP. ACE.1]

2.2.2. FDP_ACEFE.] Security attribute based access control
TSS

The evaluator. shall examine the TSS and. verifv that an explanation .of the discretionary. access
control nolicy is.given. and.that the exnlanation.is hoth clear.and understandable,

Guidance Dacvmentation

The evalvator.shall examine.the guidance to verify.that it:



Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTSSThe evaluator shall examine the TSS and verify that an explanation of thediscretionary access control policy is given, and that the explanation is both clearand understandable.Guidance DocumentationThe evaluator shall examine the guidance to verify that it: Clearly states the access control rules of the TOE; Explains how the security and object attributes are used by the TOE in orderto achieve the desired access control; Instructs administrators on how to allow users access to objects using anyadditional rules defined in FDP_ACF.1.3; and Instructs administrators on how to deny users access to objects using anyadditional rules defined in FDP_ACF.1.4.TestsThe evaluator shall devise tests that exercise each of the access control rules.NOTE: It is not necessary to test every combination of the rules, but each rule mustbe included at least once in the test cases.TSSThe evaluator shall examine the TSS to ensure that, at a minimum, it describes howthe previous information content is made unavailable.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThere are no ATE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Page 9 of 38v 1.1"

[New Text]: "Guidance DocumentationThe evaluator shall examine the operational guidance to verify that it provides a list of theattributes that can be used to selectively enable or disable the generation of auditable events aswell as instructions for performing this operation.TestsThe evaluator shall generate audit data for each attribute specified in FAU_SEL.1.The evaluator shall log on to the TOE using a role that is sufficiently privileged to modify the set ofevents that the TOE audits, and select auditable events for each attribute specified by FAU_SEL.1 inthe ST, including any attribute included in the assignment. This shall be done for each attributeseparately and a combination of two or more of the attributes.The evaluator shall then:Verify that audit logs are generated for the auditable events that have been selected;Verify that audit logs are not generated for the auditable events that are not selected.This testing may be done in conjunction with other assurance activities sinceauditable events occur as a by-product of the TOE being used to perform othersecurity functions.2.2. Class: User Data Protection (FDP)2.2.1. FDP_ACC.1 Subset access controlTSSThe TSS evaluation activities are included in the FDP_ACF.1.Guidance DocumentationThe Guidance evaluation activities are included in the FDP_ACF.1.TestsThe test evaluation activities are included in the FDP_ACF.1.2.2.2. FDP_ACF.1 Security attribute based access controlTSSThe evaluator shall examine the TSS and verify that an explanation of the discretionary accesscontrol policy is given, and that the explanation is both clear and understandable.Guidance DocumentationThe evaluator shall examine the guidance to verify that it:6"
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Evaluation Activitias for the collaherative. Prataction Profila far. Datahasa
Management Systems

2.2 Class: ldentification and authentication (FIA)

e

TSS

The evaluator shall check to.ensure that the TSS contains a.descriotion of the user
securitv attributes that the TOFE uses fo. imolement the SER, which.is consistent with
the definition of tha SER

Cuidarce Documerntatiorn

There gke no AGD assurance activities for this requirement heyond what is
necessary.to satisfv the reauirements.in [CEMI.

Teasts

There are nno ATE assurance activities for this reauirement bevond what.is
necessary.to satisfv the reavirements.in ICEM].

T .

TSS

There are nn ASE assurance activities for this reguirement bevond what.is
necessary.to satisfv the reauirements.in [CEMI.

Cuidarce Documentation

There are no AGD assurance activities for this reauirement heyond what is
necessary.to satisfv the reauirements.in [CEMI.

Tasts

The evaluator shall. examine the quidance documentation to ensure that no TOE
Security Functionalitv (TSF) mediated actions are available hefore user identification
and authentication is.comoleted.

e e SEoes .

TSS

There are nn ASE assurance activities for this reguirement bevond what.is
necessary.to satisfv the reauirements.in [CEMI.

Cuidarce Documentation

There are no AGD assurance activities for this reauirement heyond what is
necessary.to satisfv the reauirements.in [CEMI.

v Page 10.0f 38


Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems2.3Class: Identification and authentication (FIA)TSSThe evaluator shall check to ensure that the TSS contains a description of the usersecurity attributes that the TOE uses to implement the SFR, which is consistent withthe definition of the SFR.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThere are no ATE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TSSThere are no ASE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThe evaluator shall examine the guidance documentation to ensure that no TOESecurity Functionality (TSF) mediated actions are available before user identificationand authentication is completed.TSSThere are no ASE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Page 10 of 38v 1.1"

[New Text]: "Clearly states the access control rules of the TOE;Explains how the security and object attributes are used by the TOE in order to achieve the desiredaccess control;Instructs administrators on how to allow users access to objects using any additional rules definedin FDP_ACF.1.3; andInstructs administrators on how to deny users access to objects using any additional rules definedin FDP_ACF.1.4.TestsThe evaluator shall devise tests that exercise each of the access control rules. It is not necessary to test every combination of the rules, but each rule must beincluded at least once in the test cases.2.2.3. FDP_RIP.1 Subset residual information protectionTSSThe evaluator shall examine the TSS to ensure that, at a minimum, it describes how the previousinformation content is made unavailable.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].TestsThere are no ATE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].2.3. Class: Identification and authentication (FIA)2.3.1. FIA_ATD.1 User attribute definitionTSSThe evaluator shall check to ensure that the TSS contains a description of the user securityattributes that the TOE uses to implement the SFR, which is consistent with the definition of theSFR.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].7"
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Clearly states the access.control.riles of the TQE:

X

Exnlains how the securitv and cbiect attributes.are used bv the TOE in order to.achieve the desired
arcess.contral;

InsiBets administrators on how to allow. users access.to ohiects nsing any.additional rules defined
in FDP. ACF.1.3;.and

Instructs administrators on how to deny users access.to ohjects nusing any.additional rules defined
in FDP_ACE.1.4,

Tasts

The evaluater.shall devisa tests that everciseecach. ofthe.acecess control rules

Q It is not necessary to test every combination of the rules, but each rule must be
s

2 T N o 1 + - ) + ) >
inTas ot i ST v P
SO AN RSB ORND OB OISO/

2.2.3. FDP RIP.1 Subset residual information nrotection
TSS

The evaluator.shall examine the TSS fo ensure.that. at.a. minimum, it describhes how. the orevious
infarmationcontentismadeuinavailahle

Guidance Dacvmentation,

There are no AGD assurance activities for this requirement heyond what. is necessary.to satisfy. the
reguirements in [CEMI.

Tasts

There are no ATE assurance.activities.for this.requirement heyond what.is necessary.to satisfy. the
reqguirements in [CEMI.

2.3. Class: Identification and authentication (FJA)

23%, FTA _ATD. 1.1Jser attrihute definition
TSS

The evalunator shall. check to ensure that the TSS contains a.description .of .the user.security
aftributes that the TOE uses. to.implement the SFR, which is.consistent with. the definition, of the
SER,

Guidance Dacvmentation.

There are no AGD assurance activities for this requirement heyond what.is necessary.to satisfy the
reqguirements in [CEMI.

X



Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems2.3Class: Identification and authentication (FIA)TSSThe evaluator shall check to ensure that the TSS contains a description of the usersecurity attributes that the TOE uses to implement the SFR, which is consistent withthe definition of the SFR.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThere are no ATE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TSSThere are no ASE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThe evaluator shall examine the guidance documentation to ensure that no TOESecurity Functionality (TSF) mediated actions are available before user identificationand authentication is completed.TSSThere are no ASE assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].Page 10 of 38v 1.1"

[New Text]: "Clearly states the access control rules of the TOE;Explains how the security and object attributes are used by the TOE in order to achieve the desiredaccess control;Instructs administrators on how to allow users access to objects using any additional rules definedin FDP_ACF.1.3; andInstructs administrators on how to deny users access to objects using any additional rules definedin FDP_ACF.1.4.TestsThe evaluator shall devise tests that exercise each of the access control rules. It is not necessary to test every combination of the rules, but each rule must beincluded at least once in the test cases.2.2.3. FDP_RIP.1 Subset residual information protectionTSSThe evaluator shall examine the TSS to ensure that, at a minimum, it describes how the previousinformation content is made unavailable.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].TestsThere are no ATE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].2.3. Class: Identification and authentication (FIA)2.3.1. FIA_ATD.1 User attribute definitionTSSThe evaluator shall check to ensure that the TSS contains a description of the user securityattributes that the TOE uses to implement the SFR, which is consistent with the definition of theSFR.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].7"
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Tests
Testina is nerformed.in coniunction with FIA UAU.2.

2.4 . Class: Securitv Manaaement (FMT)

TSS

The evaluator shall verify that the TSS contains a description of all of the security
attributes in the discretionarv access cantrol nalicy that can he manaqed by
authorized administrators. The evaluator shall also verifv that the TSS describes how
these securitv attributes are nrotected from unauthaorized access

The evaluator shall verify that the description of security attributes includes all of
those given.in FIA ATD.1.

Cuidarce Documentation

The evaluator shall verify that the auidance contains a description of the
management functionality associated with securitv attributes.

Tasts

The evaluator shall loo on as an autharized administrator. and perform allowed
onerations an the securitv attributes. The evaluator shall verifv that the ooerations
are performed as expected.

The evaluator shall loo on as user without the appropriate nrivileaes and attemot to
perform administrator-allowed. operations on the security attributes. The evaluator
shall verify that the onerations are not permitted.

e

1SS

The evaluator shall verify that the TSS describes the mechanisms to aenerate top
level security attributes and their default values.

Cuidarce Documerntation

The evaluator shall examine.the quidance and verify that no ability tn snecify

.....

Teasts

The evaluator shall create at least one new container abject (e.q. a table) at the top-
level. The evaluator shall check that the attributes of the container obiect has the
default value(s) descrihed in.the TSS values.

v Page 11.0f 38


Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTestsTesting is performed in conjunction with FIA_UAU.2.2.4 Class: Security Management (FMT)TSSThe evaluator shall verify that the TSS contains a description of all of the securityattributes in the discretionary access control policy that can be managed byauthorized administrators. The evaluator shall also verify that the TSS describes howthese security attributes are protected from unauthorized access.The evaluator shall verify that the description of security attributes includes all ofthose given in FIA_ATD.1.Guidance DocumentationThe evaluator shall verify that the guidance contains a description of themanagement functionality associated with security attributes.TestsThe evaluator shall log on as an authorized administrator and perform allowedoperations on the security attributes. The evaluator shall verify that the operationsare performed as expected.The evaluator shall log on as user without the appropriate privileges and attempt toperform administrator-allowed operations on the security attributes. The evaluatorshall verify that the operations are not permitted.TSSThe evaluator shall verify that the TSS describes the mechanisms to generate toplevel security attributes and their default values.Guidance DocumentationThe evaluator shall examine the guidance and verify that no ability to specifyalternative initial values as an override to the default values is found.TestsThe evaluator shall create at least one new container object (e.g. a table) at the top-level. The evaluator shall check that the attributes of the container object has thedefault value(s) described in the TSS values.Page 11 of 38v 1.1"

[New Text]: "TestsThere are no ATE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].2.3.2. FIA_UAU.2 User authentication before any actionTSSThere are no ASE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].TestsThe evaluator shall examine the guidance documentation to ensure that no TOE SecurityFunctionality (TSF) mediated actions are available before user identification and authentication iscompleted.2.3.3. FIA_UID.2 User identification before any actionTSSThere are no ASE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].TestsTesting is performed in conjunction with FIA_UAU.2.2.4. Class: Security Management (FMT)2.4.1. FMT_MSA.1(1) Management of security attributes (Users)TSSThe evaluator shall verify that the TSS contains a description of all of the security attributesassociated with users in the discretionary access control policy that can be managed by authorizedadministrators. The evaluator shall also verify that the TSS describes how these security attributesare protected from unauthorized access.The evaluator shall verify that the description of security attributes includes all of those given in8"
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Tasts

X

There are no ATE assurance.activities.for this.requirement heyond what.is necessary.to satisfy. the
reguirements in [CEMI.

2.3.2. FTA .UAU.2 User authentication hefore any action

TSS

ThP&re no ASE assurance.activities.for this.requirement heyond what.is necessary.to satisfy. the
reqguirements in [CEMI.

Guidance Dacvmentation

There are no AGD assurance activities for this requirement heyond what.is necessary.to satisfy the
reqguirements in [CEMI.

Tacts

The .evaluator .shall .examine . the  guidance dncumentation .to. ensure. that no. TOE  Security
Functionality (TSF) mediated actions are.available before nuser identification and authentication.is
comnleted,

2.3.3. FTA UID.2 User identification before any action
TSS

There are no ASE assurance.activities.for this.requirement heyond what is necessary.to satisfy. the
reguirements in [CEMI.

Guidance Dacvmentation

There are no AGD assurance activities for this requirement heyond what. is necessary.to satisfy. the
read@ements in [CEML.

Tacts

Testing is.performed.in conjunction with FIA, TJAT.2.

2.4. Class: Security Management (FMT)

2.4.1. FMT _MSA.1(D Management of security attributes (Users)

TSS

The evalnator sball verifv that the TSS. contains a _descrintion of all of the. security.attributes
associated with users in the discrefionarv access cantrol policy that cap he managed hv authorized
administrators. The evaluator.shall also verifv that the TSS describes how.these security.attributes
are protected from.unauthorized access

The evaluator.shall verify that the description of security.attributes includes all of those.given.in



Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTestsTesting is performed in conjunction with FIA_UAU.2.2.4 Class: Security Management (FMT)TSSThe evaluator shall verify that the TSS contains a description of all of the securityattributes in the discretionary access control policy that can be managed byauthorized administrators. The evaluator shall also verify that the TSS describes howthese security attributes are protected from unauthorized access.The evaluator shall verify that the description of security attributes includes all ofthose given in FIA_ATD.1.Guidance DocumentationThe evaluator shall verify that the guidance contains a description of themanagement functionality associated with security attributes.TestsThe evaluator shall log on as an authorized administrator and perform allowedoperations on the security attributes. The evaluator shall verify that the operationsare performed as expected.The evaluator shall log on as user without the appropriate privileges and attempt toperform administrator-allowed operations on the security attributes. The evaluatorshall verify that the operations are not permitted.TSSThe evaluator shall verify that the TSS describes the mechanisms to generate toplevel security attributes and their default values.Guidance DocumentationThe evaluator shall examine the guidance and verify that no ability to specifyalternative initial values as an override to the default values is found.TestsThe evaluator shall create at least one new container object (e.g. a table) at the top-level. The evaluator shall check that the attributes of the container object has thedefault value(s) described in the TSS values.Page 11 of 38v 1.1"

[New Text]: "TestsThere are no ATE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].2.3.2. FIA_UAU.2 User authentication before any actionTSSThere are no ASE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].TestsThe evaluator shall examine the guidance documentation to ensure that no TOE SecurityFunctionality (TSF) mediated actions are available before user identification and authentication iscompleted.2.3.3. FIA_UID.2 User identification before any actionTSSThere are no ASE assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].TestsTesting is performed in conjunction with FIA_UAU.2.2.4. Class: Security Management (FMT)2.4.1. FMT_MSA.1(1) Management of security attributes (Users)TSSThe evaluator shall verify that the TSS contains a description of all of the security attributesassociated with users in the discretionary access control policy that can be managed by authorizedadministrators. The evaluator shall also verify that the TSS describes how these security attributesare protected from unauthorized access.The evaluator shall verify that the description of security attributes includes all of those given in8"

Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Inserted Path
Path


Deleted Text
Text
[Text Deleted ]:

"FMT_MSA.1 Management of security attributesFMT_MSA.3 Static attribute initialization"


SD_DBMS_V1.1.pdf

Evaluation Activitias for the collaherative. Prataction Profila far. Datahasa
Management Systems

The evaluator shall create new lower-level obiects (e.q. rows, cells). The evaluator
shall check that the attribhutes of the lower-level object(s) have the same default
permissions. as the higher-level obiect.

EM=MTB-=Managemeni-oi-Foi—date

TSS

This was performed in.coniunction with. FAULl _SEL 1.
Cuidarce Decumentation

This was performed in.coniunction with FAULI _SEL 1.
Teasts

Testina.is nerformed.in caniunction with FALJ. SEI..1

EMF=REY-H-Reveooation

TSS

The evaluator shall examine. the TSS to verifv that it defines the revocation rules
associated with user securitv attributes and that the revacation rules are sufficientlv
described in informal language.

The evaluator shall examine the TSS to verifv that the timing and/or. conditions. of
revocation.is snecified

Cuidarce Documerntation

The evaluator shall. examine the auidance documentation to verify that the user
securitv attribute revocation rules are adeauately described to the authorized
admiristrater,

Tagts

i.. . The evaluator shall loo on as a user.and verify that the user is able to perform
actions.in accordance with the user security attributes. specified in
FMT REV.1.1(1). If revocation is effective at the next log on.then the user
shall loqa off.

i The evaluator shall Ina on as an authorized administrator and revoke user
securitv attribute(s).in accordance with the avidance.

ii.  The evaluator shall verify that the user is no Innger able to berform actions in
accardance with the revoked user security attributes.
NQTE: anv cansideration . of the time for the revocation to. be effective shall be
considered appropriately by the evaluator before completing. (iii).

NQTE: In the steps.above the term “user” implies the same user throughout the test.

v Page 12 of 38

A


Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsThe evaluator shall create new lower-level objects (e.g. rows, cells). The evaluatorshall check that the attributes of the lower-level object(s) have the same defaultpermissions as the higher-level object.TSSThis was performed in conjunction with FAU_SEL.1.Guidance DocumentationThis was performed in conjunction with FAU_SEL.1.TestsTesting is performed in conjunction with FAU_SEL.1.TSSThe evaluator shall examine the TSS to verify that it defines the revocation rulesassociated with user security attributes and that the revocation rules are sufficientlydescribed in informal language.The evaluator shall examine the TSS to verify that the timing and/or conditions ofrevocation is specified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the usersecurity attribute revocation rules are adequately described to the authorizedadministrator.Testsi. The evaluator shall log on as a user and verify that the user is able to performactions in accordance with the user security attributes, specified inFMT_REV.1.1(1). If revocation is effective at the next log on then the usershall log off.ii. The evaluator shall log on as an authorized administrator and revoke usersecurity attribute(s) in accordance with the guidance.The evaluator shall verify that the user is no longer able to perform actions inaccordance with the revoked user security attributes.iii.NOTE: any consideration of the time for the revocation to be effective shall beconsidered appropriately by the evaluator before completing (iii).NOTE: In the steps above the term “user” implies the same user throughout the test.Page 12 of 38v 1.1"

[New Text]: "FIA_ATD.1.Guidance DocumentationThe evaluator shall verify that the guidance contains a description of the management functionalityassociated with security attributes.TestsThe evaluator shall log on as an authorized administrator and perform allowed operations on thesecurity attributes associated with users. The evaluator shall verify that the operations areperformed as expected.The evaluator shall log on as user without the appropriate privileges and attempt to performadministrator-allowed operations on the security attributes. The evaluator shall verify that theoperations are not permitted.2.4.2. FMT_MSA.1(2) Management of security attributes (Objects)TSSThe evaluator shall verify that the TSS contains a description of all of the security attributesassociated with objects in the discretionary access control policy that can be managed byauthorized administrators and authorized users. The evaluator shall also verify that the TSSdescribes how these security attributes are protected from unauthorized access.The evaluator shall verify that the description of security attributes includes all of those given inFIA_ATD.1.Guidance DocumentationThe evaluator shall verify that the guidance contains a description of the management functionalityassociated with security attributes.TestsThe evaluator shall log on as an authorized administrator and an authorized user and performallowed operations on the security attributes associated with objects. The evaluator shall verify thatthe operations are performed as expected.The evaluator shall log on as user without the appropriate privileges and attempt to performoperations allowed to authorized administrators and authorized users on the security attributes.The evaluator shall verify that the operations are not permitted.2.4.3. FMT_MSA.3 Static attribute initializationTSSThe evaluator shall verify that the TSS describes the mechanisms to generate top level securityattributes and their default values.9"
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FIA AT,

X

Guidance Dacvmentation

The evalvator.shall verifv that.the guidance contains.a description of the management functionality
associated with security attribufes.

The evalvator.shall log.on as an authorized administrator.and perform allowed.overafions.on. the
security. attributes. associated with. nsers. .The . evaluator .shall wverify. that the onerations .are
performed.as expected.

The evaluator. shall log on .as user. without .the appropriate privileges and attempt.to_perform
administrator-allowed. operations on.the security. attributes. The evaluafor.shall verify.that. the
operations.are not nermitted.

2.4.2. FMT _MSA.1(2) Management. of security attributes (Ohijects)

TS
b

The evaluator shall. verifv that the TSS. contains. a _descrintion of all of the. security.attributes
associated .with obiects .in . the .discretionary. access .control. nolicy .that. can. be .managed. by
anthorized. administrators. and. authorized . users. The evaluator, shall.also. verify .that.the .TSS
describes how.these security. attributes are protected from unauthorized access,

The evaluatar.shall verify that the description of security.attributes includes all of those.given_ in
FTA _ATD.A,

Guidance Dacvmentation

The evalvator.shall verify that.the guidance contains.a description of the management functionality
associated with security attribufes.

Tacts

The evaluatar. shall log on as an autharized administrator.and.an. authorized user.and perform
allowed.operatinns on.the security aftrihutes associated.with chiects. The.evaluator shall verify that
the operations are nerformed as expected.

The evaluator. shall log on .as_ user. without the appropriate privileges and attempt.to perform
operations.allowed fo. authorized administrators and. autherized users on the security attrihutes.
The evalvator.shall verify that. the aperations are nnt permitted,

2.4.3. FMT MSA. 3 Static aftribute jnitializatioo
TSS

The evaluator. shall verify. that. the TSS describes.the mechanisms.to generate.top level security

‘‘‘‘‘‘‘‘‘
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsThe evaluator shall create new lower-level objects (e.g. rows, cells). The evaluatorshall check that the attributes of the lower-level object(s) have the same defaultpermissions as the higher-level object.TSSThis was performed in conjunction with FAU_SEL.1.Guidance DocumentationThis was performed in conjunction with FAU_SEL.1.TestsTesting is performed in conjunction with FAU_SEL.1.TSSThe evaluator shall examine the TSS to verify that it defines the revocation rulesassociated with user security attributes and that the revocation rules are sufficientlydescribed in informal language.The evaluator shall examine the TSS to verify that the timing and/or conditions ofrevocation is specified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the usersecurity attribute revocation rules are adequately described to the authorizedadministrator.Testsi. The evaluator shall log on as a user and verify that the user is able to performactions in accordance with the user security attributes, specified inFMT_REV.1.1(1). If revocation is effective at the next log on then the usershall log off.ii. The evaluator shall log on as an authorized administrator and revoke usersecurity attribute(s) in accordance with the guidance.The evaluator shall verify that the user is no longer able to perform actions inaccordance with the revoked user security attributes.iii.NOTE: any consideration of the time for the revocation to be effective shall beconsidered appropriately by the evaluator before completing (iii).NOTE: In the steps above the term “user” implies the same user throughout the test.Page 12 of 38v 1.1"

[New Text]: "FIA_ATD.1.Guidance DocumentationThe evaluator shall verify that the guidance contains a description of the management functionalityassociated with security attributes.TestsThe evaluator shall log on as an authorized administrator and perform allowed operations on thesecurity attributes associated with users. The evaluator shall verify that the operations areperformed as expected.The evaluator shall log on as user without the appropriate privileges and attempt to performadministrator-allowed operations on the security attributes. The evaluator shall verify that theoperations are not permitted.2.4.2. FMT_MSA.1(2) Management of security attributes (Objects)TSSThe evaluator shall verify that the TSS contains a description of all of the security attributesassociated with objects in the discretionary access control policy that can be managed byauthorized administrators and authorized users. The evaluator shall also verify that the TSSdescribes how these security attributes are protected from unauthorized access.The evaluator shall verify that the description of security attributes includes all of those given inFIA_ATD.1.Guidance DocumentationThe evaluator shall verify that the guidance contains a description of the management functionalityassociated with security attributes.TestsThe evaluator shall log on as an authorized administrator and an authorized user and performallowed operations on the security attributes associated with objects. The evaluator shall verify thatthe operations are performed as expected.The evaluator shall log on as user without the appropriate privileges and attempt to performoperations allowed to authorized administrators and authorized users on the security attributes.The evaluator shall verify that the operations are not permitted.2.4.3. FMT_MSA.3 Static attribute initializationTSSThe evaluator shall verify that the TSS describes the mechanisms to generate top level securityattributes and their default values.9"
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1SS

The evaluator shall examine. the TSS to verifv that it defines the revocation rules
associated with object security attributes and that the revocation rules are sufficientlv
described in informal. languaqe.

The evaluator shall examine the TSS to verifv that the timing and/or. conditions of
revocation.is snecified

Cuidarce Documentation

The evaluator shall examine the quidance documentation to verify that the object
securitv attribute revocation rules are adeauately descrihed.

Tasts

i..._The evaluator shall loo on as a user.with sufficient privileaes tn obiects. and
verify that the user is able to.perform actions on obiects.in accordance with
the obiect security attributes. specified in FMT _REV.1.1(2)

ii.. The evaluator shall loo on as a datahase user with sufficient privileaes as
allowed hy the DAC nalicy and revnke object securitv attribute(s).in
accordance with.the quidance

iii. .. The evaluataor shall verify that the user is no lonaer able to perform actions.in
accardance with.the revoked object security attributes

NQTE: Any consideration. of the time for the revocation to be effective shall be
considered appropriately by the evaluator before completing. (iii).

NQTE: In the steps.above the term “user” implies the same user throughout the test.

e —

TSS

The evaluator shall. examine. the TSS and verify that the management functions
listed in FMT . SMF .1 are described in.informal lanauaqe.

Cuidarce Decumentation

The evaluator shall examine the quidance documentation to ensure that there is
annronriate guidance for canfigurino and. usina all.of the manaocement functions
listed in FMT . SMF .1

Teasts

The evaluator shall devise and execute tests for.each of the management functions
listed in FMT . SMF .1

v Page 13.0f 38
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTSSThe evaluator shall examine the TSS to verify that it defines the revocation rulesassociated with object security attributes and that the revocation rules are sufficientlydescribed in informal language.The evaluator shall examine the TSS to verify that the timing and/or conditions ofrevocation is specified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the objectsecurity attribute revocation rules are adequately described.Testsi. The evaluator shall log on as a user with sufficient privileges to objects andverify that the user is able to perform actions on objects in accordance withthe object security attributes, specified in FMT_REV.1.1(2).The evaluator shall log on as a database user with sufficient privileges asii.allowed by the DAC policy and revoke object security attribute(s) inaccordance with the guidance.iii. The evaluator shall verify that the user is no longer able to perform actions inaccordance with the revoked object security attributes.NOTE: Any consideration of the time for the revocation to be effective shall beconsidered appropriately by the evaluator before completing (iii).NOTE: In the steps above the term “user” implies the same user throughout the test.TSSThe evaluator shall examine the TSS and verify that the management functionslisted in FMT_SMF.1 are described in informal language.Guidance DocumentationThe evaluator shall examine the guidance documentation to ensure that there isappropriate guidance for configuring and using all of the management functionslisted in FMT_SMF.1.TestsThe evaluator shall devise and execute tests for each of the management functionslisted in FMT_SMF.1.Page 13 of 38v 1.1"

[New Text]: "Guidance DocumentationThe evaluator shall examine the guidance and verify that no ability to specify alternative initialvalues as an override to the default values is found.TestsThe evaluator shall create at least one new container object (e.g. a table) at the top-level. Theevaluator shall check that the attributes of the container object has the default value(s) described inthe TSS values.The evaluator shall create new lower-level objects (e.g. rows, cells). The evaluator shall check thatthe attributes of the lower-level object(s) have the same default permissions as the higher-levelobject.2.4.4. FMT_MTD.1 Management of TSF dataTSSThis was performed in conjunction with FAU_SEL.1.Guidance DocumentationThis was performed in conjunction with FAU_SEL.1.TestsTesting is performed in conjunction with FAU_SEL.1.2.4.5. FMT_REV.1(1) Revocation (Users)TSSThe evaluator shall examine the TSS to verify that it defines the revocation rules associated withuser security attributes and that the revocation rules are sufficiently described in informallanguage.The evaluator shall examine the TSS to verify that the timing and/or conditions of revocation isspecified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the user security attributerevocation rules are adequately described to the authorized administrator.TestsThe evaluator shall log on as a user and verify that the user is able to perform actions inaccordance with the user security attributes, specified in FMT_REV.1.1(1). If revocation is effectiveat the next log on then the user shall log off.The evaluator shall log on as an authorized administrator and revoke user security attribute(s) in10"
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Guidance Dacvmentation

X

The evaluator. shall examine the guidance and verifv that no ahility to.svecify.alternative initial
‘7?“&29 anoverride tothe defanltvalies isfounnd.

Tasts

The evaluator shall create at Jeast one new.container obhiect (e.g. a table) at the top-level. The
evaluator shall check that the attrihutes of the.container object has.the default value(s) described.in
the TSSvalues.

The evalvator.shall create new lower-level abiects. (e.g..rows,.cells). The evaluator shall check that
the attributes.of .the lower-level obiect(s) have fthe.same default.permissions.as.the higher-level
ohiect

2.4.4. FMT _MTD.1 Management of TSF data
TSS

This was nerformed in coniunction.with FAU, SEL.1.
Guidance Docvmentation

This was nerformed in coniunction.with FAU, SEL.1.
Tasts

Testing is.performed.in conjunction with FAU SEI.1.

245 FMT REV.1(1) Revecatiop (TIsers)
TSS

The evaluatar.shall examine the TSS to verifv that it.defines.the revocation rules associated with
usegpgsecurity. attributes .and. that the. revocation .rules .are sufficiently described. in._informal
lan%ge,

The evaluatar. shall examine the TSS.to verify.that.the timing and/or.condifions.of revocation. is
snecified.

Guidance Dacvmentation

The evaluvator.shall examine the guidance documentation to verify that the user security attrihute
revocation riles are adeguately.described to.the authorized administrator.

Tasts

The evaluator shall. Jog .on. as. a_user. and verify .that. the user is. able to perform Aactions .in
accordance with the user security aftributes, specified in FMT REV.1.1(1). If revocation. is effective
at the next log.on.then the nuser shall log off.

The %aluator shall log.on as an anthorized administrator. and.revoke user.securitv attribute(s).in

n
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTSSThe evaluator shall examine the TSS to verify that it defines the revocation rulesassociated with object security attributes and that the revocation rules are sufficientlydescribed in informal language.The evaluator shall examine the TSS to verify that the timing and/or conditions ofrevocation is specified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the objectsecurity attribute revocation rules are adequately described.Testsi. The evaluator shall log on as a user with sufficient privileges to objects andverify that the user is able to perform actions on objects in accordance withthe object security attributes, specified in FMT_REV.1.1(2).The evaluator shall log on as a database user with sufficient privileges asii.allowed by the DAC policy and revoke object security attribute(s) inaccordance with the guidance.iii. The evaluator shall verify that the user is no longer able to perform actions inaccordance with the revoked object security attributes.NOTE: Any consideration of the time for the revocation to be effective shall beconsidered appropriately by the evaluator before completing (iii).NOTE: In the steps above the term “user” implies the same user throughout the test.TSSThe evaluator shall examine the TSS and verify that the management functionslisted in FMT_SMF.1 are described in informal language.Guidance DocumentationThe evaluator shall examine the guidance documentation to ensure that there isappropriate guidance for configuring and using all of the management functionslisted in FMT_SMF.1.TestsThe evaluator shall devise and execute tests for each of the management functionslisted in FMT_SMF.1.Page 13 of 38v 1.1"

[New Text]: "Guidance DocumentationThe evaluator shall examine the guidance and verify that no ability to specify alternative initialvalues as an override to the default values is found.TestsThe evaluator shall create at least one new container object (e.g. a table) at the top-level. Theevaluator shall check that the attributes of the container object has the default value(s) described inthe TSS values.The evaluator shall create new lower-level objects (e.g. rows, cells). The evaluator shall check thatthe attributes of the lower-level object(s) have the same default permissions as the higher-levelobject.2.4.4. FMT_MTD.1 Management of TSF dataTSSThis was performed in conjunction with FAU_SEL.1.Guidance DocumentationThis was performed in conjunction with FAU_SEL.1.TestsTesting is performed in conjunction with FAU_SEL.1.2.4.5. FMT_REV.1(1) Revocation (Users)TSSThe evaluator shall examine the TSS to verify that it defines the revocation rules associated withuser security attributes and that the revocation rules are sufficiently described in informallanguage.The evaluator shall examine the TSS to verify that the timing and/or conditions of revocation isspecified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the user security attributerevocation rules are adequately described to the authorized administrator.TestsThe evaluator shall log on as a user and verify that the user is able to perform actions inaccordance with the user security attributes, specified in FMT_REV.1.1(1). If revocation is effectiveat the next log on then the user shall log off.The evaluator shall log on as an authorized administrator and revoke user security attribute(s) in10"
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NQTE: If management functions have already been tested.in coniunction with other
SFRs.in the ST then itis not necessary. tn repeat the testing for this evaluation
activitvl\

FM=GMR==-Ceourity-reles

TSS

The evaluator shall. examine. the TSS to verifv that it nrovides a description of all of
the roles listed.in FMT. SMR 1.1

Cuidarce Documentation

The evaluator shall review the operational guidance in.order.to verify that it
discusses the listed administrative role(s), the nrivileaes assnciated with each role,

\\\\\\

The evaluator shall associate a user with each of the listed roles and verifyv that the
user privileges are cansistent with the descriptions in the TSS

TOE Access (FTA)

T o ;

1SS

The evaluator shall examine the TSS and verify that it states the default number of
concurrent sessions ner user for the evaluated. confiauration. If the default number of
concurrent sessions can be changed then the evaluator should verify that the TSS
states that the default can he changed.

Guidax‘e Documerntation

The evaluator shall examine the quidance documentation and verify that it states
how the default number of sessions per user is set and, if apolicable, how the default
can be‘har\oed

Tagts

The evaluator shall establish the maximum number of concurrent sessions and verifv
that this number of concurrent sessions is.allowed. The evaluator shall attempot to
establish. 2 number of sessions greater than the maximum snecified and.verify that

.................

If the default number of concurrent sessions can be changed then the evaluataor shall
chanoe the default value and repeat the test.

v Page 14 0of 38
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsNOTE: If management functions have already been tested in conjunction with otherSFRs in the ST then it is not necessary to repeat the testing for this evaluationactivity.TSSThe evaluator shall examine the TSS to verify that it provides a description of all ofthe roles listed in FMT_SMR.1.1Guidance DocumentationThe evaluator shall review the operational guidance in order to verify that itdiscusses the listed administrative role(s), the privileges associated with each role,and how users are associated with each role.TestsThe evaluator shall associate a user with each of the listed roles and verify that theuser privileges are consistent with the descriptions in the TSS.TOE Access (FTA)TSSThe evaluator shall examine the TSS and verify that it states the default number ofconcurrent sessions per user for the evaluated configuration. If the default number ofconcurrent sessions can be changed then the evaluator should verify that the TSSstates that the default can be changed.Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that it stateshow the default number of sessions per user is set and, if applicable, how the defaultcan be changed.TestsThe evaluator shall establish the maximum number of concurrent sessions and verifythat this number of concurrent sessions is allowed. The evaluator shall attempt toestablish a number of sessions greater than the maximum specified and verify thatadditional concurrent sessions cannot be established.If the default number of concurrent sessions can be changed then the evaluator shallchange the default value and repeat the test.Page 14 of 38v 1.1"

[New Text]: "accordance with the guidance.The evaluator shall verify that the user is no longer able to perform actions in accordance with therevoked user security attributes. NOTE: any consideration of the time for the revocation to beeffective shall be considered appropriately by the evaluator before completing the test.In the steps above the term “user” implies the same user throughout the test.2.4.6. FMT_REV.1(2) Revocation (Objects)TSSThe evaluator shall examine the TSS to verify that it defines the revocation rules associated withobject security attributes and that the revocation rules are sufficiently described in informallanguage.The evaluator shall examine the TSS to verify that the timing and/or conditions of revocation isspecified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the object security attributerevocation rules are adequately described.Tests• The evaluator shall log on as a user with sufficient privileges to objects according to the DACpolicy and verify that the user is able to perform actions on these objects.• The evaluator shall log on as an authorized user and revoke object security attribute(s) inaccordance with the rules specified in FMT_REV.1.1(2).• The evaluator shall verify that the user is no longer able to perform actions in accordance withthe revoked object security attributes. Any consideration of the time for the revocation to be effective shall be consideredappropriately by the evaluator before completing the test.In the steps above the term “user” implies the same user throughout the test.2.4.7. FMT_SMF.1 Specification of Management FunctionsTSSThe evaluator shall examine the TSS and verify that the management functions listed in FMT_SMF.1are described in informal language.Guidance DocumentationThe evaluator shall examine the guidance documentation to ensure that there is appropriateguidance for configuring and using all of the management functions listed in FMT_SMF.1.11"
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accordance with the gnidance.

X

The evaluator.shall verifv that the user.is no longer ahle to perform.actions in accordance with. the
revoked nser securitv. attrihutes. NOTE:. any.consideration. of. the tirwwe. for the revocation to be
effective shall be considered.apnropriately by the evaluator hefore comnleting the fest

In the stens above the term. “user” implies the same user throughout the test.

2.4.6. FMT _REV.1(2) Revocation (Ohiects)
TSS

The evaluator.shall examine the TSS to verify that it.defines.the revocation rules associated with
ohiect. security .attributes .and .that. the .revocation. rules. are .sufficientlv described in_informal
langnage.

The evaluator. shall examine the TSS.to verify.that.the timing and/or.condifions.of revocation. is
specified,

Guidance Dacvmentation

The evaluator.shall examine.the guidance documentation to.verify.that the obiect security attrihute
revocation riles are adeguately.described.

Tests
¢ The evalnator shall log. on. as.a user with sufficient nrivileges.to ohijects according to.the DAC

policy.and verifv that the user.is able to.nerform actions on.these ohiects.

» The evaluator shall. log on_as.an.authorized user.and.revoke. obiect security.attribute(s) .in
accordance with the rules specified in FMT, REV.1.1(2).

+ The evaluator. shall verify that the user.is no Jonger.able.to nerform. actions.in accordance with
the revoked nhject security.attribntes.

o Any consideration of the time for.the revacation to.be effective shall. be considered
annronriately by the evaluator hefore completing the test
“I : In the steps above the term. “user” implies the same user thraughout the test.

2.4.7. FMT_SMF.1 Specification of Management Functions
TSS

The evalvator.shall examine.the TSS.and verify that the management functions listed in FMT, SMF.1
are described in informal language.

Guidance Dacvmentation,

The eyalnator shall. examine. the guidance documentation to _ensure that there is anpronriate
egnidarnice for.configuring and using all.of the.management functions listed in EMT,_SMF.1.
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsNOTE: If management functions have already been tested in conjunction with otherSFRs in the ST then it is not necessary to repeat the testing for this evaluationactivity.TSSThe evaluator shall examine the TSS to verify that it provides a description of all ofthe roles listed in FMT_SMR.1.1Guidance DocumentationThe evaluator shall review the operational guidance in order to verify that itdiscusses the listed administrative role(s), the privileges associated with each role,and how users are associated with each role.TestsThe evaluator shall associate a user with each of the listed roles and verify that theuser privileges are consistent with the descriptions in the TSS.TOE Access (FTA)TSSThe evaluator shall examine the TSS and verify that it states the default number ofconcurrent sessions per user for the evaluated configuration. If the default number ofconcurrent sessions can be changed then the evaluator should verify that the TSSstates that the default can be changed.Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that it stateshow the default number of sessions per user is set and, if applicable, how the defaultcan be changed.TestsThe evaluator shall establish the maximum number of concurrent sessions and verifythat this number of concurrent sessions is allowed. The evaluator shall attempt toestablish a number of sessions greater than the maximum specified and verify thatadditional concurrent sessions cannot be established.If the default number of concurrent sessions can be changed then the evaluator shallchange the default value and repeat the test.Page 14 of 38v 1.1"

[New Text]: "accordance with the guidance.The evaluator shall verify that the user is no longer able to perform actions in accordance with therevoked user security attributes. NOTE: any consideration of the time for the revocation to beeffective shall be considered appropriately by the evaluator before completing the test.In the steps above the term “user” implies the same user throughout the test.2.4.6. FMT_REV.1(2) Revocation (Objects)TSSThe evaluator shall examine the TSS to verify that it defines the revocation rules associated withobject security attributes and that the revocation rules are sufficiently described in informallanguage.The evaluator shall examine the TSS to verify that the timing and/or conditions of revocation isspecified.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that the object security attributerevocation rules are adequately described.Tests• The evaluator shall log on as a user with sufficient privileges to objects according to the DACpolicy and verify that the user is able to perform actions on these objects.• The evaluator shall log on as an authorized user and revoke object security attribute(s) inaccordance with the rules specified in FMT_REV.1.1(2).• The evaluator shall verify that the user is no longer able to perform actions in accordance withthe revoked object security attributes. Any consideration of the time for the revocation to be effective shall be consideredappropriately by the evaluator before completing the test.In the steps above the term “user” implies the same user throughout the test.2.4.7. FMT_SMF.1 Specification of Management FunctionsTSSThe evaluator shall examine the TSS and verify that the management functions listed in FMT_SMF.1are described in informal language.Guidance DocumentationThe evaluator shall examine the guidance documentation to ensure that there is appropriateguidance for configuring and using all of the management functions listed in FMT_SMF.1.11"
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1SS

The evaluator shall examine the TSS and verify that the attributes that can he used
to deny.sessinn estabhlishment are listed and described.

Cuidarce Documerntation

The evaluator shall examine the quidance documentation and. verify that a
descriotion of how denial of session establishment is.confiaured is.included

Teasts

For each. of the listed attribuites used for denial of session establishment, the
evaluator shall use the auidance documentation to configure the TSF to denv
sessian establishment using that attrihute. The evaluator shall verify that session
establishment is denied aonrooriately.in each case.

v Paae 15 0of 38
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTSSThe evaluator shall examine the TSS and verify that the attributes that can be usedto deny session establishment are listed and described.Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that adescription of how denial of session establishment is configured is included.TestsFor each of the listed attributes used for denial of session establishment, theevaluator shall use the guidance documentation to configure the TSF to denysession establishment using that attribute. The evaluator shall verify that sessionestablishment is denied appropriately in each case.Page 15 of 38v 1.1"

[New Text]: "TestsThe evaluator shall devise and execute tests for each of the management functions listed inFMT_SMF.1. If management functions have already been tested in conjunction with other SFRsin the ST then it is not necessary to repeat the testing for this evaluation activity.2.4.8. FMT_SMR.1 Security rolesTSSThe evaluator shall examine the TSS to verify that it provides a description of all of the roles listedin FMT_SMR.1.1Guidance DocumentationThe evaluator shall review the operational guidance in order to verify that it discusses the listedrole(s), the privileges associated with each role, and how users are associated with each role.TestsThe evaluator shall associate a user with each of the listed roles and verify that the user privilegesare consistent with the descriptions in the TSS.2.5. TOE Access (FTA)2.5.1. FTA_MCS_EXT.1 Configurable Session Limiting MechanismsTSSThe evaluator shall examine the TSS and verify that it describes the mechanism(s) used to restrictthe maximum number of concurrent sessions. The evaluator shall verify that the TSS identifies theselected enforcement mechanism(s), including whether user session locking as defined byFTA_MCS.1 is selected, and describes how the TSF enforces the selected mechanism(s).Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that it describes how anauthorized administrator configures the selected session limiting mechanism(s).TestsThe evaluator shall establish the maximum number of concurrent sessions and verify that it isenforced by the selected mechanism(s). The evaluator shall attempt to exceed the maximum andverify that additional sessions cannot be created.If the selected enforcement mechanism(s) can be changed, the evaluator shall modify themechanism configuration and repeat the test.12"
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Tasts

X

The evaluator shall. devise .and.execute tests. for each of the mapagement. functions listed .in

FM%MFJ .

a If management functions have already been tested in conjunction with other SFRs
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2.4.8. FMT SMR.1 Secvuritv roles

TSS

The evaluator.shall examine the TSS to verify.that it provides.a.description of all of the roles listed
in FMT SMR.1.1

Guidance Dacvmentation

The evaluatar.shall review the. operational guidance.in order to verifv that it discusses. the listed
role(s), the privileges associated. with each role, and how nusers are associated with each role.

Tasts

The evaluator.shall assaciate a nser with.each of the listed.roles and verifyv that the user.privileges
are consistent with.the descriptions in.the TSS

2.5. TOE Access (FTA)

2.5.1. FTA.MCS_EXT.1 Configurable Session Limiting Mechanisms
TSS

The evaluvator.shall examine the TSS and. verifv that it describes.the mechanism(s) nsed.to restrict
the maximuwm. number of concurrent sessions. The evaluator shall verify.that.the TSS.identifies the
selected. _enforcement. mechanism(s). including. whether .user. session .locking. as .defined. by
FTA MCS.1lis selected..and descrihes.bow.the TSE.enforces the.selected mechanism/(s).

Guidance Dacvmentation

The evaluator shall examine. the gnuidance. documentation. and verify that. it _describes. how an
anthorized.administrator.configures.the selected session limiting mwechanism(s).

Tasts

The evaluator. shall estahlish the maximum number. of . concurrent sessions. and. verifv that it is
enforced by the selected mechanism(s). The evaluator_ shall attermnpt to exceed the maximum and
verify that addifional sessions.cannot he created.

If _the. selected. enforcement. mechanism(s) .can_.be. changed, .the evaluator .shall modify .the
mechanism configuration and.repeat the test.
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsTSSThe evaluator shall examine the TSS and verify that the attributes that can be usedto deny session establishment are listed and described.Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that adescription of how denial of session establishment is configured is included.TestsFor each of the listed attributes used for denial of session establishment, theevaluator shall use the guidance documentation to configure the TSF to denysession establishment using that attribute. The evaluator shall verify that sessionestablishment is denied appropriately in each case.Page 15 of 38v 1.1"

[New Text]: "TestsThe evaluator shall devise and execute tests for each of the management functions listed inFMT_SMF.1. If management functions have already been tested in conjunction with other SFRsin the ST then it is not necessary to repeat the testing for this evaluation activity.2.4.8. FMT_SMR.1 Security rolesTSSThe evaluator shall examine the TSS to verify that it provides a description of all of the roles listedin FMT_SMR.1.1Guidance DocumentationThe evaluator shall review the operational guidance in order to verify that it discusses the listedrole(s), the privileges associated with each role, and how users are associated with each role.TestsThe evaluator shall associate a user with each of the listed roles and verify that the user privilegesare consistent with the descriptions in the TSS.2.5. TOE Access (FTA)2.5.1. FTA_MCS_EXT.1 Configurable Session Limiting MechanismsTSSThe evaluator shall examine the TSS and verify that it describes the mechanism(s) used to restrictthe maximum number of concurrent sessions. The evaluator shall verify that the TSS identifies theselected enforcement mechanism(s), including whether user session locking as defined byFTA_MCS.1 is selected, and describes how the TSF enforces the selected mechanism(s).Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that it describes how anauthorized administrator configures the selected session limiting mechanism(s).TestsThe evaluator shall establish the maximum number of concurrent sessions and verify that it isenforced by the selected mechanism(s). The evaluator shall attempt to exceed the maximum andverify that additional sessions cannot be created.If the selected enforcement mechanism(s) can be changed, the evaluator shall modify themechanism configuration and repeat the test.12"
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3. Evaluation Activities for Optional SFRs
These activities are anlv required when the ontional SFRs are claimed,

3.1 . Class: Identification and Authentication (FIA)

TSS

The evaluator shall check to.ensure that the TSS contains a.descriotion of rules for
the assionment of security aftributes assnciated with the users to the subjects, the
riles for the initial.assaciation of attributes. and haw the. rules are enforced.

Cuidarce Documerntation

There are nn AGD assurance activities for this reauirement heyond what is
necessary.to satisfv the reauirements.in [CEMI.

Teasts

The evaluator shall verify the association of security attributes to subjects by
establishina a user with a set of security attributes, chanoina the attributes and
verifving that the new attributes result.in the exoected chanae. If there are any
additional rules in FIA _USB EXT.2.2. FIA_ LUSB_EXT.2 3 or FIA_USB EXT.2.4. the
evaluator must perform a test to demonstrate that each rule holds true. Where
practical and anpronriate for the rule, the evaluator must also nerform a negative test
that demonstrates the rule beinq enforced

32 Class: Protection of the TSF (FPT)

FRF=FRG=internal-Foi=consistency

TSS

The evaluator shall. examine.the TSS and verify that it includes a description of haw
data is replicated hetween phvsically separated parts of the TOE and how
consistency. between the TOE Security Functionality (TSF) data in.the narts is
achieved. The descrintion shall include how any. TSF data inconsistencies are
corrected without undue delay.

Cuidarce Documerntation.

The evaluator shall. examine the quidance documentation and. verify that necessarv
instructions on how.to orooerlv configure the TOE for replication are. included.

Teasts

The evaluator shall configure the replication of a TOFE with ohvsicallv sepnarated parts.
The evaluator shall. comoare the TSF data in each nart of the TOE and. verify. that
they are consistent. The evaluator shall take into cansideration anv expected

.....

v Page 16.0f 38
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems3. Evaluation Activities for Optional SFRsThese activities are only required when the optional SFRs are claimed.3.1 Class: Identification and Authentication (FIA)TSSThe evaluator shall check to ensure that the TSS contains a description of rules forthe assignment of security attributes associated with the users to the subjects, therules for the initial association of attributes, and how the rules are enforced.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThe evaluator shall verify the association of security attributes to subjects byestablishing a user with a set of security attributes, changing the attributes andverifying that the new attributes result in the expected change. If there are anyadditional rules in FIA_USB_EXT.2.2, FIA_USB_EXT.2.3 or FIA_USB_EXT.2.4, theevaluator must perform a test to demonstrate that each rule holds true. Wherepractical and appropriate for the rule, the evaluator must also perform a negative testthat demonstrates the rule being enforced.3.2 Class: Protection of the TSF (FPT)TSSThe evaluator shall examine the TSS and verify that it includes a description of howdata is replicated between physically separated parts of the TOE and howconsistency between the TOE Security Functionality (TSF) data in the parts isachieved. The description shall include how any TSF data inconsistencies arecorrected without undue delay.Guidance Documentation.The evaluator shall examine the guidance documentation and verify that necessaryinstructions on how to properly configure the TOE for replication are included.TestsThe evaluator shall configure the replication of a TOE with physically separated parts.The evaluator shall compare the TSF data in each part of the TOE and verify thatthey are consistent. The evaluator shall take into consideration any expecteddifferences that are described in the TSS.Page 16 of 38v 1.1"

[New Text]: "2.5.2. FTA_TSE.1 TOE session establishmentTSSThe evaluator shall examine the TSS and verify that the attributes that can be used to deny sessionestablishment are listed and described.Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that a description of howdenial of session establishment is configured is included.TestsFor each of the listed attributes used for denial of session establishment, the evaluator shall use theguidance documentation to configure the TSF to deny session establishment using that attribute.The evaluator shall verify that session establishment is denied appropriately in each case.13"
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2.5.2. FTA.TSE.1. TOE sessiov establishment

TSS

The evalvator.shall examine. the TSS and.verify.that.the attributes.that can he used fo deny session

.............

Guidance Dacvmentation

Thpﬁaluatnr shall .examine .the guidance documentation.and. verify that a_descriotion of how
denial of session establishment is.configured.is included.

Tasts

For each of the listed attributes used.for denial nf session.estahlishment. the.evaluator shall use the
gnidance.documentation.to configure the TSF to deny.session.establishment using that attribute,
The evalvator.shall verify that.session.estahlishment.is denied.aoprooriately.in each case.
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems3. Evaluation Activities for Optional SFRsThese activities are only required when the optional SFRs are claimed.3.1 Class: Identification and Authentication (FIA)TSSThe evaluator shall check to ensure that the TSS contains a description of rules forthe assignment of security attributes associated with the users to the subjects, therules for the initial association of attributes, and how the rules are enforced.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what isnecessary to satisfy the requirements in [CEM].TestsThe evaluator shall verify the association of security attributes to subjects byestablishing a user with a set of security attributes, changing the attributes andverifying that the new attributes result in the expected change. If there are anyadditional rules in FIA_USB_EXT.2.2, FIA_USB_EXT.2.3 or FIA_USB_EXT.2.4, theevaluator must perform a test to demonstrate that each rule holds true. Wherepractical and appropriate for the rule, the evaluator must also perform a negative testthat demonstrates the rule being enforced.3.2 Class: Protection of the TSF (FPT)TSSThe evaluator shall examine the TSS and verify that it includes a description of howdata is replicated between physically separated parts of the TOE and howconsistency between the TOE Security Functionality (TSF) data in the parts isachieved. The description shall include how any TSF data inconsistencies arecorrected without undue delay.Guidance Documentation.The evaluator shall examine the guidance documentation and verify that necessaryinstructions on how to properly configure the TOE for replication are included.TestsThe evaluator shall configure the replication of a TOE with physically separated parts.The evaluator shall compare the TSF data in each part of the TOE and verify thatthey are consistent. The evaluator shall take into consideration any expecteddifferences that are described in the TSS.Page 16 of 38v 1.1"

[New Text]: "2.5.2. FTA_TSE.1 TOE session establishmentTSSThe evaluator shall examine the TSS and verify that the attributes that can be used to deny sessionestablishment are listed and described.Guidance DocumentationThe evaluator shall examine the guidance documentation and verify that a description of howdenial of session establishment is configured is included.TestsFor each of the listed attributes used for denial of session establishment, the evaluator shall use theguidance documentation to configure the TSF to deny session establishment using that attribute.The evaluator shall verify that session establishment is denied appropriately in each case.13"
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NQTE: This.could be achieved throuvoh aooropriate. samplina of the TSF data an
each nart of the TOE.

3.3 Class: TOFE access (FTA)

TSS

The evaluator shall. examine the quidance documentation to verify that a statement.is
included in regard. to whether configuration of this function is needed.

Cuidarce Documentation

The evaluator shall examine the quidance documentation to verify that confiouration

......

The evaluator shall verify that the avidance documentation.includes.information in
regard to how a user retrieves the information required in.the FTA_TAH EXT.1.

Tagts

Test 1: The evaluator shall follow. the quidance documentation instructions for
retrieving:

a) .The date and time of the session establishment attempt of the user. and
b) . The.incremental count of successive unsuccessful session establishment,

and verify that it can he retrieved and that the information. is correct.

Test 2: The evaluator shall assume a user role and.verify that the followina
information can he retrieved by fallowing. the instructions given in the guidance
dacumentation.

a) .The previous. last successful session establishment, and

b) .The last unsuccessful attemot to session estahlishment and the number of
unsuccessful attemnts since the nrevious last successful session
estahlishment,

The evaluator shall verify that users.can only access their own information.

v Page 17.0f 38
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[New Text]: "Chapter 3. Evaluation Activities for OptionalSFRsThese activities are only required when the optional SFRs are claimed.3.1. Class: Identification and Authentication (FIA)3.1.1. FIA_USB_EXT.2 Enhanced user-subject bindingTSSThe evaluator shall check to ensure that the TSS contains a description of rules for the assignmentof security attributes associated with the users to the subjects, the rules for the initial association ofattributes, and how the rules are enforced.Guidance DocumentationThere are no AGD assurance activities for this requirement beyond what is necessary to satisfy therequirements in [CEM].TestsThe evaluator shall verify the association of security attributes to subjects by establishing a userwith a set of security attributes, changing the attributes and verifying that the new attributes resultin the expected change. If there are any additional rules in FIA_USB_EXT.2.2, FIA_USB_EXT.2.3 orFIA_USB_EXT.2.4, the evaluator must perform a test to demonstrate that each rule holds true.Where practical and appropriate for the rule, the evaluator must also perform a negative test thatdemonstrates the rule being enforced.3.2. Class: Protection of the TSF (FPT)3.2.1. FPT_TRC.1 Internal TSF consistencyTSSThe evaluator shall examine the TSS and verify that it includes a description of how data isreplicated between physically separated parts of the TOE and how consistency between the TOESecurity Functionality (TSF) data in the parts is achieved. The description shall include how any TSFdata inconsistencies are corrected without undue delay.Guidance Documentation.The evaluator shall examine the guidance documentation and verify that necessary instructions onhow to properly configure the TOE for replication are included.TestsThe evaluator shall configure the replication of a TOE with physically separated parts. The14"
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Chapter 3. Evaluation Activities for Optional
SERSs

avacl

These activities are onlv. required. when.the optional SFRs.are claimed,

3.&Class: Identification and Autbentication (FIA)

3.1.1. FTA USB_EXT.2 Enhanced user-subiect binding
TSS

The evalvator.shall check to.ensure that the TSS cantains a descrintion. of rules for the.assignment
of security attributes associated.with the users to.the subiects. the rules for the initial association.of
attrihutes, and how the rules are enforced.

Guidance Dacvmentation

There are no AGD assurance activities for this requirement heyond what.is necessary.to satisfy. the
reqguirements in [CEMI.

Tasts

The evaluatar. shall verify.the assaciation .of security. attributes to subiects. by.establishing. a user
with.a.set of security attributes..changing the attributes.and verifying that the new.attributes result
in the exnected.change. If.there are any additional rules. in FIA TJSR EXT.2.2, FTA USR EXT.2.3 or
FTA USR_EXT.2.4, the evaluator must. nerform. a test to _demanstrate.that. each .rule. bolds. true.
Where nractical and.aporopriate.for the rule, the evalvator. must also nerform.a negative.test that
demonstrates the.rule being enforced.

3.2. Class: Protection of tbe TSF (EPT)

3.2.1. FPT.TRC.1 Internal TSF consistency
TSS

The evaluator shall. examine. the TSS .and verify. that it includes.a descrintion. of how data.is
replicated between nhysically. separated.parts of the TOE. and.bow. consistency. between. the TOE
Securitv Functionality. (TSE) data in the narts is achieved. The description shall include bow any TSF
data.incongistencies are corrected without unduve.delav.

Guidance Documentation.

The evaluvator.shall examipe.the guidance documentation and verify that. pecessary instructions on
how ta nroperly configure the TOE for.renlication are included.

Tasts

The e&aluatm‘ shall. configure. the renlication of a. TOE with. nhysically. separated. narts. The
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsNOTE: This could be achieved through appropriate sampling of the TSF data oneach part of the TOE.3.3 Class: TOE access (FTA)TSSThe evaluator shall examine the guidance documentation to verify that a statement isincluded in regard to whether configuration of this function is needed.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that configurationinformation is included if indicated in the TSS.The evaluator shall verify that the guidance documentation includes information inregard to how a user retrieves the information required in the FTA_TAH_EXT.1.TestsTest 1: The evaluator shall follow the guidance documentation instructions forretrieving:a) The date and time of the session establishment attempt of the user, andb) The incremental count of successive unsuccessful session establishment,and verify that it can be retrieved and that the information is correct.Test 2: The evaluator shall assume a user role and verify that the followinginformation can be retrieved by following the instructions given in the guidancedocumentation.a) The previous last successful session establishment, andb) The last unsuccessful attempt to session establishment and the number ofunsuccessful attempts since the previous last successful sessionestablishment.The evaluator shall verify that users can only access their own information.Page 17 of 38v 1.1"
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A

4. Evaluation Activitias for SORs
In order to. meet the acals of the evaluation. some of the [CEM] work units have been
refined. Otherwise, the evaluator shall nerform.the CEM activity as specified.

41

ADV: Development

— SR

In order to. meet these aoals some refinement of the ADV. ARC.1 [CEM] work units
is needed. The following table indicates, for each work unit.in ADV. ARC.1, whether
the [CEM] work unit is ta he nerfarmed as written, or if it has been clarified bv an

Evaluation Activitv. If clarification has been nrovided. a reference. tn this clarification
is provided in.the table.

[CEMI ADV_ARG 1 Work lnits | Evaluafion Activities

ADV. ARC.1-1 The evaluator
shall examine the security
architecture description to
datermina that the informaticn
orovided.in the evidence is
oresented at a level of detail
commensurate with.tha
descriotions of the SFR-
enforcing abstractions.contained
in the functional snecification
and TOE desion document

The evaluator shall perform the [CEMI
activity as snecified.

ADV. ARC.1-2 The evaluator
shall examine the security
architecture description to
datermina. that it.deseribes the
security domains maintained by
the TSF.

The evaluator shall perform the [CEMI
activity as snecified.

ADV. ARC.1-3 The evaluator
shall examine the security
architecture description to
datermina that the initialisation
Dracess nreserves security

The evaluator shall perform the [CEMI
activity as snecified.

ADV. ARC.1-4 The evaluator
shall examine the security
architecture description to
datermina that it contains
information sufficient to support
a.determination that tha TSE js
able to orotect itself from

The evaluator shall perform the [CEMI
activity as snecified.

v
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems4. Evaluation Activities for SARsIn order to meet the goals of the evaluation, some of the [CEM] work units have beenrefined. Otherwise, the evaluator shall perform the CEM activity as specified.4.1 ADV: DevelopmentIn order to meet these goals some refinement of the ADV_ARC.1 [CEM] work unitsis needed. The following table indicates, for each work unit in ADV_ARC.1, whetherthe [CEM] work unit is to be performed as written, or if it has been clarified by anEvaluation Activity. If clarification has been provided, a reference to this clarificationis provided in the table.[CEM] ADV_ARC.1 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ADV_ARC.1-1 The evaluatorshall examine the securityarchitecture description todetermine that the informationprovided in the evidence ispresented at a level of detailcommensurate with thedescriptions of the SFR-enforcing abstractions containedin the functional specificationand TOE design document.The evaluator shall perform the [CEM]activity as specified.ADV_ARC.1-2 The evaluatorshall examine the securityarchitecture description todetermine that it describes thesecurity domains maintained bythe TSF.The evaluator shall perform the [CEM]activity as specified.ADV_ARC.1-3 The evaluatorshall examine the securityarchitecture description todetermine that the initialisationprocess preserves security.The evaluator shall perform the [CEM]activity as specified.ADV_ARC.1-4 The evaluatorshall examine the securityarchitecture description todetermine that it containsinformation sufficient to supporta determination that the TSF isable to protect itself fromtampering by untrusted activePage 18 of 38v 1.1"

[New Text]: "evaluator shall compare the TSF data in each part of the TOE and verify that they are consistent.The evaluator shall take into consideration any expected differences that are described in the TSS. This could be achieved through appropriate sampling of the TSF data on each partof the TOE.3.3. Class: TOE access (FTA)3.3.1. FTA_TAH_EXT.1 TOE access informationTSSThe evaluator shall examine the guidance documentation to verify that a statement is included inregard to whether configuration of this function is needed.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that configuration informationis included if indicated in the TSS.The evaluator shall verify that the guidance documentation includes information in regard to howa user retrieves the information required in the FTA_TAH_EXT.1.TestsTest 1: The evaluator shall follow the guidance documentation instructions for retrieving:• The date and time of the session establishment attempt of the user, and• The incremental count of successive unsuccessful session establishment,and verify that it can be retrieved and that the information is correct.Test 2: The evaluator shall assume a user role and verify that the following information can beretrieved by following the instructions given in the guidance documentation.• The previous last successful session establishment, and• The last unsuccessful attempt to session establishment and the number of unsuccessfulattempts since the previous last successful session establishment.The evaluator shall verify that users can only access their own information.15"
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evaluator, shall comnare the TSF.data.in.each part of the TOE and verify that they.are consistent.
The xaﬂuafor shall take into.consideration.any expected differences that are described in.the TSS

Q This could be achieved through appropriate sampling of the TSF data on each part

NEthe TAT

3.3..Class: TOE access (FTA)

3‘3.%FTA_TAH EXT.1 TOFE access.infarmation
TSS

The evalvator.shall examine the guidance.documentation to verify that a _statement is.included. in
regard to.whether configuration of this function is needed.

Guidance Dacvmentation

The evaluvator.shall examine the gnidance .documentation to verify that canfiguration information

AAAAAAAAAAA

The evalvator.shall verifv that the gnidance.documentation.includes information in regard to how
auser.retrieves.the information. required.in the FTA TAH, EXT1

Tasts
Test 1: The evaluator shall follow the guidance documentation.instructions for.retrieving:

e The date and time nf the session establishment attempt of the nser..and

» .The incremental covnt nf surcessive.unsuccessful session.estahlishment,
and verify that it can he retrieved and.that the information.is correct.

Test 2: The evaluator.shall assume a.user role and verifv that the following information can be
retrieved.by following. the instructions given.in the guidance.documentation.

¢ The previous last.successful session establishment..and

s The last.unsuccessful . attempt to .session. establishment .and . the .number .of .unsuccessful
aftemnts since the nrevious last successful session establishment.

The evalvator.shall verify that users can onlv access their.own.information
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[New Text]: "evaluator shall compare the TSF data in each part of the TOE and verify that they are consistent.The evaluator shall take into consideration any expected differences that are described in the TSS. This could be achieved through appropriate sampling of the TSF data on each partof the TOE.3.3. Class: TOE access (FTA)3.3.1. FTA_TAH_EXT.1 TOE access informationTSSThe evaluator shall examine the guidance documentation to verify that a statement is included inregard to whether configuration of this function is needed.Guidance DocumentationThe evaluator shall examine the guidance documentation to verify that configuration informationis included if indicated in the TSS.The evaluator shall verify that the guidance documentation includes information in regard to howa user retrieves the information required in the FTA_TAH_EXT.1.TestsTest 1: The evaluator shall follow the guidance documentation instructions for retrieving:• The date and time of the session establishment attempt of the user, and• The incremental count of successive unsuccessful session establishment,and verify that it can be retrieved and that the information is correct.Test 2: The evaluator shall assume a user role and verify that the following information can beretrieved by following the instructions given in the guidance documentation.• The previous last successful session establishment, and• The last unsuccessful attempt to session establishment and the number of unsuccessfulattempts since the previous last successful session establishment.The evaluator shall verify that users can only access their own information.15"
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[CEM1 ADV_ARC 1 Work lnits | Evaluation Activities

antifies,

The evaluator shall verify that the
avidence indicates whether ar.not the
TOE dvnamically creates Structured
ADV. ARC.1-5 The evaluator Querv lL.anguaae (SQL) cnde, or

shall examine the security another averv lanquaoe.code for
architecture description to databases that do not use SQL. using
determine that it presents an sunplied input. If dynamic code is used,
analysis that adeouately the evaluator shall verifv that the
dasecrihas how the SFR- avidance describes tha machanicmg
enforcing mechanisms cannot that have heen.imolemented tn orevent
be bynassed. or to mitigate the nassibility. of SOL

injection usinq dvnamic code. (e.q.
prepared statements, filterina
mechanisms, privileae reduction).

Table 1: Mapoino nf ADV.ARC 1 [CEM] Wark linits to Evaluation Activities

e

The evaluator shall perform the [CEMI activity as specified for ADV _FSP.2.

The evaluator shall perform the [CEMI activity as specified for ADV . TDS.1.

4.2 AGN: Guidanca Documentation

Soecific reguirements and checks nn the user quidance documentation are identified
(where relevant).in the individual Evaluation Activities for each SFR. Additionally, the
evaluator is exnected to ensure that the [CEM] reauirements of AGD _OPE.1 [CEMI

are mat

rRreparative-Rrovedures-tAGB=RRE

Soecific reguirements and checks nn the user quidance documentation are identified
(where relevant).in the individual Evaluatiaon Activities for each SFR. Additionally, the
evaluator is exnected to ensure that the [CEM] reauirements of AGD _OPE.1 [CEMI

are mat

43 . Class ALC: Life-cvrle Support

rUee-of-a-GM-System-(Al-C—cME-2)

The evaluator shall perform the [CEMI activity as specified for ALC_CMC.2.

v
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ADV_ARC.1 Work Units Evaluation Activitiesentities.The evaluator shall verify that theevidence indicates whether or not theTOE dynamically creates StructuredQuery Language (SQL) code, oranother query language code fordatabases that do not use SQL, usingsupplied input. If dynamic code is used,the evaluator shall verify that theevidence describes the mechanismsthat have been implemented to preventor to mitigate the possibility of SQLinjection using dynamic code. (e.g.prepared statements, filteringmechanisms, privilege reduction).ADV_ARC.1-5 The evaluatorshall examine the securityarchitecture description todetermine that it presents ananalysis that adequatelydescribes how the SFR-enforcing mechanisms cannotbe bypassed.Table 1: Mapping of ADV_ARC.1 [CEM] Work Units to Evaluation ActivitiesThe evaluator shall perform the [CEM] activity as specified for ADV_FSP.2.The evaluator shall perform the [CEM] activity as specified for ADV_TDS.1.4.2 AGD: Guidance DocumentationSpecific requirements and checks on the user guidance documentation are identified(where relevant) in the individual Evaluation Activities for each SFR. Additionally, theevaluator is expected to ensure that the [CEM] requirements of AGD_OPE.1 [CEM]are met.Specific requirements and checks on the user guidance documentation are identified(where relevant) in the individual Evaluation Activities for each SFR. Additionally, theevaluator is expected to ensure that the [CEM] requirements of AGD_OPE.1 [CEM]are met.4.3 Class ALC: Life-cycle SupportThe evaluator shall perform the [CEM] activity as specified for ALC_CMC.2.Page 19 of 38v 1.1"

[New Text]: "Chapter 4. Evaluation Activities forSelection-Based SFRsThese activities are required when the selection in a mandatory SFR requires the correspondingselection-based SFR to be claimed.4.1. Class: TOE access (FTA)4.1.1. FTA_MCS.1 Basic limitation on multiple concurrent sessionsTSSThe evaluator shall examine the TSS and verify that it states the default number of concurrentsessions per user. If this default can be changed, the evaluator shall verify that the TSS specifiesthis.Guidance DocumentationThe evaluator shall verify that guidance describes how to set the default number of sessions peruser and, if applicable, how to change it.TestsThe evaluator shall establish the maximum number of concurrent sessions and verify it is enforced.The evaluator shall attempt to exceed the maximum and verify additional sessions cannot becreated.If the default number can be changed, the evaluator shall modify it and repeat the test.16"
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Chapter 4. Evaluation Activities for
Selection-BRased SERs

AN N

These activities.are reguired when the selection. in.a mandatory SFR reguires the.corresponding
seleaction-hased SER to.be.claimed.

4.1. Class: TOFE access (FTA)

4.3.1. FTA. MCS.1 Basic Jimitation on multiple concurrent sessions
TSS

The evaluator. shall examine the TSS. and. verifv fthat it states.the defanlt number of concurrent
sessions ner.user. If this.default.can be changed, the evaluator shall verifv that the TSS snecifies
this,

Guidance Dacvmentation,

The evaluatar. shall verify that guidance.describes how to set the default. pumber of sessions.per
user.and,.if apvlicable, how to.change it

Tes&

The evalvator.shall establish.the maximum number of concurrent sessions.and verify itis enforced,
Theegralnator. shall. attemot to exceed the maximum. and. verify addifional sessions cannof be
created.

If the default number can be changed, the evaluator shallmodify it.and repeat.the test

¢

16
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[New Text]: "Chapter 4. Evaluation Activities forSelection-Based SFRsThese activities are required when the selection in a mandatory SFR requires the correspondingselection-based SFR to be claimed.4.1. Class: TOE access (FTA)4.1.1. FTA_MCS.1 Basic limitation on multiple concurrent sessionsTSSThe evaluator shall examine the TSS and verify that it states the default number of concurrentsessions per user. If this default can be changed, the evaluator shall verify that the TSS specifiesthis.Guidance DocumentationThe evaluator shall verify that guidance describes how to set the default number of sessions peruser and, if applicable, how to change it.TestsThe evaluator shall establish the maximum number of concurrent sessions and verify it is enforced.The evaluator shall attempt to exceed the maximum and verify additional sessions cannot becreated.If the default number can be changed, the evaluator shall modify it and repeat the test.16"
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rRareofthe-FOE-cM-Coverage-(Al=c=GME-2)

The evaluator shall perform the [CEMI activity as specified for ALC_CMS.2.

The evaluator shall perform the [CEMI activity as specified for ALC_DEL 2.

S s

A DBMS is often a key. component.in a larqer infrastructure, Therefore, the resnonse
ta natential security. flaws must be clearlv established, and comorehensive. There
must he a means of providing information and solutions.to users in a timely. manner,
using automated means. ALC. FI.R.3 has been mandated to meet these
reouirements

The fallowing table indicates. for each work unit in AL.C _FLR.3, whether the [CEM]
work unit is to he nerformed as written, or if it has been clarified by an Evaluation
Activity. If clarification has heen provided, a reference to this clarification.is nrovided
inthatable,

[CEMI Al.C_FLR.3 Work LInits

[ Evaluation Activities

ALC. FI.R.3-1 The evaluator
shall axamire the flaw
remediation procedures
documentation ta determina that
it describes the procedures used
to track all. reparted. security
flaws in.each relaase of the
TOE

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI R.3-2 The evaluator
shall axamine the flaw
remediation. procedures to
determine that the application of
these oracedures would
oroduce a descriotion nf each
security flaw in.terms of its
nature and effects

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI R.3-3 The evaluator
shall axamire the flaw
remediation. procedures to
determine that the application of
these procedures would. identify
the status of findino a correction
ta each security flaw,

The evaluator shall perform the [CEMI
activity as snecified.

v
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsThe evaluator shall perform the [CEM] activity as specified for ALC_CMS.2.The evaluator shall perform the [CEM] activity as specified for ALC_DEL.2.A DBMS is often a key component in a larger infrastructure. Therefore, the responseto potential security flaws must be clearly established, and comprehensive. Theremust be a means of providing information and solutions to users in a timely manner,using automated means. ALC_FLR.3 has been mandated to meet theserequirements.The following table indicates, for each work unit in ALC_FLR.3, whether the [CEM]work unit is to be performed as written, or if it has been clarified by an EvaluationActivity. If clarification has been provided, a reference to this clarification is providedin the table.[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-1 The evaluatorshall examine the flawremediation proceduresdocumentation to determine thatit describes the procedures usedto track all reported securityflaws in each release of theTOE.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-2 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures wouldproduce a description of eachsecurity flaw in terms of itsnature and effects.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-3 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would identifythe status of finding a correctionto each security flaw.Page 20 of 38v 1.1"

[New Text]: "Chapter 5. Evaluation Activities for SARsIn order to meet the goals of the evaluation, some of the [CEM] work units have been refined.Otherwise, the evaluator shall perform the CEM activity as specified.5.1. ADV: Development5.1.1. Security architecture description (ADV_ARC.1)In order to meet these goals some refinement of the ADV_ARC.1 [CEM] work units is needed. Thefollowing table indicates, for each work unit in ADV_ARC.1, whether the [CEM] work unit is to beperformed as written, or if it has been clarified by an Evaluation Activity. If clarification has beenprovided, a reference to this clarification is provided in the table.[CEM] ADV_ARC.1 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-1 The evaluator shall examine thesecurity architecture description to determinethat the information provided in the evidence ispresented at a level of detail commensurate withthe descriptions of the SFR-enforcingabstractions contained in the functionalspecification and TOE design document.The evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-2 The evaluator shall examine thesecurity architecture description to determinethat it describes the security domainsmaintained by the TSF.The evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-3 The evaluator shall examine thesecurity architecture description to determinethat the initialisation process preserves security.The evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-4 The evaluator shall examine thesecurity architecture description to determinethat it contains information sufficient to supporta determination that the TSF is able to protectitself from tampering by untrusted activeentities.17"
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Chapter 5. Evaluation Activities for SARs

In order to meet the gnals of the. evaluation. some of the [CEMI] work units have been. refined.
Ot ise, the evaluator shall. perform the CEM.activity.as specified.

5.;‘ ADV: Development

5.1.1. Security architecture description (ADV _ARC.1)

In er to. meet these goals some.refinement of the ADV, ARC.1 [CEMI work units.is needed. The
following tahle indicates. for each work unit in ADV_ARC.1. whether.the [CEMI] work unif is.tn be
performed.as written. or.if it has been clarified hv an Fvalvation Activity. If clarification has.been
provided. a reference to this clarification is.provided.in the.table.

(CEM) ANV _ARC 1. Werk Uvnits Evaluation Activities

ADV.ARC.1-1.The.evaluator shall axyamine the The evalvator.shall perform the [CEMI activity
security architecture description to determine.  as specified.

that the.information.provided.in the evidence is

presented atalevel of detail comumensurate with

the descriptions. of the SFR-enforcing

ahstracticns.contained inthe functional

specification.and TOE design document,

ADV.ARC.1-2. The.evaluator. shall examine the The evalvator.shall perform the [CEMI activity
security architecture description fo determine as sperified.

that it. describes the security domains

maintained hy the TSE,

ADV.ARC.1-2 The.evaluator. shall examine the The evalvator.shall perform the [CEMI activity
security architecture description fo determine as sperified.
that the.initialisation process preserves security.

ADV.ARC.1-4 The.evaluator shall examine the The evalvator.shall perform the [CEMI activity
security architecture description fo defermine.  as specified.

that it contains information sufficient to sunnort

a.determination that.the TSFE.is able to.protect

itself from tampering hv untrusted.active

entities
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[New Text]: "Chapter 5. Evaluation Activities for SARsIn order to meet the goals of the evaluation, some of the [CEM] work units have been refined.Otherwise, the evaluator shall perform the CEM activity as specified.5.1. ADV: Development5.1.1. Security architecture description (ADV_ARC.1)In order to meet these goals some refinement of the ADV_ARC.1 [CEM] work units is needed. Thefollowing table indicates, for each work unit in ADV_ARC.1, whether the [CEM] work unit is to beperformed as written, or if it has been clarified by an Evaluation Activity. If clarification has beenprovided, a reference to this clarification is provided in the table.[CEM] ADV_ARC.1 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-1 The evaluator shall examine thesecurity architecture description to determinethat the information provided in the evidence ispresented at a level of detail commensurate withthe descriptions of the SFR-enforcingabstractions contained in the functionalspecification and TOE design document.The evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-2 The evaluator shall examine thesecurity architecture description to determinethat it describes the security domainsmaintained by the TSF.The evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-3 The evaluator shall examine thesecurity architecture description to determinethat the initialisation process preserves security.The evaluator shall perform the [CEM] activityas specified.ADV_ARC.1-4 The evaluator shall examine thesecurity architecture description to determinethat it contains information sufficient to supporta determination that the TSF is able to protectitself from tampering by untrusted activeentities.17"

Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Inserted Path
Path


Deleted Text
Text
[Text Deleted ]:

"Parts of the TOE CM Coverage (ALC_CMS.2)Delivery Procedures (ALC_DEL.1)Systematic Flaw Remediation (ALC_FLR.3)"


SD_DBMS_V1.1.pdf

Evaluation Activitias for the collaherative. Prataction Profila far. Datahasa
Management Systems

[CEMI AL.C_FLR.3 Wark Units

| Evaluation Activities

ALC. FI.R.3-4 The evaluator
shall check tha flaw
remediation procedures to
determine that the application of
these pracedures would identify
the corrective action for each
securitv flaw.

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI.R.3-5 The evaluator

remediation. procedures
dacumentation.ta datermina that
it.describes a.means.of
orovidino the TOE users with
the necessarv information an
each security flaw.

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI R.3-6 The evaluator

remediation procedures to
determine that the application of
these orocedures would result. in
a means for the developer to
receive from TOFE user renorts
of susoected security flaws or
reauests for corrections to such
flaws,

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI R.3-7 The evaluator

remediation procedures to
determine that the application of
these orocedures would resuilt. in
a timelv. means of providina the
registered TOE users who miaht
be affected with reports about,
and associated corrections. tn.
each security. flaw.

The evaluator shall perform the [CEMI
activitv as snecified. The evaluator
must ansure that tha vander bas a
defined set of timeframes for respanse
ansura that the vendar has raticnale for
theosa timeframeas

ALC. FI.R.3-& The evaluator

remediation. procedures to
determine that the application of
these orocedures would result. in
automatic distribution of the
reports and associated

The evaluator shall perform the [CEMI
activity as snecified.

v
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Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-4 The evaluatorshall check the flawremediation procedures todetermine that the application ofthese procedures would identifythe corrective action for eachsecurity flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-5 The evaluatorshall examine the flawremediation proceduresdocumentation to determine thatit describes a means ofproviding the TOE users withthe necessary information oneach security flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-6 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result ina means for the developer toreceive from TOE user reportsof suspected security flaws orrequests for corrections to suchflaws.The evaluator shall perform the [CEM]activity as specified. The evaluatormust ensure that the vendor has adefined set of timeframes for responseto vulnerabilities. The evaluator mustensure that the vendor has rationale forthose timeframes.ALC_FLR.3-7 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result ina timely means of providing theregistered TOE users who mightbe affected with reports about,and associated corrections to,each security flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-8 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result inautomatic distribution of thereports and associatedcorrections to the registeredPage 21 of 38v 1.1"

[New Text]: "[CEM] ADV_ARC.1 Work Units Evaluation ActivitiesThe evaluator shall verify that the evidenceindicates whether or not the TOE dynamicallycreates Structured Query Language (SQL) code,or another query language code for databasesthat do not use SQL, using supplied input. Ifdynamic code is used, the evaluator shall verifythat the evidence describes the mechanisms thathave been implemented to prevent or tomitigate the possibility of SQL injection usingdynamic code. (e.g. prepared statements,filtering mechanisms, privilege reduction).ADV_ARC.1-5 The evaluator shall examine thesecurity architecture description to determinethat it presents an analysis that adequatelydescribes how the SFR-enforcing mechanismscannot be bypassed.5.1.2. Security-enforcing functional specification (ADV_FSP.2)The evaluator shall perform the [CEM] activity as specified for ADV_FSP.2.5.1.3. Basic Design (ADV_TDS.1)The evaluator shall perform the [CEM] activity as specified for ADV_TDS.1.5.2. AGD: Guidance Documentation5.2.1. Operational User Guidance (AGD_OPE.1)Specific requirements and checks on the user guidance documentation are identified (whererelevant) in the individual Evaluation Activities for each SFR. Additionally, the evaluator is expectedto ensure that the [CEM] requirements of AGD_OPE.1 [CEM] are met.5.2.2. Preparative Procedures (AGD_PRE.1)Specific requirements and checks on the user guidance documentation are identified (whererelevant) in the individual Evaluation Activities for each SFR. Additionally, the evaluator is expectedto ensure that the [CEM] requirements of AGD_OPE.1 [CEM] are met.5.3. Class ALC: Life-cycle Support5.3.1. Use of a CM System (ALC_CMC.2)The evaluator shall perform the [CEM] activity as specified for ALC_CMC.2.5.3.2. Parts of the TOE CM Coverage (ALC_CMS.2)The evaluator shall perform the [CEM] activity as specified for ALC_CMS.2.18"
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(CEMI ADV_ARC 1. Weork. Units Evaluation Activities

ADV.ARC.1-5 The.evaluator. shall examine the The evalvator.shall verifv that.the evidence
security architecture description to determine.  indicates whether or.not the TOE dvnamically

that it presents an analvsis.that adequately creates Structured Onery.Language (SQL).code,
describes. how.the SER-enforcing mechanisms or another guery langnage code for databases
cannot he hypassed. that do not.use SQL, 1sing suonlied.input. If

dvnamic code.is used, the evaluator shall verify
that the.evidence.dascrihes.the mechanisms that
have been implemented to nrevent.or to
witigate the nossibilitv of SQL injection using
dvnamic code. (e.g. prepared. statements,
filtering mechanisms, orivilege reduction).

5.1.2. Securitv-enforcing functional specification (ADV_ESP.2)

The evalvator.shall perform the [CEM] activity as specified for. ADV, FSP.2,

5.1.3. Basic Design (ADV _TDS.1)

The evaluator shall perform the [CEMI activity as.snecified for. ADV, TDS. 1.

5.2. AGD: Gnidance Documentation

5.2.1, Operational User Guidance (AGD.OPE,1)

Snecific. requirements_and checks on.the user. guidance documentation .are .identified (where
relevant).in the individual Evaluation Activities for.each SFR. Additionallv, the evaluator. is experted
to ensure.that.the [CEM] remquirements of AGD. QPE.1 [CEM] are met.

5.2.2. Preparative Procedures (AGD, PRE.1)

Snecific. requirements_and checks on.the user. guidance documentation .are .idenfified (where
relevant).in the individual Evaluation Activities for.each SFR. Additionallv. the evalnator is expected
to ensure.that the [CEM] remquirements of AGD. QPE.1. [CEM] are met.

5.3. Class ALC: Life-cycle Support

5.2.1. UUse of a CM Svstem (AJ.C. CMC.2)

The evalvator.shall perform the [CEM] activity as.snecified for. ALC,CMC.2.

5.32.2. Parts. of the TOE CM Coverage (ALC_CMS.2)

The evalvator.shall perform the [CEM] activity as specified for. ALC,CMS.2.

X
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Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-4 The evaluatorshall check the flawremediation procedures todetermine that the application ofthese procedures would identifythe corrective action for eachsecurity flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-5 The evaluatorshall examine the flawremediation proceduresdocumentation to determine thatit describes a means ofproviding the TOE users withthe necessary information oneach security flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-6 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result ina means for the developer toreceive from TOE user reportsof suspected security flaws orrequests for corrections to suchflaws.The evaluator shall perform the [CEM]activity as specified. The evaluatormust ensure that the vendor has adefined set of timeframes for responseto vulnerabilities. The evaluator mustensure that the vendor has rationale forthose timeframes.ALC_FLR.3-7 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result ina timely means of providing theregistered TOE users who mightbe affected with reports about,and associated corrections to,each security flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-8 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result inautomatic distribution of thereports and associatedcorrections to the registeredPage 21 of 38v 1.1"

[New Text]: "[CEM] ADV_ARC.1 Work Units Evaluation ActivitiesThe evaluator shall verify that the evidenceindicates whether or not the TOE dynamicallycreates Structured Query Language (SQL) code,or another query language code for databasesthat do not use SQL, using supplied input. Ifdynamic code is used, the evaluator shall verifythat the evidence describes the mechanisms thathave been implemented to prevent or tomitigate the possibility of SQL injection usingdynamic code. (e.g. prepared statements,filtering mechanisms, privilege reduction).ADV_ARC.1-5 The evaluator shall examine thesecurity architecture description to determinethat it presents an analysis that adequatelydescribes how the SFR-enforcing mechanismscannot be bypassed.5.1.2. Security-enforcing functional specification (ADV_FSP.2)The evaluator shall perform the [CEM] activity as specified for ADV_FSP.2.5.1.3. Basic Design (ADV_TDS.1)The evaluator shall perform the [CEM] activity as specified for ADV_TDS.1.5.2. AGD: Guidance Documentation5.2.1. Operational User Guidance (AGD_OPE.1)Specific requirements and checks on the user guidance documentation are identified (whererelevant) in the individual Evaluation Activities for each SFR. Additionally, the evaluator is expectedto ensure that the [CEM] requirements of AGD_OPE.1 [CEM] are met.5.2.2. Preparative Procedures (AGD_PRE.1)Specific requirements and checks on the user guidance documentation are identified (whererelevant) in the individual Evaluation Activities for each SFR. Additionally, the evaluator is expectedto ensure that the [CEM] requirements of AGD_OPE.1 [CEM] are met.5.3. Class ALC: Life-cycle Support5.3.1. Use of a CM System (ALC_CMC.2)The evaluator shall perform the [CEM] activity as specified for ALC_CMC.2.5.3.2. Parts of the TOE CM Coverage (ALC_CMS.2)The evaluator shall perform the [CEM] activity as specified for ALC_CMS.2.18"
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[CEMI AL.C_FLR.3 Wark Units

| Evaluation Activities

TOE users who might be
affectad,

ALC. FI.R.3-9 The evaluator
shall axamire the flaw
remediation procedures to
determine that the application of
these oracedures would help to
enstuire that every reported flaw
is.corractad,

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI R.3-10 The evaluator
shall axamire the flaw
remediation. procedures to
determine that the application of
these orocedures would help to
anaura that the TOE users are
issued remediation orocedures
far.each security flaw.

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI.R.3-11 The evaluator
shall axamire the flaw
remediation procedures to
determine that the application of
these orocedures would resuilt.in
safequards that the potential
carrection contains na.adverse
offacts

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI.R.3-12 The evaluator
shall axamire the flaw
remediation guidance to
determine that the application of
these orocedures would result.in
a.means.faorthe TOE igar to
orovide renorts of suspected
securitv flaws ar reauvests for
carractione to such flaws,

The evaluator shall perform the [CEMI
activity as snecified.

ALC. FI R.3-13 The evaluator
shall axamire the flaw
remediation ouidance to
datermina that it. desecribes 3
means of enablina the TOE
users to reaister with.the
developer,

The evaluator shall perform the [CEMI
activity as snecified.

v
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Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesTOE users who might beaffected.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-9 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would help toensure that every reported flawis corrected.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-10 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would help toensure that the TOE users areissued remediation proceduresfor each security flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-11 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result insafeguards that the potentialcorrection contains no adverseeffects.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-12 The evaluatorshall examine the flawremediation guidance todetermine that the application ofthese procedures would result ina means for the TOE user toprovide reports of suspectedsecurity flaws or requests forcorrections to such flaws.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-13 The evaluatorshall examine the flawremediation guidance todetermine that it describes ameans of enabling the TOEusers to register with thedeveloper.Page 22 of 38v 1.1"

[New Text]: "5.3.3. Delivery Procedures (ALC_DEL.1)The evaluator shall perform the [CEM] activity as specified for ALC_DEL.2.5.3.4. Systematic Flaw Remediation (ALC_FLR.3)A DBMS is often a key component in a larger infrastructure. Therefore, the response to potentialsecurity flaws must be clearly established, and comprehensive. There must be a means of providinginformation and solutions to users in a timely manner, using automated means. ALC_FLR.3 hasbeen mandated to meet these requirements.The following table indicates, for each work unit in ALC_FLR.3, whether the [CEM] work unit is tobe performed as written, or if it has been clarified by an Evaluation Activity. If clarification hasbeen provided, a reference to this clarification is provided in the table.Table 1. Mapping of ALC_FLR.3 [CEM] Work Units to Evaluation Activities[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-1 The evaluator shall examine theflaw remediation procedures documentation todetermine that it describes the procedures usedto track all reported security flaws in eachrelease of the TOE.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-2 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures wouldproduce a description of each security flaw interms of its nature and effects.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-3 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures wouldidentify the status of finding a correction to eachsecurity flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-4 The evaluator shall check the flawremediation procedures to determine that theapplication of these procedures would identifythe corrective action for each security flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-5 The evaluator shall examine theflaw remediation procedures documentation todetermine that it describes a means of providingthe TOE users with the necessary information oneach security flaw.19"
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5,3.3x,Delivery Procedures (ALC.DEL.1)

The evalvator.shall perform the [CEM] activity as specified for ALC.DEL.2.

5.3.4. Svstematic Flaw Remediation (ALC_FLR.3)

A DBMS is.often a.kev component. in.a.larger infrastructure, Therefore. the response to notential
security flaws must be clearly established, and comprebhensive. There must. be.a.means of providing
information and snlufions. to_users in a.timelv manner. using auvtomated means. ALC_FLR.3 bas
been mandated.to meet.these reguirements.

The following.table indicates, for. each work unit in. ALC,ELR.3, whether.the [CEM] work nunit is.to
be verformed. as.written, or if it has been clarified hy an Evaluation Activity. If clarification bas
been provided, a reference.to this clarification.is nrovided in.the table.

Table 1. Mapping.of AIL.C_FLR.3 [CEM] Wark Units.to Evaluation Activities

[CEM] ALC, FLR.2 Work TJnits

ALC FLR.3.1.The evaluatar.shall examire.the
flaw remediation.pracedures docrmentation. to
determine that it describes.the procedires used
to track.all reported security.flaws in each

\\\\\\\\\\\\\

ALC FLR.3-2.The evaluater.shall examire.the
flaw.remediation.pracedures to.determine that
the anplication nf these brocedures would
produce a description of each security.flaw.in
terms.of itsnature and aeffects;

ALC FLR.3-:3.The evaluatar.shall examire.the
flaw.remediation.procedures to.determine that
the anplication nf these brocedures would
identify.the status of finding a.correction fo each
security. flaw.

ALC .FLR.3-4 The evaluatar.shall check the flaw
remediation brocedures to determine that the
apnplication. of these nrocedures would.identifv
the corrective action.for each security flaw.

ALC _FLR 3-5.The avaluater.shall examire.the
flaw remediation.procedures documentation. to
determine that it descrihes.a.means of providing
the TOE users with.the necessary information on
each.securitv flaw.

Evaluation Activities

The evalvator.shall perform the [CEMI activity
as sperified.

The evalvator.shall perform the [CEMI activity.
as specified.

The evalvator shall perform the [CEM] activity.
as sperified.

The evalvator shall perform the [CEM] activity.
as specified.

The evalvator shall perform the [CEM] activity.
as specified.
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Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesTOE users who might beaffected.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-9 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would help toensure that every reported flawis corrected.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-10 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would help toensure that the TOE users areissued remediation proceduresfor each security flaw.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-11 The evaluatorshall examine the flawremediation procedures todetermine that the application ofthese procedures would result insafeguards that the potentialcorrection contains no adverseeffects.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-12 The evaluatorshall examine the flawremediation guidance todetermine that the application ofthese procedures would result ina means for the TOE user toprovide reports of suspectedsecurity flaws or requests forcorrections to such flaws.The evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-13 The evaluatorshall examine the flawremediation guidance todetermine that it describes ameans of enabling the TOEusers to register with thedeveloper.Page 22 of 38v 1.1"

[New Text]: "5.3.3. Delivery Procedures (ALC_DEL.1)The evaluator shall perform the [CEM] activity as specified for ALC_DEL.2.5.3.4. Systematic Flaw Remediation (ALC_FLR.3)A DBMS is often a key component in a larger infrastructure. Therefore, the response to potentialsecurity flaws must be clearly established, and comprehensive. There must be a means of providinginformation and solutions to users in a timely manner, using automated means. ALC_FLR.3 hasbeen mandated to meet these requirements.The following table indicates, for each work unit in ALC_FLR.3, whether the [CEM] work unit is tobe performed as written, or if it has been clarified by an Evaluation Activity. If clarification hasbeen provided, a reference to this clarification is provided in the table.Table 1. Mapping of ALC_FLR.3 [CEM] Work Units to Evaluation Activities[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-1 The evaluator shall examine theflaw remediation procedures documentation todetermine that it describes the procedures usedto track all reported security flaws in eachrelease of the TOE.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-2 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures wouldproduce a description of each security flaw interms of its nature and effects.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-3 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures wouldidentify the status of finding a correction to eachsecurity flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-4 The evaluator shall check the flawremediation procedures to determine that theapplication of these procedures would identifythe corrective action for each security flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-5 The evaluator shall examine theflaw remediation procedures documentation todetermine that it describes a means of providingthe TOE users with the necessary information oneach security flaw.19"
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[CEMI AL.C_FLR.3 Wark Units

| Evaluation Activities

ALC. FI.R.3-14 The evaluator
shall axamine the flaw
remediation ouidance to
datermina that itidentifies
snecific points nf contact for
user renorts and enguiries ahout
securitv issues.involvino the
TOE

The evaluator shall perform the [CEMI
activity as snecified.

Table 2: Mapoina nf Al.C_FLR.3 [CEM1 Work Units to Evaluation Activities

44

4.5

Class ASE: Security Taraet Evaluation

When evaluating a Security Target. the evaluator oerforms the work units as
presented.in the CEM. In addition, the evaluator.ensures the content nf the TSS.in
the ST satisfies the EAs spegcified in Section 2 (Evaluation Activities for SFRs) and
Section 3 (Evaluation Activities for Optional SFRs).

1332 ATE: Taats

The developer is expected to nrovide evidence of functional testina nf the DBMS, at
a level consistent with ATE. COV. 1.

The developer is expected to nrovide evidence of functional testina nf the DBMS, at
alevel consistent with ATE. FIJN.1. Automated testino mav he nised in whole or.in
oart to satisfy the developer test reguirements.

Testina is nerformed to confirm the functionality described in the TSS, and that this
functionality can be exercised in accordance with the avidance documentation. The
facus of the testing is to confirm that the reouirements soecified in the SFRs are
being met. The Evaluation Activities within this document.identify the specific testing
activities necessary tn verifv. comoliance with.the SFRs. The evaluator must produce
a test report documentina the olan for and results of testing. The test report must
also ensure that all the requirements of ATE _IND 2 have been met, as noted below.

[CEMI ATE_IND 2 Wark Units

| Evaluation Activities

ATE. IND.?-1. The evaluator
shall axamirethe TOE tn
datermina that the tast
configuration is consistent with

aVaVavalVav.-Pavava¥adaVavavava

The evaluator shall perform the [CEMI
activity as snecified.

v
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Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-14 The evaluatorshall examine the flawremediation guidance todetermine that it identifiesspecific points of contact foruser reports and enquiries aboutsecurity issues involving theTOE.Table 2: Mapping of ALC_FLR.3 [CEM] Work Units to Evaluation Activities4.4 Class ASE: Security Target EvaluationWhen evaluating a Security Target, the evaluator performs the work units aspresented in the CEM. In addition, the evaluator ensures the content of the TSS inthe ST satisfies the EAs specified in Section 2 (Evaluation Activities for SFRs) andSection 3 (Evaluation Activities for Optional SFRs).4.5 Class ATE: TestsThe developer is expected to provide evidence of functional testing of the DBMS, ata level consistent with ATE_COV.1.The developer is expected to provide evidence of functional testing of the DBMS, ata level consistent with ATE_FUN.1. Automated testing may be used in whole or inpart to satisfy the developer test requirements.Testing is performed to confirm the functionality described in the TSS, and that thisfunctionality can be exercised in accordance with the guidance documentation. Thefocus of the testing is to confirm that the requirements specified in the SFRs arebeing met. The Evaluation Activities within this document identify the specific testingactivities necessary to verify compliance with the SFRs. The evaluator must producea test report documenting the plan for and results of testing. The test report mustalso ensure that all the requirements of ATE_IND.2 have been met, as noted below.[CEM] ATE_IND.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ATE_IND.2-1 The evaluatorshall examine the TOE todetermine that the testconfiguration is consistent withthe configuration underPage 23 of 38v 1.1"

[New Text]: "[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-6 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin a means for the developer to receive fromTOE user reports of suspected security flaws orrequests for corrections to such flaws.The evaluator shall perform the [CEM] activityas specified. The evaluator must ensure that thevendor has a defined set of timeframes forresponse to vulnerabilities. The evaluator mustensure that the vendor has rationale for thosetimeframes.ALC_FLR.3-7 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin a timely means of providing the registeredTOE users who might be affected with reportsabout, and associated corrections to, eachsecurity flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-8 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin automatic distribution of the reports andassociated corrections to the registered TOEusers who might be affected.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-9 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would helpto ensure that every reported flaw is corrected.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-10 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would helpto ensure that the TOE users are issuedremediation procedures for each security flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-11 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin safeguards that the potential correctioncontains no adverse effects.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-12 The evaluator shall examine theflaw remediation guidance to determine that theapplication of these procedures would result ina means for the TOE user to provide reports ofsuspected security flaws or requests forcorrections to such flaws.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-13 The evaluator shall examine theflaw remediation guidance to determine that itdescribes a means of enabling the TOE users toregister with the developer.20"
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[CEM] ALC, FILR.2 Work IJnits

ALC _FLR 3-6.The evaluator.shall examipe.the
flaw.remediation.procedures to.determine that
the anplication of these brocedures would result
in a means.for the developer.to receive from
TOFE user reports of suspected security. flaws or
reguests for corrections.to such flaws.

ALC .FLR 3-7.The evaluator.shall examire.the
flaw remediation.pracedures to.determine that
the application of these vrocedures would result
in a timely means of providing the registered
TOFE users who might he affected with reports
ahaut.and assoriated correctinns.tn,each
security. flaw.

ALC _FLR 3-8 The avaluater.shall examire.the
flaw. remediation.procedures to.determine that
the application of these vrocedures would result
in automatic. distrihution. of the reports and
associated corrections.to the registered TOF,
users who might he affected.

ALCYPLR 3.9. The avaluater.shall examire.the

flaw.remediation.pracedures to.determine that
the anplication of these nrocedures would heln
to ensure.that every reported flaw is.corrected.

AL(C _FLR.3-10 The evaluator shall.examine the
flaw.remediation.pracedures to.determine that
the anplication of these brocedures would heln
to. ensurethat.the TOEsers.are jssued

rm&diation procedures for each security. flaw

ALC FLR.3-11 The evalvator shall.examine the
flaw.remediation.procedures to.determine that
the anplication of these brocedures would result
in safegnards that the notential correction

cantaine no adverse offects,

ALC FLR 3-12 The evaluator shall.examine. the
flaw remediation.guidance.to determine that the
apnlication. of these nrocedures would. result.in
ameans for the TOFE user.ta nrovide reports of
susnected security flaws ar.reauests for

cayractions ta.such.flaws

ALC FLR.3-13 The evaluator shall.examine the
flaw remediation.guidance.to determine that it
describes.a. means nf enahling.the TOE users.to
regixr with the develoner.

Evaluation Artivities

The evalvator shall perform the [CEM] activity.
as specified.

The evalvator.shall perform the [CEMI activity
as specified. The evaluator must ensure that the
vendorhas.a.defined set af-timeframes for
resonnse to vulnerahilities.. The evaluator must
ensura that the vandaor hasraticnalefapthase

timeframes

The evalvator.shall perform the [CEMI activity
as specified.

The evalvator.shall perform the [CEMI activity.
as sperified.

The evalvator.shall perform the [CEMI activity
as sperified.

The evalvator.shall perform the [CEM] activity.
as specified.

The evalvator.shall perform the [CEMI activity
as specified.

The evalvator.shall perform the [CEMI activity.
as sperified.
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ALC_FLR.3-14 The evaluatorshall examine the flawremediation guidance todetermine that it identifiesspecific points of contact foruser reports and enquiries aboutsecurity issues involving theTOE.Table 2: Mapping of ALC_FLR.3 [CEM] Work Units to Evaluation Activities4.4 Class ASE: Security Target EvaluationWhen evaluating a Security Target, the evaluator performs the work units aspresented in the CEM. In addition, the evaluator ensures the content of the TSS inthe ST satisfies the EAs specified in Section 2 (Evaluation Activities for SFRs) andSection 3 (Evaluation Activities for Optional SFRs).4.5 Class ATE: TestsThe developer is expected to provide evidence of functional testing of the DBMS, ata level consistent with ATE_COV.1.The developer is expected to provide evidence of functional testing of the DBMS, ata level consistent with ATE_FUN.1. Automated testing may be used in whole or inpart to satisfy the developer test requirements.Testing is performed to confirm the functionality described in the TSS, and that thisfunctionality can be exercised in accordance with the guidance documentation. Thefocus of the testing is to confirm that the requirements specified in the SFRs arebeing met. The Evaluation Activities within this document identify the specific testingactivities necessary to verify compliance with the SFRs. The evaluator must producea test report documenting the plan for and results of testing. The test report mustalso ensure that all the requirements of ATE_IND.2 have been met, as noted below.[CEM] ATE_IND.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM]activity as specified.ATE_IND.2-1 The evaluatorshall examine the TOE todetermine that the testconfiguration is consistent withthe configuration underPage 23 of 38v 1.1"

[New Text]: "[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-6 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin a means for the developer to receive fromTOE user reports of suspected security flaws orrequests for corrections to such flaws.The evaluator shall perform the [CEM] activityas specified. The evaluator must ensure that thevendor has a defined set of timeframes forresponse to vulnerabilities. The evaluator mustensure that the vendor has rationale for thosetimeframes.ALC_FLR.3-7 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin a timely means of providing the registeredTOE users who might be affected with reportsabout, and associated corrections to, eachsecurity flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-8 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin automatic distribution of the reports andassociated corrections to the registered TOEusers who might be affected.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-9 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would helpto ensure that every reported flaw is corrected.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-10 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would helpto ensure that the TOE users are issuedremediation procedures for each security flaw.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-11 The evaluator shall examine theflaw remediation procedures to determine thatthe application of these procedures would resultin safeguards that the potential correctioncontains no adverse effects.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-12 The evaluator shall examine theflaw remediation guidance to determine that theapplication of these procedures would result ina means for the TOE user to provide reports ofsuspected security flaws or requests forcorrections to such flaws.The evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-13 The evaluator shall examine theflaw remediation guidance to determine that itdescribes a means of enabling the TOE users toregister with the developer.20"

Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Deleted Path
Path


Inserted Path
Path


Deleted Text
Text
[Text Deleted ]:

"Evidence of Coverage (ATE_COV.1)Functional Testing (ATE_FUN.1)Independent Testing (ATE_IND.2)"


SD_DBMS_V1.1.pdf

Evaluation Activitias for the collaherative. Prataction Profila far. Datahasa
Management Systems

[CEMI ATE_IND 2 Wark Units

| Evaluation Activities

evaluation as soercified in.the
ST.

ATE. IND.2-2 The evaluator
shall avamine the TOE to
datermina that it has hasn
installed orooerly and is.in A
known state.

The evaluator shall perform the [CEMI
activity as snecified.

ATE. IND.2-3 The evaluator
shall axamine the set.of
resources orovided by the
developer to determine that they
are equivalent to the set of
resources used hv the

developer to functionallv test the
TSF.

The evaluator shall perform the [CEMI
activity as snecified.

ATE. IND.2-4 The evaluator
shall conduct testina using a
sampnle of tests found in the
developer test nlan and
orocedures.

The evaluator shall perform the [CEMI
activitv as snecified. Each of the TSFls
must he avercised

ATE_IND.2-5 The evaluator
shall chock that all.the actual
test resulte are.consgistent. with
the exoecrted test results.

The evaluator shall perform the [CEMI
activitv as snecified.

ATE. IND.2-6 The evaluator
shall davise atest subset

The test subset shall be. comorised of a
samnle of the develoner test cases
blus.all of the Test EAs noted within
this document. This does not nreclude

the evaluators from adding their own
tests.

ATE. IND.2-7 The evaluator
shall oroduce test
documentation. far thae test
sihset that is. sufficientlv
datailed to. enshlae.the tests.in ha
reproducible.

The evaluator shall perform the [CEMI
activity as snecified.

ATE. IND.2-8 The evaluator
shall conduct testinq.

The evaluator shall perform the [CEMI
activity as snecified.

v
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ATE_IND.2 Work Units Evaluation Activitiesevaluation as specified in theST.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-2 The evaluatorshall examine the TOE todetermine that it has beeninstalled properly and is in aknown state.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-3 The evaluatorshall examine the set ofresources provided by thedeveloper to determine that theyare equivalent to the set ofresources used by thedeveloper to functionally test theTSF.The evaluator shall perform the [CEM]activity as specified. Each of the TSFIsmust be exercised.ATE_IND.2-4 The evaluatorshall conduct testing using asample of tests found in thedeveloper test plan andprocedures.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-5 The evaluatorshall check that all the actualtest results are consistent withthe expected test results.The test subset shall be comprised of asample of the developer test casesplus all of the Test EAs noted withinthis document. This does not precludethe evaluators from adding their owntests.ATE_IND.2-6 The evaluatorshall devise a test subset.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-7 The evaluatorshall produce testdocumentation for the testsubset that is sufficientlydetailed to enable the tests to bereproducible.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-8 The evaluatorshall conduct testing.ATE_IND.2-9 The evaluator The evaluator shall perform the [CEM]Page 24 of 38v 1.1"

[New Text]: "[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-14 The evaluator shall examine theflaw remediation guidance to determine that itidentifies specific points of contact for userreports and enquiries about security issuesinvolving the TOE.5.4. Class ASE: Security Target EvaluationWhen evaluating a Security Target, the evaluator performs the work units as presented in the CEM.In addition, the evaluator ensures the content of the TSS in the ST satisfies the EAs specified inSection 2 (Evaluation Activities for SFRs) and Section 3 (Evaluation Activities for Optional SFRs).5.5. Class ATE: Tests5.5.1. Evidence of Coverage (ATE_COV.1)The developer is expected to provide evidence of functional testing of the DBMS, at a levelconsistent with ATE_COV.1.5.5.2. Functional Testing (ATE_FUN.1)The developer is expected to provide evidence of functional testing of the DBMS, at a levelconsistent with ATE_FUN.1. Automated testing may be used in whole or in part to satisfy thedeveloper test requirements.5.5.3. Independent Testing (ATE_IND.2)Testing is performed to confirm the functionality described in the TSS, and that this functionalitycan be exercised in accordance with the guidance documentation. The focus of the testing is toconfirm that the requirements specified in the SFRs are being met. The Evaluation Activities withinthis document identify the specific testing activities necessary to verify compliance with the SFRs.The evaluator must produce a test report documenting the plan for and results of testing. The testreport must also ensure that all the requirements of ATE_IND.2 have been met, as noted below.Table 2. Mapping of ATE_IND.2 [CEM] Work Units to Evaluation Activities[CEM] ATE_IND.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ATE_IND.2-1 The evaluator shall examine theTOE to determine that the test configuration isconsistent with the configuration underevaluation as specified in the ST.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-2 The evaluator shall examine theTOE to determine that it has been installedproperly and is in a known state.21"
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(CEM] AJL.C. FILR.2 Work TInits Evaluation Activities

ALC FLR.3-14 The evalvator shall.examine the  The evaluator.shall perform the [CEM] activity.
flaw remediation.guidance.to determine that it  as specified.

identifies.snecific. points of contact for.user

reports and epauiries ahout security.issues

involving the TOE.

5.4. Class ASE: Security Target Evaluation

When evaluating.a.Security Target. the evaluator.performs. the work units as nresented.in the.CEM.
In _addifion, the evaluator.ensures the content of .the TSS in.the ST satisfies the EAs specified in
Section 2 (Evaluatiop Activities for SFRs) and. Section.3.(Evaluation Activities for.Ontional SFRs).

5

J1

LClass ATE: Tests

"4V » ‘s

5.5.1. Evidence of Coverage (ATE COV.1)

The .developer .is_expected .to .provide evidence .of .functional.testing.of.the DBMS, at a.level
cansistent with ATE COV A,

5.5.2. Functional Testing (ATE_FUN.1)

The .developer .is_expected .to .provide evidence .of functional. testing.of.the DBMS, at a_.level
consistent with. ATE FUN.1.. Automated testing may_.be.used in _whole. or. in. part. to. satisfy.the
developer test.recuirements.

5.5.3. Independent Testing (ATE,IND.2)

Testing is. performed to.confirm the . functionality described.in.the TSS, and that this. functionality
cap _be exercised.in.accordance with.the gnidance documentation. The focus. of .the festing is.to
confirm. that.the reqguirements specified in.the SERs are being.met, The Evaluation Activities. within
this document identify the.soecific testing .activities.necessary to verifv compliance with the SFRs.
The evalvuator.must nroduce a test.renort documenting. the nlan for.and results of testing.. The test
report. must alsa ensure.that.all the requirements.of ATE TND.2 have been met, as.noted below

Table 2. Manping.of ATE. IND.2.[CEM]. Work IInits.to Fvaluation Activities
(CEMI) ATE. IND.2. Wor)k TTnite Evaluation Activities

ATFE _IND,2-1.The evaluater.shall examipne.the The evalvator.shall perform the [CEM] activity.
TOE to determine that.the test. configuration is  as specified.

consistent with the.configuration under

evaluation as specified in.the ST

ATFE _IND,2-2.The evaluater.shall examipne.the The evalvator shall perform the [CEM] activity.
TOE to.determine thatithas heendinstalled as sperified.
properly and is in a known.state.

X
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ATE_IND.2 Work Units Evaluation Activitiesevaluation as specified in theST.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-2 The evaluatorshall examine the TOE todetermine that it has beeninstalled properly and is in aknown state.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-3 The evaluatorshall examine the set ofresources provided by thedeveloper to determine that theyare equivalent to the set ofresources used by thedeveloper to functionally test theTSF.The evaluator shall perform the [CEM]activity as specified. Each of the TSFIsmust be exercised.ATE_IND.2-4 The evaluatorshall conduct testing using asample of tests found in thedeveloper test plan andprocedures.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-5 The evaluatorshall check that all the actualtest results are consistent withthe expected test results.The test subset shall be comprised of asample of the developer test casesplus all of the Test EAs noted withinthis document. This does not precludethe evaluators from adding their owntests.ATE_IND.2-6 The evaluatorshall devise a test subset.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-7 The evaluatorshall produce testdocumentation for the testsubset that is sufficientlydetailed to enable the tests to bereproducible.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-8 The evaluatorshall conduct testing.ATE_IND.2-9 The evaluator The evaluator shall perform the [CEM]Page 24 of 38v 1.1"

[New Text]: "[CEM] ALC_FLR.3 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ALC_FLR.3-14 The evaluator shall examine theflaw remediation guidance to determine that itidentifies specific points of contact for userreports and enquiries about security issuesinvolving the TOE.5.4. Class ASE: Security Target EvaluationWhen evaluating a Security Target, the evaluator performs the work units as presented in the CEM.In addition, the evaluator ensures the content of the TSS in the ST satisfies the EAs specified inSection 2 (Evaluation Activities for SFRs) and Section 3 (Evaluation Activities for Optional SFRs).5.5. Class ATE: Tests5.5.1. Evidence of Coverage (ATE_COV.1)The developer is expected to provide evidence of functional testing of the DBMS, at a levelconsistent with ATE_COV.1.5.5.2. Functional Testing (ATE_FUN.1)The developer is expected to provide evidence of functional testing of the DBMS, at a levelconsistent with ATE_FUN.1. Automated testing may be used in whole or in part to satisfy thedeveloper test requirements.5.5.3. Independent Testing (ATE_IND.2)Testing is performed to confirm the functionality described in the TSS, and that this functionalitycan be exercised in accordance with the guidance documentation. The focus of the testing is toconfirm that the requirements specified in the SFRs are being met. The Evaluation Activities withinthis document identify the specific testing activities necessary to verify compliance with the SFRs.The evaluator must produce a test report documenting the plan for and results of testing. The testreport must also ensure that all the requirements of ATE_IND.2 have been met, as noted below.Table 2. Mapping of ATE_IND.2 [CEM] Work Units to Evaluation Activities[CEM] ATE_IND.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ATE_IND.2-1 The evaluator shall examine theTOE to determine that the test configuration isconsistent with the configuration underevaluation as specified in the ST.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-2 The evaluator shall examine theTOE to determine that it has been installedproperly and is in a known state.21"
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shall record the following
infarmation ahout the tests that
comnose the test subset:

a) identification of the interface
behaviour to he tested:

b) instructions to connect and
setun all required test
equinment as required.tn
conduct the test:

c) instfructinns to establish all
orereauisite test conditions:

d) instructions fo stimulate the
interface;

e) instructions for ohservina the
interface;

f).descriptions of all exoected
results and the necessary
analysis to be performed on the
ohserved hehaviour for
comparison.against exoected
results:

g) instructions to conclude the
test and estahlish the necessary
onst-test state for the TOF;

h) actual test results.

activity as snecified.

ATE. IND.2-10 The evaluator
shall check that all actiia! test
resulta are consistent with the
expected test results

activity as snecified.

The evaluator shall perform the [CEMI

ATE. IND.2-11 The evaluator
shall report in the ETR! the
evaluator testino effort, outlining
the testina aporoach,
configuration. depth and results.

activity as snecified.

The evaluator shall perform the [CEMI

! Evgluation Techniral Report

v
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] ATE_IND.2 Work Units Evaluation Activitiesshall record the following activity as specified.information about the tests thatcompose the test subset:a) identification of the interfacebehaviour to be tested;b) instructions to connect andsetup all required testequipment as required toconduct the test;c) instructions to establish allprerequisite test conditions;d) instructions to stimulate theinterface;e) instructions for observing theinterface;f) descriptions of all expectedresults and the necessaryanalysis to be performed on theobserved behaviour forcomparison against expectedresults;g) instructions to conclude thetest and establish the necessarypost-test state for the TOE;h) actual test results.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-10 The evaluatorshall check that all actual testresults are consistent with theexpected test results.The evaluator shall perform the [CEM]activity as specified.ATE_IND.2-11 The evaluatorshall report in the ETR1 theevaluator testing effort, outliningthe testing approach,configuration, depth and results.1 Evaluation Technical ReportPage 25 of 38v 1.1"

[New Text]: "[CEM] ATE_IND.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ATE_IND.2-3 The evaluator shall examine the setof resources provided by the developer todetermine that they are equivalent to the set ofresources used by the developer to functionallytest the TSF.The evaluator shall perform the [CEM] activityas specified. Each of the TSFIs must be exercised.ATE_IND.2-4 The evaluator shall conduct testingusing a sample of tests found in the developertest plan and procedures.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-5 The evaluator shall check that allthe actual test results are consistent with theexpected test results.The test subset shall be comprised of a sample ofthe developer test cases plus all of the Test EAsnoted within this document. This does notpreclude the evaluators from adding their owntests.ATE_IND.2-6 The evaluator shall devise a testsubset.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-7 The evaluator shall produce testdocumentation for the test subset that issufficiently detailed to enable the tests to bereproducible.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-8 The evaluator shall conduct testing.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-9 The evaluator shall record thefollowing information about the tests thatcompose the test subset: a) identification of theinterface behaviour to be tested; b) instructionsto connect and setup all required test equipmentas required to conduct the test; c) instructions toestablish all prerequisite test conditions; d)instructions to stimulate the interface; e)instructions for observing the interface; f)descriptions of all expected results and thenecessary analysis to be performed on theobserved behaviour for comparison againstexpected results; g) instructions to conclude thetest and establish the necessary post-test statefor the TOE; h) actual test results.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-10 The evaluator shall check that allactual test results are consistent with theexpected test results.22"
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ATFE IND,2-3.The evalvateor.shall examine.the sef
of resaurces provided by the developer fo
determine that they are.equivalent.to the set.of
resonrces used hv the developer to functionally
test the TSF

ATF, IND.2-4 The evaluator.shall conduct festing
using a sample of tests found in.the developer
test plan and procednres.

ATFE _IND,?2-5.The evalvater.shall chack that.all
the.actual test.rasulte are.cansistent with the

expected test results,

ATE, IND,2-6 The evaluater.shall devise A test
suheet,

ATFE _IND.2-7 The evalvator.shall produce test
dacumentation forthe test.subsef.thatis
sufficiently detailed to enahle the tests to be
reproducible.

ATFE _IND.2-8 The evalvator.shall conduct testing

ATFE .IND.?2-9.The evalvater.shall. record the
following information.about.the tests that
compose the.test subset: a) identification of the
interface behaviour to.be.tested: h).instructions
to connect and setup.all. recauired test equipment
as required to.conduct the fest: ¢).instructions to
estahlish all nrereauisite test conditions: d)
instructions to.stimulate the interface:.e)
instructions for.observing the interface: f)
descrintions.of all expected results and the
necessarv analysis ta he performed on. the
ohserved behaviour for.comnarison against
expected results; ) instructions.to conclude the
test and.establish.the necessary post-test state
far.the TQE: h) actual fest.results.

ATFE .IND,2-10 The evaluator shall.check.that all
actualtast resultsare consistent.with the

expected test results.

X
X

Evaluation Artivities

The evalvator shall perform the [CEM] activity.
as specified.

The evalvator.shall perform the [CEMI activity
as specified. Each.of the TSFIs must he exercised.

The evalvator shall perform the [CEM] activity.
as specified.

The test.subhsef shall be comprised of a.sample.of
the developer test cases.nlus.all of the Test EAs
noted within.this.dacument, This.daesnot

preclude the evaluators.from adding their own
testss

The evalvator shall perform the [CEM] activity.
as specified.

The evalvator.shall perform the [CEM] activity.
as specified.

The evalvator.shall perform the [CEMI activity
as sperified.

The evalvator.shall perform the [CEMI activity
as specified.
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[New Text]: "[CEM] ATE_IND.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ATE_IND.2-3 The evaluator shall examine the setof resources provided by the developer todetermine that they are equivalent to the set ofresources used by the developer to functionallytest the TSF.The evaluator shall perform the [CEM] activityas specified. Each of the TSFIs must be exercised.ATE_IND.2-4 The evaluator shall conduct testingusing a sample of tests found in the developertest plan and procedures.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-5 The evaluator shall check that allthe actual test results are consistent with theexpected test results.The test subset shall be comprised of a sample ofthe developer test cases plus all of the Test EAsnoted within this document. This does notpreclude the evaluators from adding their owntests.ATE_IND.2-6 The evaluator shall devise a testsubset.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-7 The evaluator shall produce testdocumentation for the test subset that issufficiently detailed to enable the tests to bereproducible.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-8 The evaluator shall conduct testing.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-9 The evaluator shall record thefollowing information about the tests thatcompose the test subset: a) identification of theinterface behaviour to be tested; b) instructionsto connect and setup all required test equipmentas required to conduct the test; c) instructions toestablish all prerequisite test conditions; d)instructions to stimulate the interface; e)instructions for observing the interface; f)descriptions of all expected results and thenecessary analysis to be performed on theobserved behaviour for comparison againstexpected results; g) instructions to conclude thetest and establish the necessary post-test statefor the TOE; h) actual test results.The evaluator shall perform the [CEM] activityas specified.ATE_IND.2-10 The evaluator shall check that allactual test results are consistent with theexpected test results.22"
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Class AVA: Vulnerahility Assessment

W-- i — g

While vulnerability analysis.is inherently a subjective activity. a minimum level nf
analysis can he defined and some measure of obiectivity and repeatability (or at
least comparability). can be imnosed. on the vulnerability analysis process..In order to
achieve such obiectivity. and repeatabilitv it is.important that the evaluator follows a
set of well-defined activities, and documents the findings so nthers can. follow these
arguments and come to.the same conclusions as the evaluator. While this does not
guarantee that different evaluation facilities will identifv exactly the same tvpe of
vulnerabilities or.come tn exactly the same canclusions. the anproach defines the
minimum level of analvsis and the scope of that analysis, and provides CRs a
measure.of assurance that the minimum level of analysis.is heina nerformed by the
avaluation facilities.

In order to. meet these aoals some refinement of the AVA. VAN .2 [CEM] work units.is
needed. The following table indicates. for each waork unit in AVA VAN.2. whether the
[CEM] work unit is to be performed as written. or if it has heen clarified by an
Evaluation Activitv. If clarification has been nrovided. a reference. tn this clarification
is provided in the table,

[CEMI AVA_VAN.2 Work Units

| Evaluation Activities

AVA VAN 2-1 The evaluator
shall avamine the TOE to
datermina that the tast
configuration is consistent with
the confiquration under
evaluation as soecified in.the
ST.

The evaluator shall perform the [CEMI
activity as snecified.

AVA VAN 2-2 The evaluator
shall axamine the TOE to
datermina that it has hasn
installed prooerly and is.in A
known state

The evaluator shall perform the [CEMI
activity as snecified.

AVA. VAN 2-3 The evaluator
shall axamine sourcas of
information nublicly available to
identify potential vulnerabilities
intha TOE,

Replace ICEMI work unit with activities
outlined in. Appendix A.2,

AVA VAN 2-4 The evaluator
shall condizct s search of the
ST. quidance documentation,

The evaluator shall perform the [CEMI
activity as snecified.

v
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[New Text]: "[CEM] ATE_IND.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.ATE_IND.2-11 The evaluator shall report in theETR the evaluator testing effort, outlining thetesting approach, configuration, depth andresults.5.6. Class AVA: Vulnerability Assessment5.6.1. Vulnerability Analysis (AVA_VAN.2)While vulnerability analysis is inherently a subjective activity, a minimum level of analysis can bedefined and some measure of objectivity and repeatability (or at least comparability) can beimposed on the vulnerability analysis process. In order to achieve such objectivity and repeatabilityit is important that the evaluator follows a set of well-defined activities, and documents the findingsso others can follow these arguments and come to the same conclusions as the evaluator. While thisdoes not guarantee that different evaluation facilities will identify exactly the same type ofvulnerabilities or come to exactly the same conclusions, the approach defines the minimum level ofanalysis and the scope of that analysis, and provides CBs a measure of assurance that the minimumlevel of analysis is being performed by the evaluation facilities.In order to meet these goals some refinement of the AVA_VAN.2 [CEM] work units is needed. Thefollowing table indicates, for each work unit in AVA_VAN.2, whether the [CEM] work unit is to beperformed as written, or if it has been clarified by an Evaluation Activity. If clarification has beenprovided, a reference to this clarification is provided in the table.Table 3. Mapping of AVA_VAN.2 [CEM] Work Units to Evaluation Activities[CEM] AVA_VAN.2 Work Units Evaluation ActivitiesThe evaluator shall perform the [CEM] activityas specified.AVA_VAN.2-1 The evaluator shall examine theTOE to determine that the test configuration isconsistent with the configuration underevaluation as specified in the ST.The evaluator shall perform the [CEM] activityas specified.AVA_VAN.2-2 The evaluator shall examine theTOE to determine that it has been installedproperly and is in a known stateReplace [CEM] work unit with activities outlinedin Appendix A.2.AVA_VAN.2-3 The evaluator shall examinesources of information publicly available toidentify potential vulnerabilities in the TOE.The evaluator shall perform the [CEM] activityas specified.AVA_VAN.2-4 The evaluator shall conduct asearch of the ST, guidance documentation,functional specification, TOE design and securityarchitecture description evidence to identifypossible potential vulnerabilities in the TOE.23"
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(CEM) ATE. IND.2. Wor)k TTnite Evaluation Artivities

ATE _IND.2-11 The evaluator shall.report inthe  The evalvator.shall perform the [CEM] activity.
ETR the evaluator testing effort, outlining the as specified.
testing aporoach, configuration. depth.and

rosulte.

5.68.‘ Class AVA: Vulnerability Assessment

5.6.1, Vulnerability Analysis (AVA_VAN.2)

While.vulnerabilitv analvsis.is inherentlv a subiective activitv, a minimum Jevel of analvsis.can be
defined. and. some. measure of ohjectivity and repeatabilitv for.at.least comnarahility) can be
imnosed on the vilnerability analysis process..In order to.achieve such ohjectivitv and reneatability
itis important that.the evaluator follows a set of well-defined activities, and documents the findings
so nthers can follow these arguments and.come.to the same conclusions.as the evaluator. While this
does. not. guarantee. that_different .evaluation. facilities will identify. exactly. the. same. type .of
vidnerabilities or.come to exactly. the same.conclusions..the approach defines the. minimum level of
analysis and.the scope of that analvsis, and provides.CBs a measure of assurance that the. minimum
level of analysis.is heing performed hyv the evaluation facilities,

In order to meet.these gnals some. refinement of the AVA VAN.2 [CEMI work units.is needed. The
following tahle indicates. for each work unit in AVA VAN.2. whether.the [CEMI work unit is.tn be
performed.as written. or.if it has heen clarified hv an Fvalvation Activity..If clarification has.been
provided. a reference to this clarification is.provided.in the.table.

Table 3. Manping.of AVA, VAN.2 [CEM]I Waork.Units to Evaluation Activities
(CEM] AVA. VAN.2 Work Units Evaluation Activities

AVA VAN.2-1. The evaluator shall examine the The evalvator shall perform the [CEMI activity
TOE to determine that.the test. configuration is  as specified.

consistent with the.configuration under

evaluation as specified in.the ST

AVA VAN.2-2. The evalnator shall examine the The evalvator shall perform the [CEMI activity
TOE te determine that it has heen.installed as specified.
properly and is in a known.state

AVA .-VAN.2-3 The.evaluator shall examine Replace [CEMI work unit with activities ontlined
sources.of information nublicly available ta in Appendix A.2.
idenfify. potential vulnerabilities in.the TQE.

AVA .VAN.2-4 The.evaluator shall condicta The evalvator.shall perform the [CEMI activity
search of the ST. guidance documentation, as specified.

functional specification. TOE. design and security

architecture descrintion evidence to identify

pnnssible potential vulperabilities in the TOFE.

X
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desian and security architecture
descriotion evidence to identify

onssible bntential vulnerabilities
intha TOE,

AVA. VAN 2-5 The evaluator
shall racordin tha ETR? the
identified potential vulnerabilities
that are candidates for testing
and annlicable to the TQE in.its
onerational environment.

Reolace the [CEM] work unit with the
analysis activities on the list of potential
vulnerabilities in Aboendix A 1. through
A.6 and documentatinn as snecified.in
Aopnendix A.7.

AVA VAN 2-6 The evaluator
shall devise penetration tests.
based on the.indebendent
search for potential
villnarahilitias

Replace the [CEM] work unit with the
activities soecified in Aooendix A 6.

AVA VAN 2-7 The evaluator
shall oraduce penetration test
documentation far the tests
based on the list of ootential
vilnarahilities in sufficient detail
to anable tha taste to be
repeatable. The test
documentation.ehall includa:

a) identification of the notential
vulnerability the TOE is being
tested for;

b) instructions to connect and
setun all required test
equinment as required.tn
conduct the penetration test:

c) instructions to establish all
penetration test nrereouisite
initial conditions:

d) instructions fo stimulate the
TSF;

aVavaVadavavadaVavaVadsalaVvababav -Vava

The ICEMI work unit is captured in
Aonendix A.7: there are no substantive
differencas,

2 Evgluation Technircal Report

v

A
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[CEM).AVA, VAN,2 Work Units

AVA VAN.2-5 The evalnatar shall record.in the
ETR the.identified notential vulnerahilities that
are candidates for testing.and anplicahle to the
TOE ip its operational environment.

AVA VAN.2-6. The evalnatar shall devise
pnenetration fests, based.on the independent
search for natential vulnerahilities.

AVA VAN 2-7 The evaluator shall nroduce
penetration test. documentation for.the tests
based on the list of notential viilnerabilities in
repeatahle. The test documentation shall
include; a) identification of the notential
vidnerabilitv the TOF. is being tested for: h)
instructions to connect and setup.all required
test equipment as required.to conduct.the
penetration test: ¢).instructions to establish.all
Denetration fest. prerequisite initial. conditions:
d) instructions to stimilate.the TSE; e)
instructions for.ohserving the behaviour of the
TSF; ) descriptions of all expected resnlts and
the necessary analvsis.to be nerformed on the
ohserved behaviour for.comparison against
expected results; g) instructions.to conclude the
test and.establish.the necessary post-test state
forthe TQE

AVA VAN.2-8 The evalnator shall condnet
penetration testing

AVA .VAN.2-9 The.evaluator cshall recard.the
actual results of the nenefration. tests.

AVA VAN 2-10.The evaluator.shall report in. the
ETR the.evaluator nenetration.testing effort,
ontlining the testing anproach, configuration,
depth and results

AVA .VAN.2-11.The evaluator.shall examipe.the
results of all penetration festing.to determine
that the TOE. in its opnerational environment..is
resistant fo. an.attacker nossessing a Basic attack
potential,

X
X

Evaluation Artivities

Replace.the [CEMI] work unit.with the analvsis
activities on the list of notential vilnerabilities
in Anpendix A.1 through A.6.and documentation
as specified in. Apoendix A.7.

Replace.the [CEMI work unit.with the activities
snecified in Appendix A.6.

The [CEMI work unit.is captured in. Apoendix
A.7: there are nn substantive. differences.

The evalvator.shall perform the [CEMI activity
as specified. See Apnendix A.6.for. guidance
related fo attack notential for confirmed flaws

The evalvator.shall perform the [CEMI activity
as specified.

Renlace.the [CEMI work vnit.with the reporting
called for.in Appendix A.7.

This work unit is replaced hv the activities
defined.in Anpendix.A.6 and.A.7.
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behaviour of the TSF:

f). descriptions of all exoected
results and the necessary
analysis to be performed on the
ohserved hehaviour for
comparison.against exoected
results:

g) instructions to conclude the
test and establish the necessary
onst-test state for the TOF.

AVA VAN 2-8 The evaluator
shall conduct penetration
testina.

The evaluator shall perform the [CEMI
activitv as snecified. .See Apoendix A.6
far auidance related to attack notential
for.confirmed flaws

AVA VAN 2-9 The evaluator
shall record the actizal resulte
of the penetration tests.

The evaluator shall perform the [CEMI
activity as snecified.

AVA VAN 2-10 The evaluator
shall report in the ETR the
evaluator penetration testina
effort, outlining the festing
annroach, configuration. depth
and resulte,

Reolace the [CEM] work unit with the
reporting. called for in Appendix A.7.

AVA VAN 2-11 The evaluator
shall axamire the results of 2l|
penetration testina to determine
that the TOF. in its onerational
environment is resistant to.an
attacker nossessina a Basic
attack potential.

This work unit is.replaced by the
activities defined in Apboendix A 6 and
A7,

AVA VAN 2-12 The evaluator
shall reporf in the ETR all
exnlnitable vulnerabhilities and
residual vulnerahilities, detailing
for.each:

a) its source (e 0. [CEM] activitv
being undertaken when it was
conceived, known.tn the
evaluator, read in a publication):

Reolace the [CEM] work unit with the
reporting. called for in Appendix A.7.

v
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contained in. Appendix A, while an “outline” of the evaluation activity is.provided.below.

The evalvator.formulates. flaw hypootheses in accordance with nracess.defined.in A.6. The evaluator
documents. the. flaw_hvpotheses. generated. for.the TOE . in.the report in_accordance with . the
gnidelines in Appendix.A.7. The evaluator.shall perform.vulnerabilitv analvsis.in accordance with
Avnendix A.6.. The results of the analvsis.shall he documented in.the report.according to. Apoendix
AT,



Replaced Text
Text
[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systems[CEM] AVA_VAN.2 Work Units Evaluation Activitiesbehaviour of the TSF;f) descriptions of all expectedresults and the necessaryanalysis to be performed on theobserved behaviour forcomparison against expectedresults;g) instructions to conclude thetest and establish the necessarypost-test state for the TOE.The evaluator shall perform the [CEM]activity as specified. See Appendix A.6for guidance related to attack potentialfor confirmed flaws.AVA_VAN.2-8 The evaluatorshall conduct penetrationtesting.The evaluator shall perform the [CEM]activity as specified.AVA_VAN.2-9 The evaluatorshall record the actual resultsof the penetration tests.Replace the [CEM] work unit with thereporting called for in Appendix A.7.AVA_VAN.2-10 The evaluatorshall report in the ETR theevaluator penetration testingeffort, outlining the testingapproach, configuration, depthand results.This work unit is replaced by theactivities defined in Appendix A.6 andA.7.AVA_VAN.2-11 The evaluatorshall examine the results of allpenetration testing to determinethat the TOE, in its operationalenvironment, is resistant to anattacker possessing a Basicattack potential.Replace the [CEM] work unit with thereporting called for in Appendix A.7.AVA_VAN.2-12 The evaluatorshall report in the ETR allexploitable vulnerabilities andresidual vulnerabilities, detailingfor each:a) its source (e.g. [CEM] activitybeing undertaken when it wasconceived, known to theevaluator, read in a publication);Page 28 of 38v 1.1"

[New Text]: "[CEM] AVA_VAN.2 Work Units Evaluation ActivitiesReplace the [CEM] work unit with the reportingcalled for in Appendix A.7.AVA_VAN.2-12 The evaluator shall report in theETR all exploitable vulnerabilities and residualvulnerabilities, detailing for each: a) its source(e.g. [CEM] activity being undertaken when itwas conceived, known to the evaluator, read ina publication); b) the SFR(s) not met; c) adescription; d) whether it is exploitable in itsoperational environment or not (i.e. exploitableor residual). e) the amount of time, level ofexpertise, level of knowledge of the TOE, level ofopportunity and the equipment required toperform the identified vulnerabilities, and thecorresponding values using the tables 3 and 4 ofAnnex B.4.Because of the level of detail required for the evaluation activities, the bulk of the instructions arecontained in Appendix A, while an “outline” of the evaluation activity is provided below.The evaluator formulates flaw hypotheses in accordance with process defined in A.6. The evaluatordocuments the flaw hypotheses generated for the TOE in the report in accordance with theguidelines in Appendix A.7. The evaluator shall perform vulnerability analysis in accordance withAppendix A.6. The results of the analysis shall be documented in the report according to AppendixA.7.25"

Deleted Path
Path


Inserted Path
Path



SD_DBMS_V1.1.pdf

Evaluation Activitiag for the collahorative Protection Profila far.Datahasa

Management Systems

[CEMI AVA_VAN.2 Work Units

| Evaluation Activities

b) the SER(s) not met;
c) a descriotion;

d) whether it is exnloitable in.its
onerational environment or.not
(i.e. exploitable or residual),

e) the amount of time, level of
exnertise, level of knowledae of
the TOFE. level of opportunity
and the eguipment reguired to
perform the identified
vulnerabilities. and the
corresponding values usina the
tables 2 and 4 of Annex B A

Table 4: Mapoing nf AVA_VAN.2 [CEM] Work Units to Evaluation Activities

Because.of the level of detail reguired for the evaluation activities, the bulk nf the
instructions are cantained in Apoendix A, while an “outline” of the evaluation activity
is provided helow.

The evaluator formulates flaw hynotheses.in accordance with orocess defined in A.6
The evaluator documents the flaw hvpotheses generated for the TOE in the renort in
accordance with the quidelines in Appendix. A.7. The evaluator shall perform
vulnerability analysis.in accordance with Aonendix A 6. The results of the analvsis

shall be documented.in the renort according to. Appendix A.7.
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Appendix A: Vulnerability Analysis

A.l. Sources of vulnerability information

[CEM]. Work Unit.AVA,VAN.2-3 has.been sunvlemented in this SD. to.provide a hetter-defined set.of
flaws to.investigate and.pracedures to.follow hased on. this particular technology.. Terminology. used
is hased on the. flaw hvpothesis methodology. where the evalvation team. hypothesizes flaws and
then either proves. or.disnroves those flaws (a.flaw. is equivalent.to a “npotential vulnerahility” as
used.in the [CEMN. Flaws are categorized.into four “tynes” depending on how they are formulated:

A list of flaw hvnotheses applicable fo.the technology.described by the ¢PP.derived from. public
sources.as documented.in Appendix.A.2 - this fixed set.has heen.agreed to hy.the iTC. Additionallv.
this will be sunnlemented with entries for a set.of puhlic.sources that.are directly anplicable to the
TOE or its identified comnonents (Type 1 flaws, as defined hv the process in Appendix A.2); this is.to
ensure that the evaluators include in their assessment applicable.entries that have been discovered
since the cPP. was.published;

A list of flaw hyootheses contained. in this document that are derived from lessons learned specific
ta that technology.and otber iTC input. (for.examnle. notential flaws that might be derived.from
ofher onen. sonurces and vulnerability databases) as documented.in Annendix. A.3. At this fime, the
iTC has.identified nne Tvpe.2. flaw (SOL Injection). Additional Tyne 2 flaws may be identified. for
subseauent versions.of this cPP.

A list of flaw _hvnotheses derived from. information availahle to the evaluators: this includes. the
baseline evidence nrovided by the develoner.and.described in. this.SD. (documentation associated
with, FAs. documentatiop described.in.Apoendix A), .as well as.other information.(public.and/or
based on evaluator.exnerience) as documented in Appendix A.3: and

A list .of .flaw._hvpotbeses. that are. generated. through .the use of iTC-defined tool tvpes;.their
annlication. is specified in. Appendix A.5.

A.2. Tvpe 1 Hypotheses—Public-Vulnerability-based
The following list.of nublic sources.of vulnerability.information was selected.by.the iTC:
Search Commaon Vulnerahilities.and Exposures: hitns://cve.mitre.org/cve/

Search the National Vulnerahility Database: https://nvd.nist.gov/

Search VUS-CERT: https://www.kb.cert.org/yuls/search/

Search CVE Details: https://www.cvedetails.com/

Search Packet Storm: https://www.packetstormsecuritv.org/

At minimum, the.search ferms should include software identifier (e.g. name).and version.and will
be used.by the evaluators.in formulating hvpotbeses.during their.analyses. The list of sources above
was %r(‘hed with the following search terms;

27
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Anpendix A. _ Vulnerability Analvsis
A1 Sources of vulnerability information

[CEMI Work Unit AVA_VAN.2-3 has been sunplemented in this SD to provide a
better-defined set of flaws to.investiaate and nrocedures to follow hased on this
particular technolooy. .Terminnloqy used. is based on the flaw hynothesis
methodology. where the evaluation team hyoothesizes flaws and then either broves
or disnroves those flaws (a flaw.is equivalent to a “potential vulnerability” as used.in
the [CEM])\. Flaws are cateqorized into four “tvnes” denendina an how they are
farmulated:

1. A list of flaw hvpotheses anplicahle to the technnlogy described hv the cPP
derived from nublic snurces as documented.in Aonendix A 2 — this fixed set
has heen aareed to by the iTC. Additionally. this will he supplemented with
entries for a set of public sources that are directly aonlicable to the TOFE or its
identified components (Tvpe 1 flaws, as defined by the nrocess.in Aonendix
A.2): this is to ensure that the evaluators.include in their assessment
annlicahle entries that have heen discovered since the cPP was nublished;

2. A list of flaw hvpotheses contained in.this document that are derived from
lessons learned snecific tn that technoloav and other.iTC input (for example,
ootential flaws that miaht be derived. from nther open sources and vulnerability
databases) as documented in Apoendix A 3. At this time, the iTC has
identified ane Tyoe 2 flaw. (SOL Iniection). Additional Tyoe 2 flaws may be
identified for subseauent versions of this.cPP.

3. A list of flaw hvpotheses derived from information available to the evaluators:
this includes the baseline evidence nrovided hv the develoner and described
in this SD (documentation associated with. EAs. documentation described .in
Aonendix A), as well as other infarmation (public and/or based on evaluator
experience) as documented in Appendix A.3: and

4. _A list of flaw hvpotheses that are oenerated through the use of iTC-defined
tool tyoes: their application.is specified in Anpendix A.5.

A.2 . Tvpe 1 Hvnotheses—Pubhlic-Vulnerabilitv-based

The fallowing list of public sources. of vulnerabhility information was selected by the
TC:

...............................

_________________________
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[New Text]: "Product nameIf specific platform libraries are included in the evaluated configuration (as specified in theadministrator guidance) then the search terms should include those items and their specifiedversionKeywords associated with the TOEThe evaluator will also consider the requirements that are chosen and the appropriate guidancethat is tied to each requirement.In order to supplement this list, the evaluators shall also perform a search on the sources listedabove to determine a list of potential flaw hypotheses that are more recent than the publicationdate of the cPP, and those that are specific to the TOE and its components as specified by theadditional documentation mentioned above. Any duplicates – either in a specific entry, or in theflaw hypothesis that is generated from an entry from the same or a different source – can be notedand removed from consideration by the evaluation team.As part of type 1 flaw hypothesis generation for the specific components of the TOE, the evaluatorshall also search the developer’s websites to determine if flaw hypotheses can be generated. Forinstance, if security patches have been released for the version of the component being evaluated,the subject of those patches may form the basis for a flaw hypothesis.A.3. Type 2 Hypotheses—iTC-SourcedA.3.1. SQL InjectionSQL Injection is a security vulnerability that allows an attacker to manipulate queries. Typically,these queries are made by an application to a database; however, if the database creates SQL codedynamically, or includes a client that creates SQL code dynamically, then this vulnerability mayexist within the DBMS TOE.The result of such a query may allow an attacker to view data that would not normally be availableto that user, may allow the user to infer information about the database structure or content, ormay allow the attacker to modify or delete data.If the information presented for ADV_ARC.1-5 indicates that the DBMS dynamically creates queriesfrom user input, the evaluator must test the effectiveness of the mitigation mechanisms. Theevaluator must devise and execute at least one test case to demonstrate this function. It isrecommended, but not required, that the test case be based on one of the attacks described by theOpen Web Application Security Project (OWASP).The evaluator must also devise a test for SQL vulnerabilities if the public vulnerability searchresults indicate that recent (within two years) versions of the TOE were susceptible to an SQLInjection attack. Additional client or environmental components that may be described in publicvulnerabilities only need to be tested if they are part of the DBMS TOE, or the operationalenvironment described in the ST.If no relevant public vulnerabilities are found, and the evaluator determines that the DBMS does28"

Deleted Path
Path


Deleted Path
Path


Inserted Path
Path



SD_DBMS_V2.0.pdf

Product.name

X

If specific platform. libraries. are .included. in. the .evaluated .configuration. (as specified .in.the
administrator. guidance) .then the.search.terms. shonld. include those items and their specified

version
Kevwords assaciated with the TOE

The evaluator. will. also.consider.the requirements that are. chosen.and the appropriate guidance
that is.tied to each requirement.

In order to supplement. this list, the evalvators shall.also.perform a.search on.the sources listed
ahave.to determine a.list of potential flaw hyvpotheses.that. are more recent.than the.publication
date.of .the cPP._and those that are specific to the TQE and its components .as snecified by.the
additiopal documentation mentioned.above. Anyv dunlicates - either.in a.specific entry, or in. the
flaw.hynathesis.that.is generated.from ap entry from the same or a different source.—.can be noted
and removed from.consideration by the evaluation.team.

As part of type 1 flaw. hynothesis. generation for the.snecific. comnonents of .the TQE, the evaluator
shall. also search.the developer’s websites. to.determine. if flaw hypotheses.can be.generated.. For
instance, if security natches have heen released for the version. of the commponent being evaluated,
the subiect.of those patches mav form the basis for.a.flaw.hynaothesis

A.3. Tvpe 2 Hypotheses—iTC-Sourced

A.3.1. SQL Injection

SOL Injection is a security. vulnerability that.allows an attacker. to.manipulate queries. Typicallv,
these queries are.made.by.an annlication to.a.database: hawever, if the database creates SQIL. code
dvnamically. or.includes.a. client that creates SQL. code.dynamically. then this vinerabilitv. mav
axvigtwithin the DBRMS.TOE,

The result of such a query may allow an attacker to view data.that would.not normally he availahle
to that nser, may. allow. the user.to infer information about the.database.structure or.content, or
may.allow the.attacker to.maodifv or delete data,

If the information nresented for ADV_ARC.1-5.indicates.that.the DBMS dvnamically creates queries
from nser.innut. the.evaluator must test the. effectiveness.of.the mitigation mechanisms. The
avalnator roust. devise. and. axecute at least one test caca.ta.demonstrate thiz function . It .jc

recommended, but not required, that the test.case be based.on.one of the attacks descrihed hy. the
Open Weh Anplication Security Proiect (OWASP).

The evaluator. must. also. devise .a. test. for SOI. vnlnerabilities if.the oublic. vulnerability.search
results indicate. that recent.(within.two.vears) versions of the TOE. were susceptible fto an SQI.
Injection attack. Additional client or environmental components that may be described in. public
vidnerabilities only.need .to be. tested if thev are vpart.of.the DBMS. TQE, or.the operational
environment described.in the ST,

If mxelevant public vulnerahilities.are found. and.the evalvator.determines that the. DBMS does
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[New Text]: "Product nameIf specific platform libraries are included in the evaluated configuration (as specified in theadministrator guidance) then the search terms should include those items and their specifiedversionKeywords associated with the TOEThe evaluator will also consider the requirements that are chosen and the appropriate guidancethat is tied to each requirement.In order to supplement this list, the evaluators shall also perform a search on the sources listedabove to determine a list of potential flaw hypotheses that are more recent than the publicationdate of the cPP, and those that are specific to the TOE and its components as specified by theadditional documentation mentioned above. Any duplicates – either in a specific entry, or in theflaw hypothesis that is generated from an entry from the same or a different source – can be notedand removed from consideration by the evaluation team.As part of type 1 flaw hypothesis generation for the specific components of the TOE, the evaluatorshall also search the developer’s websites to determine if flaw hypotheses can be generated. Forinstance, if security patches have been released for the version of the component being evaluated,the subject of those patches may form the basis for a flaw hypothesis.A.3. Type 2 Hypotheses—iTC-SourcedA.3.1. SQL InjectionSQL Injection is a security vulnerability that allows an attacker to manipulate queries. Typically,these queries are made by an application to a database; however, if the database creates SQL codedynamically, or includes a client that creates SQL code dynamically, then this vulnerability mayexist within the DBMS TOE.The result of such a query may allow an attacker to view data that would not normally be availableto that user, may allow the user to infer information about the database structure or content, ormay allow the attacker to modify or delete data.If the information presented for ADV_ARC.1-5 indicates that the DBMS dynamically creates queriesfrom user input, the evaluator must test the effectiveness of the mitigation mechanisms. Theevaluator must devise and execute at least one test case to demonstrate this function. It isrecommended, but not required, that the test case be based on one of the attacks described by theOpen Web Application Security Project (OWASP).The evaluator must also devise a test for SQL vulnerabilities if the public vulnerability searchresults indicate that recent (within two years) versions of the TOE were susceptible to an SQLInjection attack. Additional client or environmental components that may be described in publicvulnerabilities only need to be tested if they are part of the DBMS TOE, or the operationalenvironment described in the ST.If no relevant public vulnerabilities are found, and the evaluator determines that the DBMS does28"
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At minimum, the search.terms should.include software. identifier (e.0. name) and
version.and.will he nused by the evaluators.in formulatina hvpotheses durina their
analyses. The list of sources above was searched with the followina search terms:

s -Product name

o _If specific platform libraries are included in the evaluated confiouration (as
snecified in the administrator auvidance) then the search.terms should.include
those items and their soecified version

e _Keywords assaciated with the TOE

The evaluator will also.consider the reguirements that are chosen and the
annropriate guidance that is tied to each reauirement,

In order to.sunnlement this list. the evaluators shall also perform a search on the
snurces listed above to determine a list of potential flaw hynotheses that are more
recent than the publication date of the cPP, and those that are specific to the TOE
and its comnaonents as specified by the additional documentation. mentioned ahove
Any dunlicates — either in. a specific entry, or in the flaw hypothesis that is generated
from an entry from the same or a different snurce — can be noted and removed from
consideration by.the evaluation team.

As part of tyoe 1 flaw hyoothesis generation for the soecific components.of the TOE,
the evaluator shall also search the develnner’s websites to. determine. if flaw
hyvnotheses can be generated. For instance, if security natches have been released
far the version of the comonnent being evaluated. the subject of those natches may
farm the basis for a flaw hyonthesis.

A2 Tvpe 2 Hvnotheses—iTC-Sourced
A.2.1._SQI_ Injection

SOL Iniectian is a.security vulnerabhility that allows an attacker to.manipulate queries
Tvnically, these queries. are made by an annlication to.a database: however, if the
database creates SOL code dvnamically, or includes a client that creates SQL code
dvnamically, then this vulnerahilitv. may exist within the DBMS TOE.

The result of such a avery may allow an attacker to view data that would not
normally be available to.that user. may allow the user to infer information ahout the
database structure or content. or may. allow.the attacker to modifv or delete data.

If the infarmation presented for ADV. ARC.1-5 indicates that the DBMS dynamically
creates aueries from user innut. the evaluator must test the effectiveness nf the

3 Coammoan.Vulnerahilities and Fyposures

v Page 32 of 38
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement Systemsd) Search CVE3 Details: https://www.cvedetails.com/e) Search Packet Storm: https://www.packetstormsecurity.org/At minimum, the search terms should include software identifier (e.g. name) andversion and will be used by the evaluators in formulating hypotheses during theiranalyses. The list of sources above was searched with the following search terms: Product name If specific platform libraries are included in the evaluated configuration (asspecified in the administrator guidance) then the search terms should includethose items and their specified version Keywords associated with the TOEThe evaluator will also consider the requirements that are chosen and theappropriate guidance that is tied to each requirement.In order to supplement this list, the evaluators shall also perform a search on thesources listed above to determine a list of potential flaw hypotheses that are morerecent than the publication date of the cPP, and those that are specific to the TOEand its components as specified by the additional documentation mentioned above.Any duplicates – either in a specific entry, or in the flaw hypothesis that is generatedfrom an entry from the same or a different source – can be noted and removed fromconsideration by the evaluation team.As part of type 1 flaw hypothesis generation for the specific components of the TOE,the evaluator shall also search the developer’s websites to determine if flawhypotheses can be generated. For instance, if security patches have been releasedfor the version of the component being evaluated, the subject of those patches mayform the basis for a flaw hypothesis.A.3 Type 2 Hypotheses—iTC-SourcedA.3.1 SQL InjectionSQL Injection is a security vulnerability that allows an attacker to manipulate queries.Typically, these queries are made by an application to a database; however, if thedatabase creates SQL code dynamically, or includes a client that creates SQL codedynamically, then this vulnerability may exist within the DBMS TOE.The result of such a query may allow an attacker to view data that would notnormally be available to that user, may allow the user to infer information about thedatabase structure or content, or may allow the attacker to modify or delete data.If the information presented for ADV_ARC.1-5 indicates that the DBMS dynamicallycreates queries from user input, the evaluator must test the effectiveness of the3 Common Vulnerabilities and ExposuresPage 32 of 38v 1.1"

[New Text]: "not dynamically create SQL queries (or any other query language code), then the evaluator will notbe required to perform SQL Injection testing.A.4. Type 3 Hypotheses—Evaluation-Team-GeneratedThe iTC has leveraged the expertise of the developers and the evaluation labs to diligently developthe appropriate search terms and vulnerability databases. They have also thoughtfully consideredthe iTC-sourced hypotheses the evaluators should use based upon the applicable use case and thethreats to be mitigated by the SFRs. Therefore, it is the intent of the iTC, for the evaluation to focusall effort on the Type 1 and Type 2 Hypotheses.If the evaluators discover a Type 3 potential flaw that they believe should be considered, theyshould work with their CB to determine the feasibility of pursuing the hypothesis. The CB maydetermine whether the potential flaw hypotheses are worth submitting to the iTC for considerationas Type 2 hypotheses in future drafts of the cPP/SD.A.5. Type 4 Hypotheses—Tool-GeneratedThe evaluator will determine the open Transmission Control Protocol (TCP) and User DatagramProtocol (UDP) ports (e.g. by scanning of the DBMS) and verify that there are no unknown openports. All open ports must be associated with expected services and protocols.The evaluator will also choose a vulnerability scanning tool to scan for potential vulnerabilities.Although the iTC does not intend to restrict the list of tools that can be used, the tool must be able toprovide up to date scanning, through updated signatures, or another mechanism.A.6. Process for Evaluator Vulnerability AnalysisAs flaw hypotheses are generated from the activities described above, the evaluation team willdisposition them; that is, attempt to prove, disprove, or determine the non-applicability of thehypotheses. This process is as follows:The evaluator will refine each flaw hypothesis for the TOE and attempt to disprove it using theinformation provided by the developer or through penetration testing. During this process, theevaluator is free to interact directly with the developer to determine if the flaw exists, includingrequests to the developer for additional evidence (e.g., detailed design information, consultationwith engineering staff); the CB may be included in these discussions.A.6.1. Unavailable evidenceIn the case that the developer objects to the information being requested as being beyond thatrequired by the evaluation activity/cPP and cannot provide other evidence that the flaw isdisproved, the evaluator prepares an appropriate set of materials as follows:The documents used in formulating the hypothesis, and why it represents a potential compromiseagainst a specific TOE function;An argument why the flaw hypothesis could neither be proven nor disproved by the evidence29"
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not dynamicallv create SQI. aqueries (or anv other guerv.language code), then the evaluator will not
be r(x_u'red to.perform SQI. Iniectiop testing.

A.4. Type 3 Hypotheses—Evaluation-Team-Generated

The iTC.bas leveraged.the expertise of the developers.and the evaluation lahs to.diligently develon
the aporopriate search terms and vulnerahility. databases.. They have. also.thaughtfully considered
the iTC-sourced. bynaotheses the evaluators.should use hased upon. the anplicable nse case and.the
threats to he mitigated hv the SFRs. Therefore, it is the intent of the iTC, for the evaluation to_focus
all effort on the Type 1 and.Type 2 Hypotheses

If the evaluators. discover.a Tvpe.3 notential flaw.that. thev helieve should he considered. thev
should work with their CB to determine thbe. feasibilityv.of pursuing.the hypothesis, The. CB mav
determine whether the notential flaw hvnotheses are worth submitting.to the iTC for consideration
as Tvpe.2.hynatheses in future drafts of the cPP/SD,

A.5. Type 4 Hypotheses—Tool-Generated

The evaluator will. determine. the .oben Transmission Control Pratocol (TCP) and Iser Datagram
Protacol (UDP) vorts (e.g. hv scanning of the DBMS) and verify_ that there are no unknown.oonen
ports. All.onen ports must he associated with.exnected.services and.protocols.

The evaluatar. will. also. chonse.a. vulnerahility .scanning. tool.to scan. for natential vilnerabilities,
Although the iTC does not intend to restrict. the list of tools that can.be.used, the tool must.be.able.to
provide up.to date scanning, thronugb updated signatures,.or anather.mechanism.

A.6. Process for Evaluator Vulnerability Analysis

As _flaw. hypnotheses are generated. from. the activities described ahove, the evaluation.team will
disposition. them: that is,_attemnt.to.prove, disnrove,.or.determipe. the non-annlicahility. of. the
hvnotheses. This nrocess is.as follows:

The evaluator. will. refine each . flaw. hyoothesis for.the TOFE and attempt.to disnrove it using. the
information_ provided. hy. the developer or _thronugh nenetration festing. During this nrocess,.the
evalnator is_free ta interact.directly with the. develoner.to determine if the flaw exists. inclnding
reqguests to the developer for additional evidence. (e.g.. detailed. design information. consultation
with.engineering staff); the CB mav be included.in these discussions.

A K3 Urvavailable evidence

In the case that the. developer.obiects.to the informatiop being reauested as heing heyond tbat
required by. the. evaluation activity/cPP _and .cannot.provide otber evidence. that the flaw .is
disnroved, the evaluator nrepares an aporopriate set of materials.as follows:

The documents. used in.formulating the hvnothesis, and why .it. renresents.a notential compromise
agaiftX a specific TOE functiop;

An a&ument why. the flaw, hypothesis could neither be proven.nor .disoroved by .the evidence

A
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mitigation mechanisms. The evaluator must devise and execute at least one test
case fo.demonsirate this function. It.is recommended, but nat reauired. that the test
case he hased. on one of the attacks described by the Open Web Application
Security Project (OWASP).

The evaluator must also devise a test for SQI. vulnerahilities. if the oublic vulnerability
search results indicate that recent (within two vears) versions of the TOE were
susceotible to an SQL Injection attack. Additional client or environmental
comnonents that mav he described in public vulnerabilities only need to he tested if
they are nart of the DBMS TOE, or the onerational environment described. in the ST.

If no relevant public vulnerabilities are found, and the evaluator determines that the
DBMS does not dvnamically create SQL oueries (or anv other auerv lanqauaae. code).
then the evaluator will nnt be required to perform SQL Injection testina.

A.4  Tvpe 2 Hvnotheses—FEvaluation-Team-Generated

The iTC has leveraaged the exnertise of the developers and the evaluation labs tn
diligently develon the aporopriate search terms and vulnerahility datahases. Thev
have also thoughtfully considered the.iTC-snurced hvpotheses the evaluators should
use hased upon.the applicable use case and.the threats to be mitigated by the SFRs.
Therefore. it is the intent of the iTC, for the evaluatinn to focus all effort.on the Tvpe
1.and.Tyne 2 Hyontheses.

If the evaluators discover a Tyoe 3 potential flaw that thev helieve should he
considered, they should wark with their. CR to determine the feasibilitv of pursuino
the hvoothesis. The CB may. determine whether the naotential flaw hvpotheses are
worth submittina. tn the iTC for consideration as Tvpe 2 hvpotheses in future drafts of
the cPP/SD.

A.5 _Tvpe 4 Hynotheses—Tonol-Generated

The evaluator will determine the open Transmission Contral Protocol (TCP) and
User Datagram Protocol (UDP).ports (e.a. by . scanning of the DBMS) and verify that
there are no unknnwn onen norts. All onen narts must be assaociated with expected
services and nrotocols.

The evaluator will also.chonse a vulnerahility. scanning tonl to scan for notential
vulnerabilities. Althouoh the iTC does.not intend.to restrict the list of tools that can he
used, the tool must be able to pbrovide up to.date scanninq. through undated
signatures, nr another mechanism

A.6 . Process for Evaluator Vulnerability Analysis

As flaw hynotheses are generated from the activities described abnve, the evaluation
team will disposition them: that is. attempt to nbrove. disprove, or determine the non-
annlicabhility.of the hyontheses. This process is as.follows:

The evaluator will refine each flaw hynathesis for the TOE and attempt to disnrove it
using the information provided hy the developer or throuoh penetration testing.
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[New Text]: "provided so far; andThe types of information required to investigate the flaw hypothesis further.The CB will then either approve or disapprove the request for additional information. If approved,the developer provides the requested evidence to disprove the flaw hypothesis (or, of course,acknowledge the flaw).If the CB disapproves the request for additional information, the evaluator will followAVA_VAN.2.4E and devise suitable penetration tests to enable the flaw to be disproved or classifiedas a residual vulnerability.A.6.2. Dealing with flawsIf the evaluator finds a flaw, the evaluator must report these flaws to the developer. All reportedflaws must be addressed as follows:If the developer confirms that the flaw exists and that it is exploitable at Basic Attack Potential, thena change is made by the developer, and the resulting resolution is agreed by the evaluator.If the developer, the evaluator, and the CB agree that the flaw is exploitable only above Basic AttackPotential and does not require resolution for any other reason, and no change is made, then theflaw is noted as a residual vulnerability in the proprietary ETR.If the developer and evaluator agree that the flaw is exploitable only above Basic Attack Potential,but it is deemed critical to fix because of technology-specific or cPP-specific aspects such as typicaluse cases or operational environments, then a change is made by the developer, and the resultingresolution is agreed by the evaluator.Disagreements between the evaluator and the developer regarding questions of the existence of aflaw, its attack potential, or whether it should be deemed critical to fix are resolved by the CB.Any testing performed by the evaluator and the results of the analysis are documented as outlinedin Appendix A.7 below.As indicated in Appendix A.7, the public statement with respect to vulnerability analysis that isperformed on TOEs conformant to the cPP is constrained to coverage of flaws associated with Types1 and 2 (defined in Appendix A.1) flaw hypotheses only. The fact that the iTC generates thesecandidate hypotheses indicates that these must be addressed.A.7. ReportingThe evaluators shall produce a report on the vulnerability assessment that is delivered to theoverseeing CB. This may form part of the ETR, or may be in another format if so required by the CB.This report must contain:The flaw identifiers returned when the procedures for searching public sources were followedaccording to instructions in the SD per Appendix A.2 (cf. AVA_VAN.2-4);30"
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provided so far:and
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The types of information reauired to.investigate the flaw hvpothbesis further.

The CB will then either annrove or disapprove the.reavest.for additional information. Jf annroved,
the developer. nrovides the.requested. evidence. to. disprove. the. flaw_hvpothesis .(ar, of caurse,
acknowledge the flaw),

If the .CB. disapproves. the. reguest . for  additional. informwation,. the. evaluator. will . follow
AVA .VAN.2 4E.and devise suitable nenefration tests fo.enahle the flaw to.be disoroved or classified
as a residual.vulnerability.

A.6.2. Dealing with flaws

If the evaluator. finds a.flaw. the evaluator must renaort these flaws. to.the develoner. All reported

.......

If the develoner. confirms.that the flaw exists and that it.is exploitable at Rasic Attack Pofential, then
a.change ismade by the developer,and the resulting resolution is.agreed by the evaluator.

If the develoner, the evaluator, and the CR agree that the flaw is.exnloitable onlv ahove Basic Attack
Potential .and does.not reaguire resolution for. any.other.reason,.and no.change. is made, then. the
flaw.is noted as.a.residval vulnerabhility.in the oroprietarv ETR.

If the develover and.evaluator agree that the flaw.is exploitahle only.above Rasic Attack Potential,
but it is.deemed critical to fix because of technology-soecific or.cPP-specific.aspects. such. as.tvpical
use cases.or.operational environments..thep a change is.made by the develoner, and.the resulting
resolution is.agreed hv the evaluatar

Disagreements hetween the evaluator and.the developer regarding guestions of the existence of a
flaw. ifs.attack potential, or whether it.shauld he deemed critical to.fix.are resclved.by the CB.

Any testing performed hv the evaluator and.the results.of the.analysis are.documented. as.outlined
in Anpendix.A.7. below.

As indicated. in.Appendix A.7, the public statement with resoect.to vilnerability, analvsis.that.is
performed.on TOESs conformant.to the cPP is.constrained to coverage of flaws associated with Tvpes
1.and. 2 fdefined in. Appendix.A.1).flaw_hvpotbeses.onlv, The fact that the iTC. generafes these
candidate hypotheses indicafes that these must he addressed

A.7. Reporting

The evaluators.shall broduce a_report on the vulnerabhility. assessment .that.is delivered. to.the
overseeing CB. This mav form part of the ETR, or may he in.another format.if so.required by the CB.

This report. must contain:

The flaw.identifiers. returned. when the.procedures for. searching.public sources were followed
according to.instructions in the SD ver Appendix A.2 (cf, AVA, VAN.2-4):

X
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Durina this nprocess, the evaluator is free. to interact directly with the developer to
determine if the flaw exists. includina requests to the develoner for additional
evidence (e 0., detailed desian information, consultation with engineerina staff); the
CB may he included in these discussions.

B. R A Linavailahle evidenca

In the case that the develoner obiects tn the information beino requested as heina
bevand. that reauired by.the evaluation activitv/cPP and cannot brovide other
evidence that the flaw is disproved. the evaluator nrepares an aporopriate set of
materials as follows:

: The documents. used in formulatina the hvpothesis. and why it represents
a.potential compromise aqainst a specific TOE function:

. An araument whv the flaw hynothesis could neither he proven nor
disoroved by the evidence nrovided so far; and

N The tvnes of information reauired to investigate the flaw hvpothesis further

The CB will then either apprave ar disannrove the request for additional information.
If approved. the developer nrovides the requested evidence to disprove the flaw
hyvnathesis (or, of course, acknawledge the flaw),

If the CB.disaonroves the reauest for additional informatian, the evaluator will follow
AVA VAN 2.4E and devise suitahle penetration tests to enahle the flaw to be
disoroved or classified as. a residual vulnerability.

A.6.2 Dealing with flaws

If the evaluator finds a flaw, the evaluator must renort these flaws to the developer.
All reported flaws must he addressed as follows:

a) _If the developer confirms that the flaw exists and that it is exoloitable at Basic
Attack Potential, then a chanae.is made by the develoner. and the resulting
resolutinn is agreed hv the evaluator.

b) .If the developer. the evaluator, and the CB aaree that the flaw is exnloitable
only above Basic Attack Potential and does. not reguire resolution for anv
other reasnn, and.no.chanae is. made, then the flaw is noted as a residual
vulnerability in the pronrietary ETR.

c) _If the developer and evaluator agree that the flaw.is exploitable only above
Basic Attack Potential. but it is deemed critical to fix because of technology-
snecific ar.cPP-gspecific aspects such as tvpical use cases or operational
environments, then a chanqe is. made hy the developer, and the resultina
resolution is agreed by the evaluator.
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[Old Text]: "Evaluation Activities for the collaborative Protection Profile for DatabaseManagement SystemsDuring this process, the evaluator is free to interact directly with the developer todetermine if the flaw exists, including requests to the developer for additionalevidence (e.g., detailed design information, consultation with engineering staff); theCB may be included in these discussions.A.6.1 Unavailable evidenceIn the case that the developer objects to the information being requested as beingbeyond that required by the evaluation activity/cPP and cannot provide otherevidence that the flaw is disproved, the evaluator prepares an appropriate set ofmaterials as follows:• The documents used in formulating the hypothesis, and why it representsa potential compromise against a specific TOE function;• An argument why the flaw hypothesis could neither be proven nordisproved by the evidence provided so far; and• The types of information required to investigate the flaw hypothesis further.The CB will then either approve or disapprove the request for additional information.If approved, the developer provides the requested evidence to disprove the flawhypothesis (or, of course, acknowledge the flaw).If the CB disapproves the request for additional information, the evaluator will followAVA_VAN.2.4E and devise suitable penetration tests to enable the flaw to bedisproved or classified as a residual vulnerability.A.6.2 Dealing with flawsIf the evaluator finds a flaw, the evaluator must report these flaws to the developer.All reported flaws must be addressed as follows:a) If the developer confirms that the flaw exists and that it is exploitable at BasicAttack Potential, then a change is made by the developer, and the resultingresolution is agreed by the evaluator.b) If the developer, the evaluator, and the CB agree that the flaw is exploitableonly above Basic Attack Potential and does not require resolution for anyother reason, and no change is made, then the flaw is noted as a residualvulnerability in the proprietary ETR.c) If the developer and evaluator agree that the flaw is exploitable only aboveBasic Attack Potential, but it is deemed critical to fix because of technology-specific or cPP-specific aspects such as typical use cases or operationalenvironments, then a change is made by the developer, and the resultingresolution is agreed by the evaluator.Page 34 of 38v 1.1"

[New Text]: "A statement that the evaluators have examined the Type 1 flaw hypotheses specified in this SD inAppendix A.2 (i.e. the flaws listed in the previous bullet) and the Type 2 flaw hypotheses specifiedin this SD by the iTC in Appendix A.3;A list of all of the flaw hypotheses generated (cf. AVA_VAN.2-4);The evaluator penetration testing effort, outlining the testing approach, configuration, depth andresults (cf. AVA_VAN.2-10);All documentation used to generate the flaw hypotheses (in identifying the documentation used incoming up with the flaw hypotheses, the evaluation team must characterize the documentation sothat a reader can determine whether it is strictly required by this SD, and the nature of thedocumentation (design information, developer engineering notebooks, etc.));How each flaw hypothesis was resolved (this includes whether the original flaw hypothesis wasconfirmed or disproved, and any analysis relating to whether a residual vulnerability is exploitableby an attacker with Basic Attack Potential) (cf. AVA_VAN.2-11);The evaluator shall report all exploitable vulnerabilities and residual vulnerabilities, detailing foreach:Its source (e.g. [CEM] activity being undertaken when it was conceived, known to the evaluator,read in a publication);The SFR(s) not met;A description;Whether it is exploitable in its operational environment or not (i.e. exploitable or residual).The amount of time, level of expertise, level of knowledge of the TOE, level of opportunity and theequipment required to perform the identified vulnerabilities (cf. AVA_VAN.2-12);In the case that actual testing was performed in the investigation (either as part of flaw hypothesisgeneration using tools specified by the iTC in Appendix A.5 or in proving/disproving a particularflaw) the steps followed in setting up the TOE (and any required test equipment); executing the test;post-test procedures; and the actual results (to a level of detail that allow repetition of the test,including the following:Identification of the potential vulnerability the TOE is being tested for;Instructions to connect and setup all required test equipment as required to conduct thepenetration test;Instructions to establish all penetration test pre-requisite initial conditions;Instructions to stimulate the TSF;Instructions for observing the behaviour of the TSF;Descriptions of all expected results and the necessary analysis to be performed on the observedbehaviour for comparison against expected results;31"
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A statement that the evaluators have examined the Tyne 1 flaw hyvnotheses soecified in.this SD.in
App&]ix A.2 (ie. the flaws listed in.the nrevious hullet).and the Type 2. flaw byootheses specified
in this.SD.by.the iTC in Appendix A.3:

Alist of all of the flaw hvpotheses generated (cf. AVA VAN.2-4):

The evaluataor. penetration.testing effort, outlining the testing approach. configuration, depth and
results (cf, AVA VAN, 2-10):

All documentation.used. to.generate the flaw hvnotheses (in.identifying the documentation nsed.in
coming up.with. the flaw hyvnotheses, the. evaluation.team must. characterize the documentation so
that .a. reader. can.determine. whether. it .is_strictlv. required by .this .SD, and tbe. nature. of. the
documentation (design information, developer engineering notebonks, etc.)):

How. each flaw_.bhynathesis was. resolved. (this includes whether.the original flaw._hvpotbesis was
confirmed or disproved. and. any.analysis relating to.whether a residual vulnerability is exploitahle
by an attacker.with Rasic Attack Potential) (cf. AVA VAN .2-11);

The evaluator.shall report.all exnloitable vulnerahilities.and residual vulnerahilities. detailing for
aach:

Its_source (e.g. ICEM] activity.being undertaken when. it was conceived, known to. the evaluator.,
read.in a publication):

The SER(s) nat.met:
A description;
Whether itis exploitable in ifs.operational environment or. not (i.e. exploitable.or residual).

The amount of time, level of exnertise, level of knowledge.of the. TOE, level of opportunitv and. the
equinment.reavired to nerform.the identified vulnerabhilities (cf. AVA_VAN.2-12):

In the.case.that.actual testing was nerformed in the investigation (either.as nart of flaw hvpothesis
generation.using.tocls specified hv the iTC in Appendix.A.5 or in. proving/disproving a particular
flaw) the stens followed.in setting up. the TOE (and anv required. test equinment); executing the fest:
post-test nrocedures: and the. actval results (to a_ level of detail that allow repetition. of.the test,
including the following:

Identification of the natential vulnerahility.the TQE. is heing tested for:

Instructions. to. connect .and. setup all. required. fest eauinment. as_reguired .to.conduct .the
penetration test:

Instructions to establish all. penetration test pre-reguisite initial conditions:
Instructions to stirrulate the TSF;
Instructions for.observing the behaviour of the TSF;

Descgiptions. of .all.exnected. results .and the necessary.analysis to he nerformed on_the observed
behaviour for.comnarison against expected results:
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Disagreements hetween the evaluator and the developer reqardina guestions of the
existence of a flaw, its attack npotential, or whether it should be deemed critical to fix
are resolved hv the CR.

Any testina nerformed by the evaluator.and the results of the analvsis are
documented as outlined.in Aonendix A.7 below.

As indicated in. Apoendix A 7, the public statement with resoect to vulnerabhility
analysis that is performed on TOFEs conformant to the cPP is canstrained to
coverage of flaws assaciated with Tvpes. 1 and 2 (defined in Apoendix A.1) flaw
hyvnotheses only. The fact that the iTC aenerates these candidate hvpotheses
indicates that.these must ba addressed

A.7 . . Reporting

The evaluators shall nroduce a report on the vulnerahility. assessment that is
delivered to.the overseeina CB. This may form part of the ETR, or may be in another
farmat if so reouired hv the CR.

This.renart must.contain:

N The flaw identifiers returned when the orocedures for searchina public
sources were followed according to instructions in the SD per Aonendix
A.2 (cf. AVA VAN.2-4);

e A statement that the evaluators have examined.the Tvpe 1 flaw
hyvnatheses snecified in this SD.in Annendix A.2 (i.e. the flaws listed.in the
orevious bullet) and the Tvne 2 flaw hynotheses soecified in this SD. by the
iTC in. Appendix A.3;

. A list of all of the flaw hvnotheses aenerated. (cf. AVA. VAN 2-4):

: The evaluator penetration testina effort, outlining the testino approach
confiouration. depth and results (cf. AVA. VAN 2-1Q):

. All documentatinn used to oenerate the flaw hynotheses (in.identifyino the
documentation used in comina un with the flaw hvootheses, the evaluation
team must.characterize the documentation sa that a reader can determine
whether it is strictly required by this SD, and the nature nf the
documentation (desian information, developer enaineering notebooks.
etc.));

N How each flaw hvpothesis was resaolved (this includes whether the original
flaw hynothesis was confirmed or disproved. and anv analvsis relatina to
whether a residual vulnerabhility is exploitabhle by an attacker with Basic
Attack Potential) (cf. AVA. VAN 2-11):

. The evaluator shall reonrt all exploitable vulnerabilities and residual
vulnerabilities, detailing for each:

v Page 35 0of 38
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Its. source (e.g. [CEM] activity.being undertaken when it was conceived,
known to the evaluator, read.in a.publication):

The SFER(s) not met:
A descrintion:

Whether it is explnitable in.its ooerational environment or not (i.e.
explnitable or residual).

The amount of time, level of exnertise, leve! of knowledae of the TOE,
level of ooportunity and the eguipment reouired to perform the
identified vulnerabilities (cf. AVA .VAN.2-12);

* In the case that actual testina was oerformed.in the investiaation (either as
part of flaw hvpothesis generation 1sina tools specified hy the iTC in
Aonendix A.5 or in porovino/disproving a oarticular flaw) the stens followed
in settino up the TOE (and anv reauired test eauipment); executina the test:
post-test procedures: and the actual results (fo a level of detail that allow
repetition of the test, includina the following:

Identification of the potential vulnerabilitv the TOE is.being.tested for:

Instructions to connect and setup all required test eguipment as
required to conduct the nenetration test:

Instructions tn establish. all penetration test bre-requisite initial
condifions;

Instructions.tn stimulate the TSF:

Instructions. for observino the behaviour of the TSF:

Descriptions of all expected results and the necessarv analvsis tn be
performed. on.the ohserved behaviour for comparison aqainst exnected

results:

Instructions to conclude the test and establish the necessary nost-test
state for the TOE. (cf. AVA. VAN .2-7)

v
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Chapter 7. Glossary

The .terms. definitions. and. abbreviations .given_.in.[CC1]. and. ICEM] .avply. to. this. document.
Additional terms. definitions and.abbreviations appolicable. are found in the DBMS.cPP. In addition,
the following are used.in this document:

7.1. Terms.and Definitions

Table 4. Terms and. Definitions
Term Meauning

Administrator The termAdministrator’ referste. anser whao
has heen specifically. granted the autharity to
manage some vortion or the entire TOE and
whose actions.may.affect.the DAC,
Admipistrators may nossess special privileges
that nrovide capabilities to.override nortions of
the access control policv.

Apnlication An.executable program

Database Management System. (DBMS) A suite of programs that tynically. manage large
structured sets of persistent data,.offering ad
hoc auverv facilities.to manv nsers. They.are
widelv used in husiness.apnlications

Discretionary Access.Control (DAC) A.means of restricting.access to.ohiects hased on
the identitv of subjects and/or groups to.which
thev.belong. Those controls are discretionarv in
the sense.that a_suhject with certain access
permission.is canabhle of passing that permission
(perhaps indirectly) on to.anv other subiect.

7.2. Acronvms used in this SD

Table 5. Acronyms used in this SD

Acronym Meaning

CB Certification. Rody

CA Commoen.Criteria

CCDRB Common Criteria. Development Board
CCRA Common. Criteria. Recognition Arrangement
CEM Common Evaluation. Methadology

CRR callaborative RProtection Profile

CVE Common. Vulnerabilities and Fxposures
DBW\K Database Management Svstem
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Appendix B. Glossary

The terms, definitions and abbreviations given in [CC1] and ICEM] apply. tn this
document. Additional terms, definitions. and abhreviations applicable are found.in the
DBMS cPP. In addition, the followina are used.in this document:

R 1 . Terms ard Deofinitians

Term

Mearino

\\\\\\\\

The term ‘Administratar’ refarstn 2 usarwba has beon
snecificallv. granted the authaority.to manaae some nartion or
the entire TOE and whaose actinns. may affect. the DAC
Administrators. may.onssess snecial.privileces that provide
capabhilities to override nortions of the arcess. control policy.

Anplication

An exerutable program

Datahase Management. System
(DRMS)

A suite.of programs.that tvpicallv. manage. larae strictured. sats
of persistent.data. offerina ad hoc querv facilities.to manyv
users. Thev are widz=ly rised in.business apnlications.

Discretionary Access Control
(DAC)

A means.of restricting acress t0.ohjects based.on the idantity
of subjects and/nr.arouns tn which.they belong. Those
controls are discretinnary.in the sense that A subiect with
certain arcess permission is capahle of bassina that
oermission. (nerhaos indirectly). on to anv nther subiect

B2 Acronyms used in this SD

Acronvm !Meaning

C8 !Certifinafinn Rodv

GG !Cornrmr\ Critoria

CCDR !("-ommon Criteria. Develooment Board
CCRA !("-ommon Criteria.Rerognition. Arranaement
CEM !Common Fvaluation Methndoloav.

PP lpoiahorative Protaction Profile

CVE !Common Vulnerabilities and Exnostres
DBMS !Dafabase Manaaement Svstem

cA !F.val:la’rion Activities

ETR !Fvaluatir)r\ Technical. Renort

iTC !Intemational Technical. Community
OWASP !Open \Weh Application.Security Proiect
SAR |Securify Assurance Regliirement

SD |Supnorting NDocument

SFR |Securifv Functional Requirement
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Structured Query Language

ST Security Target

TCP [Transmission Control Protocol

TOE Target of Evaluation

TSF ITOE Security Functionality

TSS TOE Summary Specification

UDP User Datagram Protocol
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